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print(bin(n)[2:])
print(bin(keymap)[2:])
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import libnum
import binascii

keyl = [1,1,1,0,0,0,0,0,1,0,1,1,1,1,1,0,0,1,1,0,0,1,1,0,0,0,0,1,0,0,0,0,0,0,1,1,0,0,1,0,1,1,0,1,0,1,0,1,]
_bpc2 = [

13, 16, 10, 23, O,

2, 27, 14, 5, 20,

22, 18, 11, 3, 25,

15, 6, 26, 19, 12,

40, 51, 30, 36, 46, 54,

29, 39, 50, 44, 32, 47,

43, 48, 38, 55, 33, 52,

45, 41, 49, 35, 28, 31
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C1D1 = ['*']*56
for i in range(0,len(keyl)):
C1D1[__pc2[i]] = keyl[i]
print C1D1

Co="'000000001*11111111*111*10%00"
DO='0000111*11*1001*0000100001*0"

__pcl = [56, 48, 40, 32, 24, 16, 8,
@, 57, 49, 41, 33, 25, 17,
9, 1, 58, 50, 42, 34, 26,
18, 10, 2, 59, 51, 43, 35,
62, 54, 46, 38, 30, 22, 14,
6, 61, 53, 45, 37, 29, 21,
13, 5, 60, 52, 44, 36, 28,
20, 12, 4, 27, 19, 11, 3
]

CoDe = Co+Do
res = ['*']*64
deskey = ""

for i in range(@,len(__pcl)):
res[__pcl[i]] = CeDO[i]
for i in res:
deskey += i
print deskey

def zuoyiwei(str,num):

my = str[num:len(str)]
my = my+str[@:num]
return my

def key change 1(str):
keyl list = [57,49,41,33,25,17,9,1,58,50,42,34,26,18,10,2,59,51,43,35,27,19,11,3,60,52,44,36,63,55,47,3
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res =
for i in keyl_ list:

res+=str[i-1]
return res

def key change 2(str):
key2_ list = [14,17,11,24,1,5,3,28,15,6,21,10,23,19,12,4,26,8,16,7,27,20,13,2,41,52,31,37,47,55,30,40,51
res = ""
for i in key2_list:
res+=str[i-1]
return res
def key_gen(str):
key list = []
key _change_res = key_change_1(str)
key_c = key_change_res[0:28]
key_d = key_change_res[28:]
for i in range(1,17):
if (i==1) or (i==2) or (i==9) or (i==16):
key ¢ = zuoyiwei(key c,1)
key d = zuoyiwei(key d,1)
else:
key ¢ = zuoyiwei(key c,2)
key d = zuoyiwei(key d,2)
key yiwei = key_c+key d
key res = key_change_2(key_yiwei)
key list.append(key_res)
return key list
#01100***01**011*0111001*0110101*0110010*01*00*0*0*1*010*0110010*

deskey = '01100abc01de011f0111001g0110101h0110010i101j00k010m1n01000110010p"
print key_gen(deskey)

deskey = '0110011c0110011f0111001g0110101h011001010110016L011101000110010p"

def bintostr(str):
res = ""
for i in range(9,len(str),8):
res += chr(int(str[i:i+8],2))
return res
for c in "01":
for £ in "01":
for g in "01":
for h in "01":
for i in "01":
for L in "01":
for o in "01":
for p in "O01":
'0110011"'+c+'0110011 "' +f+'0111001 "' +g+'0110101 "' +h+'0110010"'+i+'0110010"
bintostr(str)
print str
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key="ffskeeue'

result = des(key)

y = result.encrypt('12345678")
print(y)

z = result.decrypt(y)

print(z)
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i=290
while i < 16:
T

if(i==13 and crypt_type == des.ENCRYPT):
self.L=[1,0,0,1,0,0,1,0,1,1,0,1,1,0,0,1,0,0,0,1,0,1,0,1,0,0,1,0,0,1,0,1]
self.R=[0,0,0,0,0,0,0,1,0,0,0,1,1,0,0,1,1,1,1,0,0,0,0,1,0,0,1,0,1,0,1,1]
print(i,self.L,self.R)
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tempR = self.R[:]
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from Crypto.Cipher import AES
from Crypto.Util import Counter
from Crypto import Random
import binascii

import SocketServer

pad = lambda s: s + (16 - len(s) % 16) * chr(16 - len(s) % 16)
-Flag = "3k 3k ok 3k ok sk ok sk 3k sk 3k ok 3k >k sk 3k sk 3k ok k >k sk >k ok 3k ok sk sk sk kosk sk ok sk ko sk ksk sk ok sk ok !

key = Random.get_random_bytes(16)

print binascii.b2a_hex(key)

prefix = Random.get_random_bytes(4)

suffix = Random.get_random_bytes(4)

def enc(plaintext):
count = Counter.new(64, prefix=prefix, suffix=suffix)
cipher = AES.new(key, AES.MODE_CTR, counter=count)
print(binascii.hexlify(pad(plaintext)))
return cipher.encrypt(pad(plaintext + flag))

class ThreadedTCPServer(SocketServer.ThreadingMixIn, SocketServer.TCPServer):
pass

class EncHandler(SocketServer.BaseRequestHandler):
def handle(self):
self.request.sendall("Welcome to flag getting system\n")
while 1:
self.request.sendall("plaintext>")
plaintext = self.request.recv(1024).strip()
ciphertext = binascii.hexlify(enc(plaintext))
self.request.sendall("result>" + ciphertext + '\n')
if _name__ == "__main__":
HOST, PORT = "0.0.0.0", 7777
server = ThreadedTCPServer((HOST, PORT), EncHandler)
server.serve_forever()
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#python3
import binascii
import itertools

ffff = 'frrfrfffffrrfffffrrfffffrrfffffrrffffrrrrfffrrrfee’
print (ffff)

miwenf = binascii.unhexlify('@e3ecd7afef871...")
print(miwenf)

miwen = binascii.unhexlify('@e34ca7be3a7272b37da7245bbbf9....... ")
print(miwen)

def xor(s, key):

key = key * (len(s) / len(key) + 1)

return ''.join(chr(ord(x) ~ ord(y)) for (x,y) in itertools.izip(s, key))

keyliu = xor(miwenf,ffff)
print(keyliu)

flag = xor(miwen,keyliu)
print(flag)
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import gmpy2

import random

from Crypto.Util.number import *
from flag import flag

def generate_key(nbit):

p = getPrime(nbit)

r = random.randint(2, 10)

s = random.randint(r, nbit)
while True:

e = random.randint(3, p**r*(p-1))
if gmpy2.gcd(e, p**s*(p-1)) == 1:
break
pubkey = (long(e), long(p**r))
return pubkey

def crypt(msg, pkey):
e, n = pkey
m = bytes_to_long(msg)
assert m<n -1
enc = pow(m, e, n)
return long_to_bytes(enc)

nbit = 1024

pubkey = generate_key(nbit)

print 'pubkey =', pubkey

msg = flag

enc = crypt(msg, pubkey)

print 'enc =\n', enc.encode('base64')

pubkey = (5813456741606134624642495055280695995216414187398819703833931817237351409625882330046879172605137
enc = YXmuOsaDlW4polL...
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import gmpy2

import random

from Crypto.Util.number import *
import binascii

p=165740755190793304655854506052794072378181046252118367693457385632818329041540419488625472007710062128632
r=4
e=581345674160613462464249505528069599521641418739881970383393181723735140962588233004687917260513782647159

n=p**r

for s in xrange(r,1024):
if gmpy2.gcd(e, p**s*(p-1)) == 1:
break

d = gmpy2.invert(e,p**s*(p-1))

enc ='YXmuOsaD1...'
enc = enc.decode('base64")

def decrypt(msg, d):
m = bytes_to_long(msg)
#assert m < n - 1
dec = pow(m, d, n)
return long_to_bytes(dec)

flag = decrypt(enc,d)
print flag
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from PIL import Image
import sys

import os

import numpy as np
import random
import time

import base64
import inception
import string
import hashlib
SALT_LEN = 10
HEX_LEN = 4

std_image_name="/home/ctf/images/image.jpg"
input_image_name=""
os.environ['TF_CPP_MIN_LOG_LEVEL']="'2"

def base_str():
return "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789"

def random_string(length):
string = [random.choice(base_str()) for i in range(length)]

return ("".doin(string))



def tofile(data):
try:
data=base64.b64decode(data)
except:
return ""
filename="/backup/"+str(time.time())+".jpg"
fd=open(filename, "wb")
fd.write(data)
fd.close()
filename="/home/ctf/images/"+str(time.time())+".jpg"
fd=open(filename, "wb")
fd.write(data)
fd.close()
return filename

def check():
global input_image_name
try:
input_image=Image.open(input_image_name)
std_image=Image.open(std_image_name)
except:
print("[-]give me a real image!!")
sys.stdout.flush()
return False
input_image_np=np.array(input_image)
std_image_np=np.array(std_image)
input_x=len(input_image_np)
input_y=len(input_image_np[@])
input_z=len(input_image_np[@][0])
std_x=1len(std_image_np)
std_y=1len(std_image_np[0])
std_z=1len(std_image_np[@][0])
if std_x!=input_x or std_y!=input_y or std_z!=input_z:
return False
diff=0
for i in range(input_x):
for j in range(input_y):
for k in range(input_z):
if input_image_np[i][j][k]>std_image_np[i][j][k]:
diff+=input_image_np[i][j][k]-std_image_np[i][j][k]
else:
diff+=std_image_np[i][j][k]-input_image_np[i][j][k]
diff=diff/(input_x*input_y*input_z)
if diff>0.8:
return False
return True

def classify(image_path):
model = inception.Inception()
pred = model.classify(image_path=image_path)
return (pred.argmax(),model.name_lookup.cls_to_name(pred.argmax(),only first_name=True))
def getflag():
fd=open("/home/ctf/flag")
flag=fd.readline()
fd.close()
return flag
def main():
salt=random_string(SALT_LEN)



tmpvalue=random_string(20)+salt
md5=hashlib.md5()
md5.update(tmpvalue.encode("utf-8"))
submd5=md5.hexdigest()[:4]
print ("[*]Proof of work:")
print ("\tMD5(key+\"%s\")[:4]==%s"%(salt,submd5))
print ("[+]Give me the key:")
sys.stdout.flush()
value=sys.stdin.readline()[:-1]
value=value+salt
md5=hashlib.md5()
md5.update(value.encode("utf-8"))
md5value=md5.hexdigest ()
if(md5value[ :HEX_LEN]!=submd5):
print ("[-]Access Failed")
return;
print ("[*]I am the world smartest CV system!")
print ("[+]Give me a wing to fly?")
sys.stdout.flush()
global input_image_name
image=sys.stdin.readline()[:-1]
if(len(image)>200000):
print("[-]input too long!")
return;
input_image_name=tofile(image)
if input_image_name=="":
print ("[-]base64 please!")
sys.stdout.flush()
return
if not check():
print ("[-]You cannot fool me!")
sys.stdout.flush()
return
(input_image_class,input_image_classname)=classify(input_image_name)
(std_image_class,std_image_classname)=classify(std_image_name)
if input_image_class!=std_image_class and input_image_class==503:
print("[*]Wow I get the wing")
print("[*]Give you the flag")

print(getflag())
sys.stdout.flush()
return

else:
print("[*]Give me the wing!")
sys.stdout.flush()
return

main()
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