20188k =P PEB write A Jz — B A X S VRN

weixin 34148340 o F 2018-01-30 20:01:00 & i o 117 ﬁ )
XEbE: EGE php K%

T ﬁﬁ%l?

BESCERES SIS HT, AR RINIEACTFRIE 241, A5 EEexHIRATI A R 2 — L FE Bl

—. XFCTF
AR LM CTFEREXN CH T, XERBHENE T,
1.4+ 4 2 CTF?

CTF (Capture The Flag) #3C— iR EFIER, RMEZEF RN R Z H#HTHEARTHH—FHFERN,
HEJR T 19964EDEFCONE R B E K4, VAN E BENIZ 8K EZHE AR EHE

2.CTFLHE A

BE W

SRMNLBL EREMN S ERGNES S, BOTF SR MME WP E, /RA] AR ARAFE RS BT,
R T I AR R P 4 22 A BOR DR B B HE AN R SRR, BRI TELLIRE. BEHEEEEWeb® A, W,
EWE. BN, BE. ZemE. ABE T 5ERZEANRS.

S METE P S IR N EAREAT SO AR <7 #2538 P 4% IR 55 98 A JF et 3t F IR S 28 38 0 8, IR HiEid g
Bt B B RS IRIAEAT R RE e E . RAMEAGEHEOAER, LRSI R B, BB RE2 T
a5 E1E. Wk,

BAEER 67T EE KRB S BRI, FHBIRE.

= WEH
WILETTE

fRBEER:: http://ctf4.shiyanbar.com/web/root/index.php
F—EEHR—MWebl. BEEEFWebil, HMHRATEFENL; FHANEHERAKTAFI2EERE
LR, ERRTRR ME HMEIEKLE.

XEBRMNITARE, KR—ANERE, HEBRNHFZ vadmin, RAINEE TWAIEG, 50E B Mtitlel i
A, BATRT LRI —A password. it S, FRBEAI A — FixA
fhttp://ctf4.shiyanbar.com/web/root/password.txt, KX —NMEEFH ., BERREWLFH, TRENES
PAHXAN B Fif W AT O R /0%, B 4&admin, X B4 H $BurpSuite TE, X FMEHXANTHER AW
fREE, KFEMNEH#ER, ATUSHXE LE,


https://blog.csdn.net/weixin_34148340
https://so.csdn.net/so/search/s.do?q=%25E5%25AF%2586%25E7%25A0%2581%25E5%25AD%25A6&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C&t=blog&o=vip&s=&l=&f=&viparticle=
http://ctf4.shiyanbar.com/web/root/index.php
http://ctf4.shiyanbar.com/web/root/password.txt
http://blog.csdn.net/yalecaltech/article/details/69056210
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_34148340&utm_content=86257288

- . —— — — —
79 maek 200 ] O 1924
80 dreamh 200 a a 1924
21 Shell 200 ] O 1924
82 NsflcuS 200 O [ 2083
83 shell 200 O 0 1924
o4 10011C120105101 200 a a 1924
85 felshark 200 ] O 1924
Er 10880118 2nn m ™ 1074

RIT IEH A4 H4ER: admin/NsfOcuS
BRMFIFIXEOSERHAT BN, RUTEZELECRS T ZRMAKE. AT CAAERTw A R TR ez
BEROMEAL, B R BRI K ERRS] .

- password. i -

b == HiEsls DEFE () &3S @ s

<form method="POST" action="" _lpchecked="1"
<input name="username" valus="admin" stvle:
urli{"data:image/png;basesd, iIVBORWBKOZOAAAA,
background-position: 98% 58%, cursor: poind

autoccomplete="off" type="text">

{br>

<br>
<input name="password" [UEEAKjeauyl

image: url("data:image/png;base64,iVBORWOK]
background-position: 98% S5@%; cursor: poin
agutocomplete="off" type="password”> &

cimmit walus="TR b " turnaz"sihmitrs

BEAVERGHI R, FETTRE R TR K M iR B ThRE a0 77 R LA K78 KRB

N Far=ETE - password.bxt - hitpy//ctfd.shiyanbar.com/web/root/index.php

0 Ci=s Oasle DEsE (le-sss @ e O As 5 = o0 |
I w EEE HTML Css Us XHR FE Eie s ws Hit [Osmas [(JZREs
=i URL

e -2+ rid R Srhils F = -l o+

|
I
2]

X B fjcookie—F Bl A Baseb4 N F 778 . AR, XFE - LHELLHFIR, RTELER¥ES, R
SEREBNIXEE L.


http://www.cnblogs.com/ssooking/p/6559935.html

iRt http://ctfa.shiyanbar. com/web/root/index.php
ilR5iE: POST
it 127.0.0.1:80880
YEH: @ 200 0K (3 WEAOEE [Fak
RR&: HTTP/1.1
TEEBx
~ B3 (307 F%)
Connection: close
Content-Length: 1756
Content-Type: text/html
Date: Tue, 23 Jan 2018 06:44:03 GMT
Server: nginx
Set-Cookie: newpage=MjkwYmNhNzBjN2RhZTkzZG...2018(06:45:03 GMT: Max-Age=60
Vary: Accept-Encoding
X-Powered-By: PHP/5.5.36
- ER% (684 F7)

Accept: text/html application/xhtml+xm...plication/xml:g=0.9,"/*:g=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh:q=0.8 zh-TW:g=0.7,zh-HK:q=0.5,en-US:q=0.2 en:g=0.2
Connection: keep-alive

Content-Length: 31

Content-Type: application/x-www-form-urlencoded
= Lei Ll les 2AASE = LANIE A 0% 4 — A% it S0 DONDOOICE0L ADDIA D

BATXEA 71 8 31T Baseb4 R ,
MjkwYmNhNzBjN2RhZTkzZGI2NjQ0ZmEwWMGI5ZDgzYjkucGhw
%3

290bca70c7dae93db6644fa00b9d83b9.php

AR, LT AIRATE AT BAZEburpsuite dt B AT B il B3 i3858
Mo, FRRBATY E— TR, KRR —NEFRAME.

INERESIR

AERHERPE Sphp M= T ENELOREE TRE T AT, SR 1L R S F AL R W
FEA], FiIeEFTE?

1 £ 4 Em=E

LRAVBEE AT B S VIR EHR, RIWEEBR. X8, AT LB Hcookie LA K % Fifi 2 B 4T KU -



POST . NTTF/E.1 200 OR
FUab/ Tt/ 90ECAT00TdAs S MGG 44 LACIRBA0IRS , pRpT ATt =S r Ssrwer; mging
dd BETRAL. L Dacs: Tas, 23 Jan Z0L0 40024 GNT
Hodt: cofd. shiyanbar. com Contamt-Typs: Tent/heal
Usar-Agent: Mesillass. 0 (Windows NT 10.0: Windd) Connaction: clone
*64; Teise.0F Gocko/2D100101 Pizetorsss. o Vary: Accept=Tmcoding
Acce HeFowsred=By: FHP/S. & 15
Teug mal wvhonxom hrmltuml, applicacion/mml; q=0 Ser-Coolie: Hu f1agiT B Jmn rulax i0nh 705 | expires=Tue, II-Jan-T000
AL 0845024 CHTG Han-hges
MP’LMWIM sh-Cif, shged. § an-TEig=0. b, eniq=0. 3 Contamt-Lengeh: 1962
Accepz-Encoding: g=ip, deflate
s.uru
BEER: //C0 T4, ShAyATDAK . Som Ve 1045/ SE0he ATOr Tlas S JdbE “hEmbs
S44 La00nd0InY . prp
toskie: [Talogimsl “haads
oer: 1 - = imsta Bitpesquivs"Content=Typs” cotents"text/html; charsstsutf=8" /i
Conmection: clowe “Eit LesMislCons. Yo COCKND«/c it lan
Upgusde-Tnessure-Eequests: 1 < /honads
Contest-Typs: applicarien/s-wiv-form-ur Lenceded <hady
Contest-Lengeih: 82 @ abignecentsrv<font celers”red” sizesl0»00000</ fone»<ffr
’ 5 ¥ ablignecentarsefont colorsEEE0000 styla="FONT=SIZE: Spr=e«STRONGH
COREERT = AAALUEET JsvelpTastasubBLE =V ETN S TLEONADNOD b af fansr THEE
- ? L Hax

AR A burpsuiteyl R, ATLLRILFASH: IsLoginfluserlevel. REIE, IsLoginfEIRiRAE " REE
Fii, userleveligBAFH P G4, JEAVEX B MEB SR BT RN G, 70 RSB B A & Biflag.

X BlIsLoginm] BB LA 5 B AR, (H R userlevel ’E T4 EiUkroot? BEAEHAHTIR? RATEZE
H, “BHEI"R2—MEEENRR, —BREEAKNHAFA4, linuxFaadmin, root. windowsT &
administrator, AT LAAEIEMRE. BEIMFlagE BHANFR, TEHITURLED

flag{Congratulation}

2108
fRMEEE: http://ctf4.shiyanbar.com/web/IOS/index.php
X EFIRRREATH P T10S99, FATRS AR BE K User-Agent AT #K B -

X FUser-Agent, KFESERIIXEHE ML T ##. User AgentZ— MRk 3k, & —Fhia i al b b $2 4t
BATFTE AN BB RIRA ., BIERGIRA . WERNZ. SEEHRR. ROGRMNTHEE, &8
FRAZXANSE . BIIX AR, BATUG 1) B 55 T LR IR A B HERR N T E LR AN 28, R4t i 14k

N o
AT LAZE W _E# R —AMOS99f User-Agent B =5, WETLLE O, Hin

Mozilla/5.0 (iPhone; CPU iPhone 0S 99 like Mac 0S X) AppleWebKit/@ Safari/536

BAVRIBESR, REBRZ)E, AIA3RMEflag.

—— FE—
JM]MI‘I‘B]HM]H&X] J_M.]Hm]HwTMLIM
GET /web/I0S/index.php HITP/1.1 A HTTP/1.1 200 O

Hozt: ctfd. shivanbar.con Server: nginx

User-Agent: Mozilla/5.0 (iPhone; CPU Date: Mon, Z5 Jan 2018 07:0&:30
iFhone 05 S5 like Mac 0S5 X) AppleWebKit/O Content-Type: text/html
Safari/S536.26 Connection: close

Accept: Vary: Aecept-Encoding

vext/html , application/xhtml+xml, application/ = =By
xml;e=0.9,%/*;gq=0.8 Elag{LMvBiBwSsnlTegid):
Accept=Language: Content=Length: ZEE
2h=CN,zh;:q=0.8,zh-TW:;q=0. 7, csh-HK;q=0. 5, en-U 1

8;q=0.3,en;q=0.2 <!DOCTYFE htal>

XEAT T HEERIRR « BERGRRR. EHESIEFRR. RAEE. R —T, BRERNESFR, HEed
FiSafari, Rl 25T,

R A Safarif3E R R KN % 8%, tEiPhoneF#Hl. iPodTouch. iPad 4% ik FHiOSHE & Bl i %

flag{LMvBi8w9$m1lTrgk4}


http://ctf4.shiyanbar.com/web/IOS/index.php
http://www.cnblogs.com/ssooking/p/8377249.html

3. J 2 i R

il R 2 -

Lucky Visitor

The 1234567890th visitor, the prize awarded. You're 2699th Visitor

Anyone who has visited our site is the 1234567890 th Special prizes are awarded. You have visited us already , Don't Hack
Counter Please 3)

X, AHEFREAE, TETR, BE AR TRRINIEMEEFR

Mesle DEfe (leegssE @= Gre —mME 8= HEHHESO0O0
TML €SS JS XHR =& BEig & ws Hit [OsmE [NZREF
=1

pra ] HEL Cookie B IRz T £+3E50

H#Eht: http://ctfa.shiyanbar.com/web/copy/index.php

EHAGE: GET

imigihhl: 121.194.2.44:86

Hishd: @ 220 0k @) HREIEE EE:

K HTTP/1.1

¢
Content-Type: text/html

Date: Tue, 30 Jan 2018 10:34:37 GMT

Server: nginx

Set-Cookie: Visitor=Mj¥50TowNDE1NzQwZWFhNGQ5ZGV]YmM4ZGEwMDFkM27k0DA17g%3D%3D

Transfer-Encading: chunked
Wary: Accept-Encoding
X-Powered-By: PHP/3.5.26
FiL (631 )

RIS [ PSS U S S [ SN (=Y. SN A R T

%& #ISet-Cookie, RARME T ? —[E4, —EH. FAVLGIEREWNA%IDFHFEMIBF[E"==", #iTbase64
fE

MjY50TowNDE1NzQWZWFhNGQ5ZGV)YmM4ZGEwWMDFKkM2ZkODA1Z2g==
B3
2699:0415740eaa4d9decbc8da001d3fd805f

MRIREEH T —WHEEZNERM, RMIZRRI2699)5 H 2 —H 23 326md5in 2 M dE, mEEAHEK,
BELERFEEWEENRAE, EORBEMEAKE I, FEEME A InEEE.

BATRSE, 45 KRFHERFE — IR mdSH R 3k -


http://ctf4.shiyanbar.com/web/copy/index.php
http://www.cmd5.com/

0415740eaadd9decbcddall1d3fda05f
B3

EiRsR:
2699

YR BRE, RiT— M FHS2MmdSinE w47 . TREARMER", #°1234567890"'md52 5, 4
R

1234567890|

=il

HigeEg:

md3({1234567890,32) =| eB07f1fcf82d132fobb018cat738a19f |
md3({1234567890,16) = f82d132fobb018ca

1234567890:e807f1fcf82d132f9bb018ca6738a19f

RIE X B 775 & 1dBase64%ifid 5, BiicookieltiE, 3L, BIT 3k flag

Request Response

[ e [ [ o vt [ v [t i

CET fwsh/copy/index, php HITR/L.1 color: NIEEEEE:

&
Hest: eeid. shiyanbaz, com i - i
User=Agens: Mosillass. 0 (Windows HT L0.0:
WOWEA; rv:5348.00 Geckos20L00101 Firefoxs5E.0 “futylenr
Accept: thody
text/heml, application/xhesl4uml , applicacion, s toancers
wml;gu0. 9, %/ qu0. & svable stylesm sargin-vop:l5%;" borders=l® cellpaddings=s®
Accept-Language: e
=h-CH, sh:qe0. 8, sh-TW, q=0. 7, sh-H:q=0, 5, en-U std colupans"I"xshlrLucky Wisitor</hls</rds
Foge0. 3, en;qe0.2 g AlEEw
Accept=Encoding: gsip. deflate ek
Cookie: Ik
Visicor=HTIsiDUIHzgsHDplODAIE ) Fel ST dfn ) xHaln “pd *<hI>The 1Z34567890th wvisiter, the prize awarded.</hi
CWIAHDEAVIEINeHAYTESZgh 30N 30, “rdr<hI>You're 123A56TEIGER Visiteor< Mir< fods
Has Llve 34dEf7353ab05L5adc58led5lEditheinlsl e
SESE30L, 1515755756, uEr
Ra_cv_3446£7353ab05LbadcS8led51Ed e thedalwi <rd colspan="I"rwow, | ElaglTimnl3ChpakilanPEj) < /= dr
sitor "V EEVBOVEONESVARVAZ <fecr
DHT: L
Cormection: close ftablex
Upgrade-Insecurs-Requescs: 1 tfcancers
Cache-Concral: Bax-agesd < /bodys

flag{T4mmL9GhpaKWunPE}

4.1 B AE X
fRMESEEE: http://ctf4.shiyanbar.com/ste/gpg/john.tar.gz.gpg
R HEZR GPG key: GhairfAvvewvukDetolicDer-OcNayd#

XFR TR F R —AgpgX i, X4 Kjohn.tar.gz.gpg. FATATLAMM L T ## 53X £ — A&t GPGHn % i
BIE, IEERTH SR AT B R john.tar.gz, linux T R —Ff 45 S .

HRMER], BAOTEXF XA CHEATHE, ERTREMEN, TREE)E, REBIEVIRENT #H—
TGPGHI%IA.

windows F A R 7@ ) T BT LTS, T#HEER: https://gpgdwin.org/download.html. 2448, kalith B
WITogpgLE, XTENMEH, RTUSERNS —RiE
X : http://www.cnblogs.conmvssooking/p/8378407.html. fRZ 454 :


http://ctf4.shiyanbar.com/ste/gpg/john.tar.gz.gpg
https://link.jianshu.com/?t=https%253A%252F%252Fgpg4win.org%252Fdownload.html
http://www.cnblogs.com/ssooking/p/8378407.html

gpg --output john.tar.gz --decrypt john.tar.gz.gpg
RN, FEMAZEH: GhairfAvewvukDetolicDer-OcNayd#. ZHAALSEZHIE LER.
fRETRE, BRIVBERE4E, 283 —Apcap$dEa i.

» MEFEE » john-in-the-middle »

~

EFR EiHEs
HTTP 20181142
2% john-in-the-middle.pcap 2015/4/2

e A Wireshark 3t $di 6, BEAFZHTTPEEE, RINEZRFHHTTPH S

MR EEE WEY BEESGE BEERO od &
IFF Ctrl+0 T@ T 8=
ISR N
BFM)... Y
M Hex BEESAD... .154 1
E=%i) Cerl +W .154 1

.154 1
FFS) Cirl+5 154 1
SEAl... Ctrl+Shift+5 | 454 1
i y 1154 1

.154 1
SHiFESAE.. .154 1"
SHOEEITER * |.154 1
SHSEFTRE). Ctrl+H .154 1
S PDU Fizris... .154 1
St SSL SFEE.. -154 1
SR > DICOM...
FTEIE)... Ctrl+P HTTP... &~

IMF...

BATH AT LUK £ A 5\ Charles T & # 4 #rhttp

& Charles 4.2.1 - Session 2

File Edit View Proxy Tools Window Help

Y ® A ® ?CV ¥ @

Session 1* Session 2

Structure  Sequence
= () http://polictf.it
Hjs
I |css
=l | images
|| sponsar
< logo.png (400x400)
= font_c3.png (576x60)
< texture.png (134x39)
< scanlines.png (960x640)
| fonts
| tunes
e/




BMTUEIAEREZE R, RIMNBBTERABTTHRE. BERREBEE, BIALTHRIKEEE 2T
MAFERE BN EEEHREEARN—THIIERS. CTFHRERKNEH, mREEA, —KaiE—8E
BREEEIE A B . FATHT L A stegsolve T ER 7 Hrik Le & A .

stegsolvefe —MNavaf2 /¢, BN LT/ ERKFjava %, IEHEE THRREARIBT. —BUHEIT, w708
BT HiETe4

java -jar stegsolve.jar

B IRATE 1% T B X logo.png B F #4740 Mk, T AR B AIflag. T 433 T logo.pngiX ik B A, 4
FRBSAGFHEHE, RATREE—AN—MRRT .

StegSolve 1.3 by Caesum

File Analyse Help

Random colour map 1

flag{John_th3_Sniff3r}

RISEES
fRMBEEE: http://ctf4.shiyanbar.com/misc/123/123.exe

KB THE T —Pexedff, —MEXMIH, RARBRERI. HE, BRININZAEEERS, KAXNEHE
BT ZERTIR CEEE. BRER, FHEAITE)

|C{ ctfd.shiyanbar.com/misc/{123/123.exe
‘E BRI PSS BRESTE G Goodle F¥IP138=

BATEXANMEFBOE N B g as T, XERANTHEZHD



https://link.jianshu.com/?t=http%253A%252F%252Fctf4.shiyanbar.com%252Fmisc%252F123%252F123.exe

- @~ e || Windows (ar] | e o
5 123.exe
Offsetc(h) 00 01 02 03 04 05 08 07 08 05 0OA OB OC OD CE O
Q0000000 64 €1 74 €1 3A €% 6D €1 67 €5 ZF 70 6E &7 3B &2 ﬁata:imﬂge!png;b
Q0000010 61 73 65 36 34 ZC 69 56 42 4F 52 77 30 4B 47 &7 ase6d, iVBOERWOKEGg
Q0000020 6&F 41 41 41 41 4E 53 55 68 45 55 &7 41 41 41 52 OARBRBNSUREUgAALR
Q0000030 67 41 41 41 45 59 43 41 49 41 41 41 41 49 37 48 gRAREYCATARRATTH
Q0000040 37 62 41 41 41 46 52 45 6C 45 51 56 52 34 6E 4F ThAAAFREIEQVE4nO
Q0000050 33 €4 55 57 34 €2 4F 78 41 41 51 53 T4 34 39 37 3dUW4bOxLA05t 497
Q0000060 2B 7% €3 77 4D €% 34 47 75 4E 5A 326 32 T1 33 7P +yvcowMidGuNZeZg3vy
QQO00070 44 79 €5 71 30 47 50 77 58 6B 58 39 2F 66 33 31 DveqgqOGPwYKX9,/f31
QQO00080 2ZF 41 2F 2F 50 6E 70 78 38 41 66 €7 4D €& 51 55 JAS/Pnpx3AfgMhQU
QQOO00De0 42 4% 45 47 41 53 42 4% 51 45 41 53 46 42 51 45 BIEBASBIQEASFBOE
QOO000AD 67 51 45 42 49 45 2F 64 76 38 32 ZB 76 31 47 6 gQEBIE/jvBZ+vliGn
Q00000BO 75 4F 33 47 48 51 66 50 69 39 38 Te 48 30 33 5@ nO3GHQTPi 98wHO3T
QQO000CO 75 38 65 2F 64 38 41 35 65 38 6A 53 58 4F 62 38 ude/j8ASe8j5SX0b3
Q00000DD 4F 4B 42 41 45 €8 51 55 42 49 45 42 41 53 42 4% OEBAEhQUBIEBASBI

—FEXA, BAMATCARI, XR—KEH, RRZE Tbasebd4ifd (HHAtTAT, WE T VR HIER
XA RREFIL) , RFXFhbase64B H FEMRE L, RAJLLEEXRE
. https://www.cnblogs.com/coco1s/p/4375774.html. BAIFIHAEL T A
(http://imgbase64.duoshitong.com/) , EIXAKKI— K& IR EE F .

KRR —A YRS, FEEREfag. S8, NMEALE, RATWATLAHE —htmiscfE, B AKKERES]
ANimgE iR B, RRBERIE . RUT

<img SIrc="xXx0000000000XX">

flag{you are beautiful}

6.shellcode
fRIBEEE: http://ctf4.shiyanbar.comvre/shellcode/shellcode. txt

REBAS T —BAN#HAE, oRESERE, WRREERMPWN, 25shellcode, W REXINEE K
B, MFEEshellcodetik 7. HERERZE, *RKAEIEEBIT, BERME. MWH, XHHRE, TS
—H 8, tAsEshellcode. PrLAXREFRESHA B

BATEFT I e+ B 1 B


https://www.cnblogs.com/coco1s/p/4375774.html
http://imgbase64.duoshitong.com/
https://link.jianshu.com/?t=http%253A%252F%252Fctf4.shiyanbar.com%252Fre%252Fshellcode%252Fshellcode.txt

\x6a\x0b\x58\x99\x52\x66\x68\x2d\x63\x89\xe7\x68\x2f\x73\x68\x00\x68\x2f\x62\x69\x6e\x89\xe3\x52\xe8\x34\x00
\x00\x00\x65\x63\x68\x6F\x20\x5a\x6d\x78\x68\x5a\x33\x74\x54\x53\x45\x56\x73\x62\x47\x4e\x76\x5a\x47\x56\x66
\X53\x56\x4e\x66\x63\x32\x39\x66\x51\x32\x39\x76\x62\x48\x30\x4b\x7c\x62\x61\x73\x65\x36\x34\x20\x2d\x64\x00
\Xx57\x53\x89\xel\xcd\x80

BEARR T N, BATRIE X EHERE NS mESR T ES. EOME, TXWEHER

6a0b58995266682d6389e76821736800682162696e89e352e83400000065636861205a6d78685a3374545345567362474e765a475666
53564e€6663323966513239766248304b7c626173653634202d6400575389e1cd80

BATHE VX L B4R, AEHXDA BT — A2 B kI SORY, Xy ARG

E8 HxD - [Untitled1]

H in EEEEl E=) WAV oe IEM S00W) #E8H)
| !“L—”@ B g~k || Windows (ap ||+ v
5 Untitled1

Offset (h) 00 O1 0Z O3 04 05 O OT7 O8 0% OA OB OC OD QOE OF

00000000 €A OB 58 99 52 €6 €3 2D €3 89 E7 €8 2F 73 €8 00 j.X™Rfh-chkch/sh.
00000010 €3 2ZF €2 €% €E 3% E3 52 E3 34 00 00 00 &5 €3 €68 h/binkdRé4d...ech
Q0000020 &F 20 SA €D 73 €3 5A 33 74 54 53 45 56 T3 62 47 |0 ZmxhZ3tTSEVshG
Q00000030 4E 7@ SA 47 56 €6 53 56 4E €6 €3 32 3% e6 51 32 |NvEZGVISVHNLcISILQZ
Q00000040 3% T7e 62 43 30 4B T7C €62 €l 73 €5 36 34 Z0 ID &4 [SvbHOE|bhaseed4 -d

00000050 00 57 53 89 E1 CD 80 .Wskais!

RIT —EBRZ3d T baseb44mid %45 : ZmxhZ3tT SEVsbGNvZGVFSVNFc29fQ29vbHOK
base64f#tS, KILEH£flag

flag{SHEllcode_IS_so_Cool}

. fa ) — i
i 2 ORKF — AN W 22 ST R R 0, FEMERF MBS I h & BT ! —BRAEE, XUNIERE (Gt D
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