20187WAWA A (Reverse)

Thunder J F 2019-02-04 10:57:48 K Fi 998 o 7
SRER: BHE CERE: ¥
RO RSO R RO E, EE_CC 4.0 BY-SA KRN, H#iEM LECH B mAER,

ACHERE: https://blog.csdn.net/CharlesGodX/article/details/86762347
KA

. =R

14 RXCE 1 AT
BB

0x00: 44

HighwayHash64iXi8 Bl T IRA—HE& A LM, BLE T — T RUXED LB, EHFEHE T —TEH, ReplacelXil L
i, JBTEBIEAEE.

0x01: BH
M H1: Replace
R H B

3

TR LI .. AD 2~
http://hxb2018.0ss-cn-beijing.aliyuncs.com/reserves/Replace_B21DA8B2F172C13764989DF0F99B890A.rar

B AR -


https://blog.csdn.net/CharlesGodX
https://blog.csdn.net/charlesgodx/category_8505545.html
https://so.csdn.net/so/search/s.do?q=%25E9%2580%2586%25E5%2590%2591&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/CharlesGodX/article/details/86762347
https://blog.csdn.net/charlesgodx/category_8505545.html
http://hxb2018.oss-cn-beijing.aliyuncs.com/reserves/Replace_B21DA8B2F172C13764989DF0F99B890A.rar

HRERRAUPXS, BRANEZARTISMAUT CHRBITUFES

M txeinfo PE- ver.0.0.3.7 by AS.L- 818+45sig 2014.12.. — X

File Size :  [pooo1300h <| [n] Overlay: [NO 00000000 Options

SubSystem : < About

Image is 32bit executable RES/OVL:7 /0% 2017 Exit
|UPX -> Markus & Laszlo ver, [ 3.91] <- from file. { sign like UPX packer| —
Lamer Info - Help Hint - Unpack info g“;} Rip
|unpack "upx.exe d" from http:/jupx.sf.net or any M}uinmr g (11 5 T T

RATAIDAG TR R, B AR EE

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39

buf =
if ( strlen 1= 35 )

vl =

return -1;
0;

while ( 1)

{

h

vS = *(v4d + buf);
vh = (v5 »> 4) % 16;
v/ = (16 * v5 »» 4) % 16;
v8 = byte_402150[2 * v4];
if (ve < 48 || v8 » 57 )
vl = v8 - 87;
else
vl = vE - 48;
vl = byte_402151[2 * v4];
vil = 16 * v9;
if (w10 < 48 || vie » 57 )
v1l2 = v1e - 87;
else
v1l2 = v18 - A48;
if ( byte_402188[16 * vo + v7] I= ((v11 + v12) ~ 8x19) )
break;
if ( ++vd »>= 35 )
return 1;

return -1;

BATIRE 58 — bR H A, X BT A EHE K —4>0x00:



® export data

Export as

() hex string (unspaced)

() hex string (spaced)

() string literal

@® C unsigned char array (hex)
()¢ unsigned char array (decinal)
() initialized C variahle

() rav hytes

[ ] 8ave data to cliphoard

Breview

unsigned char ida_chars[] =

{
0x32, 0x61, O0x34, 0x39, 0x66, 0x36, 0x39, 0x63,
0x33, 0x39, 0x35, 0x63, 0x64, 0x65, 0x39, 0x36,
Ox64, 0x65, 0x39, 0x36, 0x64, 0x36, 0x66, O0x34,
0x32, 0x35, 0x34, 0x38, 0x34, 0x39, 0x35, 0x34,
0x31, 0x39, 0x35, 0x34, 0x34, 0x38, 0xz64, 0x65,
0xB5, 0x32, 0x64, 0x61, 0x64, 0x36, 0x37, 0x37,
0xB5, 0x32, 0x31, 0x64, 0x35, 0x61, O0x64, Ox6l,
0x00

1

0x33,
Dx64,
0x69,
Dx64,
0x66,
Dx33,
0x69,

0x38,
Dx38,
0x30,
Dx38,
0x38,
Dx38,
0x38,

Line:1 Celumn:1

output file |export_resu1ts. txt

Cance]

5B Ab SR HR AU -




® export data X

Export as

() hex string (unspaced)

() hex string (spaced)

() string literal

@® C unsigned char array (hex)
()¢ unsigned char array (decinal)
() initialized C variahle

() rav hytes

[ ] 8ave data to cliphoard

Breview

unsigned char ida_chars[] = I
{
0x63, 0xTC, 0xT77, 0x7E, 0xF2, 0x6E, 0x6F, 0xzCH 0x30, 0x0l
0xB7Y, 0xZE, OxFE, 0xDT, 0xAE, 0x76, 0xC4, 0x3Z, 0xC9, 0xTD,
OxFa, 0x59, 0x47, 0xFO, OxAD, 0xD4, OxaZ, OxAdF, 0x9C, Oxid,
0xT2, 0xCo, 0xBTY, 0xFD, 0x93, 0x26, 0x36, 0x3F, 0xF7, 0xCC,
Ox34, Oxah, 0xES, 0xFl, 0x71, 0xzD8, 0x31, 0xl15, 0x04, 0xCY,
0x23, 0xC3, 0x18, 0x96, 0x05, 0x94, 0x07, 0xlZ, 0x30, OxEZ,
0xEE, 0x27¥, 0xB2, 0x7h, 0x09, 0x83, 0x2C, 0Oxl4, 0xlE, Ox6E,
Ox5ba, 0Oxa0, 0x5H2, 0x3E, 0xD&, 0xE3Z, 0x29, 0xE3, 0xZF, 0x34
0x53, 0xD1, 0x00, 0xED, OxZ20, O0xFC, 0xBl, 0x5B, 0x64, 0xCE,
0xBE, 0x39, 0Ox44, 0x4C, 0x58, 0xCF, 0xD0, O0xEF, 0Oxid, OxFE,
0x43, 0x4D, 0x33, 0x8h, Oxd4h, 0xF9, 0x02, 0x¥F, 0x50, 0x3C,
0x9F, 0OxaB, 0x5Hl, 0xA3, 0x40, 0x3F, 0x92, 0x9D, 0x33, O0xFE,
0xBC, 0xE6, 0xD&, 0x21, 0xl0, O0xFF, 0xF3, 0xDZ, 0xCD, 0x0C,
Owl13, OxEC, Ox58F, 0%97 Owxdd, Ox17. OwCd4 OwxdT. OxTE. Ow3D

Line:28 Column:37

Cutput file|export_results.txt ~

Cancel

REEZ)E, M USRBHAT -




v10 b[2 v4+1]

vil 16 v9

if ( vlie < 48 | vie > 57 ):
v12 v10 87

else:
v12 v10 48

for v5 in
v6 (v5 4) 16
v7 (16 * v5 4) 16
if a[16 * v6 + V7] (vi1 v12)
flag (v5)
break

\Z3
if (v4 35):

break
print(flag)

121713 Flflag

2{Thls_ls Simple Replac3 Enc0d3}

B H2: HighwayHash64
A H




S0 76 3t Y o 2 /R I ~
http://hxb2018.0ss-cn-beijing.aliyuncs.com/reserves/reverse_1CE475F54D2A3264A8ED743FDFEF24A8.zip

LR -
FRMETZ, WRERNBA g, BERAZERFA30RE, BADARSH—T

HEmain®$, XFLEFHRHLE, FAEBEERE, XEMZRhashifZEiH5H, RAIHEZEBEBhashifiE

16| memset(Dst, 8, @x184uisd);

17| sub_140001880(( int64)"Please enter flag(MNote:hxb2018{digital}:", v3, v4, v5);
18| gets s(Dst, @x104uicd);

19| ve = -1i64;

28| len = -1i64; .
21| do - HWTflagkE
22 ++len;

23| while ( Dst[len] };

24| w13 = len;

25| if ([sub_14@@ei7Aef (  int64)&12, 4uied) !=|0@xD31580A28DDIE6CAi64])
26 exit(1);

27| v8 = (unsigned int){v13 - 1);

28| if ( (unsigned int)v8 »= @x104 )

29| {

30 _report_rangecheckfailure();

31 JUMPOUT (*( QWORD *)&byte 14000@19E1);

320 ¥

33| Dst[vE] = @;

34| do .

35| +evs; — F|lrflagN %

36| while ( v15[ve] );

37 if (|sub_1 T inte4)vls, (unsigned int)ve) = |@xE3BE26AF8730545Ai64) )

38 ex1t(1);

39| sub_140001880(( inted)"successfull\nplease entry any key exit...", v9, v1@, vil);
48| fgetchar();

41| return ©@;

BAIVBA T, TUSREE - DRBGA T AlagKE, B oANREA T EAlagE SHNE, BERRE B E X #hashi
B, BATTLLEEHE —NexeZ2FRAAZXANMEFRRE, AR EMABERINE EZEHexe X HESCAAIH, TR
010Editor, B EFER:

¢ IMAGE_FILE_HEADER->Characteristics(SC /& f)->2102h (DLLC#—#&&2102h)
* IMAGE_OPTIONAL_HEADER->AddressOfEntryPoint (F2F:#4F A LIRVA) ->0000h

BAVEIELMS-DOS KR BIPES Mk, REHEETMBRE LEKPHAVE, WTHE:


http://hxb2018.oss-cn-beijing.aliyuncs.com/reserves/reverse_1CE475F54D2A3264A8ED743FDFEF24A8.zip

0000h: 4D 5A 50 00 03 00 OO OO 04 00 0O OO FF FF 00 00 MZ.......... VY. .
0010h: B& 00 0O 0O 0O 0O 00 00 40 00 00 00 00 00 00 00 see e @.......
0020h: 00 00 0O OO OO OO OO OO OO OO OO 0O 00 00 00 00 @ ..o uiuioneonnnnnn
0030h: 00 0O 0O OO0 0O 0O OO0 00 00 0O 00 0008 _01]00 00 @ ... ieiiennnnnn
0040h: OE 1F BA OE 00 B4 09 CD 21 BS 01 4c cD 21 54 68 ..°.. .I! .LI!Th
0050h: ©9% 73 20 70 72 €F €7 72 €1 6D 20 &3 6l €E 6E 6F 1is program canno

0060h: 44 4F 53 20 t be run in DOS

0070h: 00 00 00 00 mode....S5.......
0080h: 5B 92 AB 26 .TAul[3«&[3«&[3«&
0090h: 26 SK BB 26 1.2& S«&1.X&&3«&
00ROh: 58 SR BB 26 1.Y&Vi«&RAD&X3«&
00BOO: 5C Sn BB 26 [5%&.35«& A7 "\ S«&
00COh: 49 On BB 26 CA®'G3«& A '"I3«&
00D0h: Sk OR BB 26 IAf'X3«&EAT&Z3«&
00EOh: 5B 9A AB 26 1A®'Z3«&Rich[3«&
00F0Oh: D0 00 00 00 @ & .e i iiin e e e eennn
0100h: 64 86 07 00  ........ PE..dt..
0110h: FO aaiga 00'JjF+P A L2 LA &.R-

00FOh: 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 @ ... emninninnnnn.
0100h: 00 00 00 0O 0O 0O 0O 0O 50 45 00 00 €4 B8e 07 00 | ........ PE..df..

0110h: 2B %2 ED 5B 00 00 00 00 00 00 00 00 FO 00 02 21 +"i[........ o]
BB

0110h: 2B %2 ED 5B 00 00 00 00 00 00 00 00 FO OO0 02 21  +"i[........ 8..!
0120h: OB 02 OE 00 00 14 01 00 00 D& 00O OO OO OO OO OO @ ......... O......
0130h: ©0O 00O 00 00 00 10 00 00 00 00 OO 40 01 00 00 OO0 | . ...eeunnnn B....

B JE BATR G KRB PR G s T CASEBLEESR 1, ARIBILHMIATTLLE B2 _ fastcalllBALE, FENRMrexflirdxf& K15
e, R Rt EReAM 4T, BEONBATEABIdIZ644L

.text:0000P0014000193D BA 04 00 @0 @@  mov edx, 4
.text:0000000140001942 89 44 24 20 mov [rsp+158h+var 138], eax
.text:0000000140001946 48 8D 4C 24 20  lea rcx, [rsp+158h+var 138]

.text:0000000140001948B E8 50 FE FF FF call sub_14060017A0

SRJE AT AT AT 45 SEER B4 T

typedef _ inté64(__fastcall *f)(__int64 buff, unsigned _ int64 len);

int main()

P
1

HINSTANCE hdll;
hdll = LoadLibrary(TEXT( ))s
if (hdll NULL)

s

L

printf( , GetLastError());
return 9;

1
J

printf( , hdll);

f func = ((f)((char*)hdll + @x17A@));




F R FBERIVBEKE, KERERED2018{3iX90:

do
++1len;
while ( Dst[len] );

vis = len;

if ( sub_1400017A8(( int64)&v13, 4ui6d) != @xD31580A28DDSE6CAi64 )
exit(1);

ARIBINTF:

int i;
unsigned long long result;
for (i 0; 1<50; i++)

P
1

result = func((long long)&i, 4);

if (result 0xD31580A28DD8E6C4 )

P
1

printf(

1
J

1
J

BATATLLE BIKEEA10

BoRRTBERINBHBAZ, BEidsprintfREHI1E10NFHHEbI%, K552

unsigned long long j;

unsigned long long result2;

char buff[20];

for (j = @; j < 10000000000; j++)
{
sprintf_s(buff, , 3);
if (3 100000 9)

{

printf( s 3)s

1
J

result2 func((long long)buff, 10);
if (result2 OXE3BE26AF8730545A)

{
printf( b IDE
return 0;

1
J

1
J

B J5 R — BU A 45 Elflag
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typedef _ int64(__fastcall

int main()
{
HINSTANCE hdll;
hdll LoadLibrary (TEXT(
if (hdll NULL)
{
printf(
return 0;

}
printf(

f func ((f)((char*)hdll
int i;
unsigned long long
for (i = @; i<50; i++)
{
result
if (result
{
printf(
}
}

unsigned long long j;

unsigned long long result2;

char buff[20];

for (j

{
sprintf_s(buff,

if (j % 100000 )
{
printf(
s
result2
if (result2

{
printf(

0; Jj

return 0;

}
}

return 9;

}

result;

s 3)5

f)(_int64 buff, unsigned _ int64

, GetLastError());

, hdll);

0x17A0) ) ;

func((long long)&i, 4);
0xD31580A28DD8E6C4 )

)5

10000000000; j++)

s 3)5

func((long long)buff, 10);
OXE3BE26AF8730545A)

s J)s

Tips: 44N A Hiflag e 5L ILRT 1 P AR D

0x02: =45




HighwayHash64ix i # r] DA B RATABPES 451, R—EMRAHEKEE, &F —E HMore efficient than JSREF ik %,
KA R FWebAssemblyidi [ ff1, ] LA FidawasmidifF7EIDAH 34T 4047, AT LA FHwasmdec A gith ¢ REGHr, BE2¥H
B LR R .

ZEHwp:

https://www.anquanke.com/post/id/164604#h2-6

https://impakho.com/post/hxb-2018-writeup


https://www.anquanke.com/post/id/164604#h2-6
https://impakho.com/post/hxb-2018-writeup
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