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¥ Time Source Destination Protocel Lenzth Leftover Capture Data Info

5 @.eeee673 192.168.179.246 192.168.179.724% HTTP R34 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded
- 7 ©.002823 192.168.179.245 192.168.179 HO/MGERDS SiEM) Ctrl+M HTTP/1.1 208 OK (text/html)
+ 18 4.259582 192.168.179.246 192.168.179 Zee/AETE S Ctrl+D POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded
12 4.262700 192.168.179.245 192.168.179 SRS FHEe®  CrlsT HTTP/1.1 208 DK (text/html)
15 8.437282 192.168.179.246 192.168.179 HEEE.. Ctrl+Shift+T POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded
17 8.441246 192.168.179.245 192.168.179 AR Cirl +Al+C HTTP/1.1 288 OK (text/html)
25 11.293778 192.168.179.246 192.168.179 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded
26 11.312370 192.168.179.245 192.168.179 FEETNER HTTP/1.1 266 OK (text/html)
29 11.372710 192.168.179.246 192.168.179 EnTEERE POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded
31 11.375794 192.168.179.245 192.168.179 HTTP/1.1 20@ OK (text/html)

SR
iR

Content-Type: application/x-www-form-urlencoded\ry
User-Agent: Mozilla/5.@ (compatible; Baiduspider/2
Host: 192.168.179.245\r\n

Content-Length: 788\r\n

Cache-Control: no-cache\r\n

\r\n

[Full reauest URI: htto://192.168.179.245/uploads/
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V)31 ) 5 &z1=504B80304140000000800288DC34C588D2C542C0500002C0700000EABR0A313532383031383837352E786E676D956D5
A926718C7812CAD33EDASCDI4B@3AE9DACOBRF2A5DA503B1A5A27ACB1E2E341A798D35EA82D4D118173B9ADASCEBSB2A395A5A8684C
84694D54E0B65646BA91COA333C2487C8530ECES@9151C7EABE1SCDFFDYCBECF7DSFEY7FSFD7FSBFOE2BA7306807BE0D763818CC213
A2A220EBBB3ISASFBFEC9798766CD59481186CF9547444787CEEEDBD3CS6FERECFCAGSID3DASSAAAEACDS2FECAABAL2FS55FB3CABEDE
A3E550386CBEBE652A15020EEBDS7BE2C2D108650F7FC9241854A484155BEFDAEVDEB2DD1865E52B1EE1AGTCABEEZABCFEF7CE3BE2E4
2CAACBE3397DAB1616BEE826C3D69ECBETAALABTIQEBB12EV1834460DAAABSASAEDAEASALF7SAFDDAZBFCB267738C1177486EEB49F582
C84789FFB2013AFAAR197AAC6ADF105E28FEO81AF702DACBA1ESDESF3B79DB7EBSEEBABSB31C67AF19ABB28F2BCES12728D486ACEC35
17E715BB1CA7A21C6747D563D01485436BB501CA69@3E7AA99DATICIE3A1IAFCOIBCSCAEDBBOST297FCT27AADBETDS8EFFEB16755BD28
E22DC36DC5ERA54157BD5850B31FESASF1FOASBOD3EFAABBASEDT79A93E74226897FF6FASFED7210A3CBEAS17BOBESFBEAS71D66843
A7385C3E5A3819A8139878BD9F8288F999071F7B593A187EAFF5B9887AE76CODAAATB21525DAEBTAL18F3B95A363F54EBABBBSSECLICA
22EECD51508422EFACS5F982413197BA7752CA25FEC3ABBECA9BBERT1722288711EBS868ATEA286ESDEFSFEDC2D1F33DD5F411B22804
C71578F6AB6CAIBDIEESETABYACABA9D35CEFA7EDSER36DBB9BE63F71657E7155639F 7A8AFCAFA2AC5ADBESF5295C624BAGESAICES
C9971AE312507635F109@DBBE19F3124C1C7A91AA8EALAABF7ADEC2FF1DD3F99BAESSD366042DA3E35C38EB7EFDASASBA91SES7SCOF
ApAAS16ECFE8548AB868A1CE28B87A24AF98572FA9F 2E864A6DECFFF1EE2CAEBTDEAFD7A52266549B81B5D5791592776DD71F7719A33DC
DEFE7@3781DE782299B3B5BC1D48739C9978699694264AB17270CEF1624D6B92CF1BES3F253864BFOBDF62ACF599469B1F3EVFFEAT3
SBE8DCEFAS386483157BA18AFC1A39F931656898181E688411699EA48FDBSEE6TASETEB2DB2DDA26B50879DCABS3ER3EE7DST7SCFO1F1BF
86A69A9BEB876164A49212CESFDD1DB632D99108496E7FEEE36E283479103C21893B876A16798B3F2E8FDDDCFE2668DACIFI2DD7AAE28
FBASS5CEAB23735A2A4A3C17B97DDEF@46371EBCAESCABEZB057D21C72DAAFFFEAABBC2F351D61AE3ABER27AATSA5452BAB54C7959271
Fe1166DF7DBBEE7EF1CAASESEABAGBAEEDGS161C9E1S3CA556631427EALAZBCESCOEBESF3FAEERSBDTSAL7668B14A5D211BABSFIFES
961DBF380693D64D344E5680379998146DEEDEF959C3F636AAB93FBFRACS4ERLICIS63C2EE527DEBFALZE1BACDAZFISF78989866F9F63
F8145606F931132F9DBE530D909CA2CB559263AB5D96628763BE07CO3FFE67A9329F3D7000FFOEB21847C99A354FBASDS6BE5FABEFT
EBA28437BA14322EB8CT1F3C54887242BEAC96ABBA527E13ECCFEDE9276F867CBYE6DEDD7184D1CSCCALIBF5F31572C53696BBASEERBS
ABSAFF2CD334CABBIF72ER1ECEG2CA9A3DACEY94223A72127FABDBTE718FESAB38ACBEEA15B3EDECEFAFSABCAIESEATABFABE26974B
E6SASECF7F8FA2C1C79D9601B5F7AAG3C2AE153C02582EEASS2ESBEDGA277AF822A2DF9305985FCE7FADS6DD181FE32E28868F52178
8B93851E1129929E0FF1EBE93DA36EFFABSC256811350691E821BECAFCS1AGE898ABAAEBSFE6BECA65FBECD3046F697A215383EEBBEE
D7AD15CABBC3DF2AACBE243E7952176AFEBEE6B24085969EFES2E0ESA84CAAE3FEEFBAFFBT7584B881021108141060600808080288DC34C58
BD2C542C0500002C0700000E0000000000000000002000000000000000313532383831383837352E786E67504B056600000000610080
1e@3C000000580500000000HTTP/1.1 260 OK
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6080000800: 50 4B 62 04 14 B0 60 08 08 60 28 8D C3 4C 58 BD | [K........ (FLX? ~
808008818:| 2C 54 2C 85 00 80 2C 67 00 60 OE O 00 @0 31 35 | ,T,...,oc....-. 15

980008820: 32 38 38 31 38 38 37 35 2E 70 6E 67 6D 95 6D 54 | 28018875, pngm

000000830:| 92 67 18 C7 B1 2C 4D 33 ED 45 CD 94 BO 24 E9 D4 | 37 .35 Mgy |

88008640:| CO B6 F2 A5 D4 50 3B 1A S5A 27 4C B1 B2 E3 41 A7 aMafts-2'L
808008050:( 98 D3 SE AS 2D 4D 11 81 73 B9 AD 48 C8 B9 B2 A3 | 43 7H..sSHiE }&1
88008668:| 95 A5 A8 68 4C 84 69 4D 54 BO B6 56 46 BA 91 CO | AELE|HTERUFEE?
g0000670:| A3 33 C2 48 7C 85 38 EC E9 09 15 1C 7E 4B E1 9¢ | 7Zf|2 ..."H;%
08008080:| DF FD 7C B8 CF 7D S5F E7 7F 5F D7 F5 BF 9E 2B 47 | [ |3f3_7 $’E$$+G
88000090:( 30 68 67 BE 0D 76 38 18 CC 21 3n 2A 22 OE 86 B2 | Bh.7uB.7:x"
880080A0:| 57 3F BF 6C 97 98 76 6C D5 94 01 18 6C F9 54 74 zvéff?iﬁul,,,m..lﬁut
880088B0:| 44 78 7C EE 6D 8D 3C 96 FE 6E CF CA 65 9D 3D A9 | Dx|3E7FEndfe??

g@eapacH:( 5A AR EA CD 52 F6 CA A8 41 2F 95 5F 83 CA 66 DF Fa \J'E?-J‘d{.?
000aPADA:| 43 E5 58 38 6C OB B6 52 A1 58 28 EE 6D 57 OE 2C BﬁSI.;ﬁp ?W.,I
00eavAER:| 2D 16 B6 5D F7 FC 92 41 85 4A 4B 41 55 BE FD 4E —.DEEJL [EHAUEN
popaeere:| 7D 8B 2D D1 86 S5E 52 B1 EE 1A 67 C4 88 E3 A6 CF }?%AR .gﬁ%ﬁ' 7
popee100:| EF 7C 63 B6 2B 42 C4 AC B3 39 7D A 18 16 BE 80 C?B%}?.,,Jg
goeap1108:( 82 6C 3D 69 EC 8E 74 A4 4B 79 OE BB 12 E7 18 34 §=i t y...?

8080068128:( 46 8D AR AB 9A 94 BD AE 45 A1 F7 9A FD DA 2B FC | F.JESEEEA 177
880068130:( B2 67 78 C1 17 74 86 EB 49 F5 82 C8 47 89 FF B2 | A&x7ty IE§F i
00000140:| 01 3A F4 AO 19 74 4C 64 DF 10 5E 28 FB 08 1A F7 | .:ffi.tLd? (2.
88006150:( 62 D4 CB A1 E9 DE 3F 3B 79 DB 7E 89 EB A6 58 31 | J=( 7;yfg

008A6168:| C6 7A F1 9A 8B 28 F2 BC E5 12 72 8D 48 6A C8 C3 %ﬁ}_ﬁ?ﬁ W:—%]ﬂ;
80808178:| 51 7E 71 SB B1 C4 7A 21 C6 74 7D 5B 3D 14 85 &3 | Q~q[Hpzt 5=
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FFD8FFFEOO, .JPEG;.JPE;.JPG, "JPGGraphic File"

FFD8FFEOOQO, .JPEG;.JPE;.JPG, "JPGGraphic File"



474946383961, .gif, "GIF 89A"
474946383761, .gif, "GIF 87A"

424D, .bmp, "Windows Bitmap"

4D5A, .exe;.com;.386;.ax;.acm;.sys;.dll;.drv;.flt;.fon;.ocx;.scr;.Irc;.vxd;
.cpl;.x32, "Executable File"

504B0304, .zip, "Zip Compressed"
3A42617365, .cnt, "™
DOCF11EO0A1B11AE1,.doc;.Xs;.Xt;.ppt;.apr, "MS Compound Document v1 or Lotus Approach APRfile"
0100000058000000, .emf, "™
03000000C466C456, .evt, ™

3F5F0300, .gid;.hlp;.Ihp, "Windows HelpFile"
1F8B08, .gz, "GZ Compressed File"
28546869732066696C65, .hgx, ™
0000010000, .ico, "Icon File"
4C000000011402, .Ink, "Windows LinkFile"
25504446, .pdf, "Adobe PDF File"
5245474544495434, reg, ™
7B5C727466,.rtf, "Rich Text Format File"

Ih, .Izh, "Lz compression file"

MThd, .mid, ™

0A050108, .pcx, ™

25215053, .eps, "Adobe EPS File"

2112, .ain, "AIN Archive File"

1A02, .arc, "ARC/PKPAK Compressed 1"
1A03, .arc, "ARC/PKPAK Compressed 2"
1A04, .arc, "ARC/PKPAK Compressed 3"
1A08, .arc, "ARC/PKPAK Compressed 4"
1AQ9, .arc, "ARC/PKPAK Compressed 5"
60EA, .arj, "ARJ Compressed"

41564920, .avi, "Audio Video Interleave(AVI)"

425A68, .bz;.bz2, "Bzip Archive"



49536328, .cab, "Cabinet File"

4C01, .obj, "Compiled Object Module"

303730373037, .tar;.cpio, "CPIO ArchiveFile"

4352555348, .cru;.crush, "CRUSH ArchiveFile"

3ADE68B1, .dcx, "DCX Graphic File"

1F8B, .gz; .tar;.tgz, "Gzip ArchiveFile"

91334846, .hap, "HAP Archive File"
3C68746D6C3E,.htm;.html, "HyperText Markup Language 1"
3C48544D4C3E,.htm;.html, "HyperText Markup Language 2"
3C21444F4354, .htm;.html, "HyperText MarkupLanguage 3"
100, .ico, "ICON File"

5F27A889, .jar, "JAR Archive File"

2D6C68352D,.lha, "LHA Compressed"

20006040600, .wk1;.wks, "Lotus 123 v1 Worksheet"
00001A0007800100, .fm3, "Lotus 123 v3 FMTfile"
00001A0000100400, .wk3, "Lotus 123 v3Worksheet"
20006800200, .fmt, "Lotus 123 v4 FMTfile"
00001A0002100400, .wk4, "Lotus 123 v5"

5B7665725D, .ami, "Lotus Ami Pro"

300000041505052, .adx, "Lotus ApproachADX file"
1A0000030000, .nsf;.ntf, "Lotus NotesDatabase/Template"
4D47582069747064, .ds4, "MicrografixDesigner 4"
4D534346, .cab, "Microsoft CAB FileFormat"

4D546864, .mid, "Midi Audio File"

000001B3, .mpg;.mpeg, "MPEG Movie"
0902060000001000B9045C00, .xls, "MS Excel v2"
0904060000001000F6055C00, .xs, "MS Excel v4"
7FFE340A,.doc, "MS Word"

1234567890FF, .doc, "MS Word 6.0"

31BEO00000ABO00O, .doc, "MS Word forDOS 6.0"

1A00000300001100, .nsf, "NotesDatabase"



7TE424B00, .psp, "PaintShop Pro Image File"
504B0304, .zip, "PKZIP Compressed"
89504E470D0A, .png, "PNG Image File"
6D646174, .mov, "QuickTime Movie"
6D646174, .qt, "Quicktime MovieFile"
52617221, .rar, "RAR Archive File"
2E7261FD, .ra;.ram, "Real AudioFile"
EDABEEDB, .rpm, "RPM Archive File"
2E736E64, .au, "SoundMachine AudioFile"
53495421, .sit, "Stuffit v1 ArchiveFile"
53747566664974, .sit, "Stuffit vBArchive File"
1F9D, .z, "TAR Compressed ArchiveFile"
494924, if; tiff, "TIFF (Intel)"

4D4D2A, tif; tiff, "TIFF (Motorola)"

554641, .ufa, "UFA Archive File"
57415645666D74, .wav, "Wave Files"
D7CDC69A, . wmf, "Windows Meta File"
4000000, .Ink, "Windows Shortcut (LinkFile)"
504B3030504B0304, .zip, "WINZIPCompressed"
FF575047, .wpg, "WordPerfectGraphics"
FF575043, .wp, "WordPerfect v5 orve"
3C3F786D6C,.xml, "XML Document"
FFFE3C0052004F004F0054005300540055004200,
3C21454E54495459, .dtd, "XML DTD"

S5A4F4F20, .zoo, "ZOO Archive File"

xml, "XML Document(ROOTSTUB)"
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