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from PIL import Image

def ():
count =

ans =

binStr = ""

# BREREEG (EH0, HE255)

img = Image.open('./noname.png').convert('L")

# WHEFR ()
width, height = img.size
for h in range(height - 1): # E&&-1#7, &jF—17&1110111111111
for w in range(width - 1): # FZ-1, BfF—FI+20
pixel = img.getpixel((w, h))
if pixel ==
color (&1
else:
color = @ # HmEO
# 9P —H, FIEIOXXXXXXXX
count += 1
ans += str(color)
if count == 9:
if ans != "011111111":
binStr += chr(int(ans,2))

return binStr
if __name__ == '_ _main__"':
strr = getBinaryToChar()
print strr
with open('res.txt', 'wb') as f:

f.write(strr)
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Let’s look this lyrics:The black sky hangs down, The bright stars follow, The insect =
winged ingect flies, Who are sou mizszing, The space star bursts into tears, The ground
roge withers, The cold wind blows the cold wind to blow, 30 long az haz you to
accompany, The inzect flv rests, 4 pair of pair only then beautiful,Did not fear
darknezz only fears brokenheartedlsy, Ho matter iz tired, £1so no matter four cardinal
points. Emmmm, It looks like you don' t care about this lyrics. Well, this is

flag:flag {e0754197-e3ab—4d0d-b2E{-061Tdc3 782534 Let’ = look this lyric

flag{e0754197-e3ab-4d0d-b98f-96174c378a34}
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BRI, — MM EHEREANE, RIE/MNE (95) EmEELIAtps:

95 11.481600 3.2 539 URE_BULK out
98 11.497200 host 3.2 use 4123 URB_BULK out
111 11.497200 host 3.2 use 539 URE_BULK out

< | T |

F Frame 95: 539 bytes on wire (4312 bits), 539 bytes captured (4312 bits)
F USE URE
Leftover Capture Data: 746970733a0a0a31e38081e994aee79b98e79a847573622e. ..
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. 466000

89 11.481600 host
68 11.466000 host
49 11. 278800 host
98 11.497200 host
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Destination
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'ﬂ_'u_'s_b. capdata?ﬁ—idﬁj’ﬂOxOZHﬁ]fﬂ%}ﬁT shift%ig& ﬁﬁiﬁﬂusb. capdata -

Protocol

UsB
UsB
UsE
UsB

EPIX A ML EBRDAC3B2A1, HtEpcap X f::

DDDDhI 04 C3 B2 Al PZ 00 D4
0010h: FF FF 00 00 F9 00 00
0020h: 25 00 00 00 25 00 00
0030h: FF FF 00 00 00 00 09

00
00
00
00

00 00 00 00
4F 5B ABE 04
10 10 DA 05
00 01 00 81

00
03
80
01

00
00
Fa
on

BG4 N .pcap, Fwireshark¥T FF, B R HE A7 M leftover capture dataiX B .

11803 URB_BULK
8210 URB_BULK
8219 URB_BULK
£219 URB_BULK
4123 URB_BULK

URB_BULK

Destination Protocol Length Info

host USBE 35 URB_INTERRUFT
host UsSBE 35 URB_INTERRUFT
host UsSBE 35 URB_INTERRUFT
host UsSBE 35 URB_INTERRUFT
host UsSBE 35 URB_INTERRUFT
host USBE 35 URB_INTERRUFT
host [ P g UPT
host - UFT
host UPT
host The capture file appears to have been cut UPT
host Q short in the middle of a packet. UPT
host UPT
host UPT
host UPT
host UPT
host UPT
host UPT
host UsE 35 URB_INTERRUPT
host UsE 35 URB_INTERRUPT
host UsE 35 URB_INTERRUPT
host UsE 35 URB_INTERRUPT
host UsE 35 URB_INTERRUPT
host UsE 35 URB_INTERRUFPT

out
out
out
out

in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in

LI

Mao. Time Source

1 0.000000 3.1

2 0.093600 3.1

3 0.483600 3.1

4 0.592800 3.1

5 0.702000 3.1

6 0.826800 3.1

[ 7 1.092000 3.1

8 1.185600 3.1

9 1.606800 3.1

10 1.700400 3.1

11 1. 840800 3.1

12 1.965600 3.1

13 2.277600 3.1

14 2.402400 3.1

15 2.605200 3.1

16 2.714400 3.1

17 3.182400 3.1

18 3.276000 3.1

19 3. 588000 3.1

20 3. 681600 3.1

21 3.790800 3.1

22 3.900000 3.1

23 4.118400 3.1

1
USE URB

Leftover Capture Data: 0100000000000000

Frame 1: 35 bytes on wire (280 bits), 35 bytes captured (280 bits)



Fwireshark B #; FtsharkiEleftover capture dataft) Py 28 3B H kK -
[tsharkfir &1T H 4 S HiX B ]

tshark -r pack55.pcap -T fields -e usb.capdata > pack55.txt

tshark -r pack74.pcap -T fields -e usb.capdata > pack74.txt

7 packssaxt - ITEE = B 2 7| packi4txt - iT=E =B =B
R REE B0 EEN) EEH) R |EE B0 EEN) EEH)
01:00:73:49: ae:41:00:00:00:00 - N H S -~
01:00:40:49: ae:41:00:00:00:00 QOO0 Q00000000000
01:00:0c:49:d47:41:00:00:00:00 |E| 0200000000 0000 00 ‘E‘
01:00:d9:48:00:42:00:00:00:00 | 4 Q0000000000000 00 |
01:00:8c:48:51:42:00:00:00:00 EEH O H N H
01:00:26:48:a3:42:00:00:00:00 [ H O H
01:00:d9:47:fh:42:00:00:00:00 N H S
01:00:89:47:70:43:00:00:00:00 Q00000000000 :00:00
0L:00:8c:46:66: 44100200 10000 QL0000 00 00 0000 G0
OL:00:£3:45:0a:45:00: 000000 Q00000 0000000000
O1:00:26:45:28:46:00: 0010000 010000000000 :00:00
OL:00:40:4d : FOr 470000010000 Q0 Q0 Q0 00 00 OG0 G
OL:00:40:453: b8 48:00: 00 10000 Q22000000 00 0000 G0
OL:00:f3:41: Tardar 000010000 Q00000 0000000000
OL:00:c0:40: 1d: der Q0 Q00000 QL0000 00 00 0000 G0
OL1:00:58: 347 4d: 00000000 Q00000 0000000000
OL:00:0c: 3o TOr4f 10000 10000 010000000000 :00:00
OL:00:7T3:3d: 14 5000 00 10000 Q00000 0000000000
01:00:580:5c:35:51:00:00:00:00 020000000000 :00:00
01:00:8c:3b:61:02:00:00:00:00 Q00000 0000000000
OLl:00:a5: 3a:47: 53100000000 020000000000 :00:00
OL:00:£3:39: 1454100200 10000 Q00000 0000000000
0L1:00:26:39:el: 541002000000 010000000000 :00:00
01:00:8c: 38:80:06:00:00:00:00 Q00000 0000000000
01:00:£5:37:28:56:00:00:00:00 020000000000 :00:00
01:00:80: 53T oo BE00: 0010000 Q000000000 000000
]
LS AN

BT R BT Z OO oo 8 £ o S A AR AR SR R
(X B S KRR 5 R ZAME % ]

o BEHIBAMBIEKE N8NFT . Fikkey stroke# 7= — keyboard event usb packet (FTEPAZE —/MipsFrifish—A~F
N02R AT T Left Shifts)

Byte1

|-bit0: Left Control&E# T, #% T N1
|-bit1: Left Shift &% T, & FH1
|-bit2: Left Alt REIE T, #T A1
|-bit3: Left GUI BT, #% T A1
|-bit4: Right Control &2 &% T, % T M1
|-bit5: Right Shift 2 B4 F, &% FA1
|-bit6: Right Alt £ &% T, # T N1
|-bit7: Right GUI 2 B# T, #% T N1
Byte2 BIANVEHE, A Al 2 (R 8 fr
Byte3-Byte8 X /NN A ik, S REFEEINFET

o RARHESKEHEKENIN T BB RIVESENE, SRETROFEEA -, Nt ERARsIER4AK
B AR B


https://www.cnblogs.com/liun1994/p/6142505.html
https://www.anquanke.com/post/id/85218
https://www.jianshu.com/p/92064f2e9dcb

Byte1 a5, HHOX00R, KRR A . HOXO1R, RFRAR, HOxX020F, AR LFTHEE AR

Byte2 7] IF B E—>signed bytek M, HEFAIART 56, HXMEAIER, REBRBKPABEZDEER, AN, REKTFEEZD
BER

Byte3 5% 7KW, RREEH L TFBIKI W

E—MEpackS5. OV A HIE R, TFELIRN PR R AR A LR HR, RI\EH—Mips, EBEHE T HN02K R T shift
B, ERERHARER EMESSR, BWADT.

mappings = { @x04:"a", 0x05:"b", Ox06:"c", Ox07:"d", 0xe8:"e",
0x09: OxPA:"g", OxOB: oxec:"i", exeD:"j",
OXOE : , OxOF:"1", ox10: ox11:"n", Ox12:"0",
ox13: ox14:"q", ox15: ox16:"s", ox17:"t",
0x18: 0x19:"v", Ox1A: ox1B:"x", exiC:"y",
ox1D: Ox1E:"1", Ox1F: 0x20:"3", Ox21:"4",
0x22: 0x23:"6", Ox24: 0x25:"8", Ox26:"9",
Ox27: 0x28:"\n",0x29:"[ESC]", ©Ox2A:"\b", OX2B:"\t",
ox2C: , Ox2D:"-", Ox2E:"=", Ox2F:"[", ox3e:"]",
ox31:"\\",0x32:" ", Ox33:";", ox34:"'", ox36:",",
ox37:".", ox38:"/" }

n
]

mappings_shift = { oxe4: 0x05: 0x06: 0x07: 0x08:"E
0x09: OXOA: Ox0B: oxecC: oxeD:"J"
OXOE : OXOF : 0x10: ox11: 0x12:"0
0x13: ox14: 0x15: 0x16: ox17:"T
0x18: 0x19:"V", Ox1A: Ox1B: ox1C:"Y
ox1D: Ox1E:"!1", Ox1F:"@", 0x20: ox21:"$

Ox22:"%", Ox23:"~", Ox24:"&", Ox25:"*", Ox26:"(",

Ox27:")", Ox28:"\r",0x29:"[ESC]", Ox2A:"\b", OX2B:"\t",

ox2C:" ", ex2D:"_", Ox2E:"+", Ox2F:"{", ox30:"}",

0x31: 0x32:"~", Ox33:":", Ox34:"\"",0x36:"<",

Ox37: 0x38:"?" }

)
]
)
)
]

():
output = ""
keys = open('pack55.txt")
for line in keys:
if len(line)!= 24:
continue
list = line.split(":")
if list[2]=="00":
continue
num = int(list[2],16)
if num in mappings:
if list[e] == '@2":
output += mappings_shift[num]
elif 1list[@] == '00':
output += mappings[num]
else:
output += '[unknown]'’
keys.close()
print output

if _name__ == ' _ main__ ':

keyboard_extract()

5 = AMBpack74. bty RAREE R, &M —AMips, HRESE DT, FWO1FRR0, 02%7R1, HHRIHR, MWAWT:




str = "'
mo = len(bin)%8
if (mo):
bin= '@'*(8-mo) + bin
chars = re.findall(r'.{8}"',bin)
for char in chars:
str += chr(int(char, 2))

return str

():
binstr = ""
keys = open('pack74.txt")
for line in keys:
list = line.split(":")
if list[@]=="00":
continue
elif list[@] == '@1"':
binstr += "0"
elif list[@]=='02":
binstr += "1"
str = bin2str(binstr)
keys.close()
print str
if __name__ == '_ _main__"':

mouse_extract()
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