2017 bctf boj writeup
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BCTF 2017 BOJ

This is a very interesting challenge for me.

We were given a working oj on http://oj.bctf.xctf.org.cn, there was only a single classical problem a + b
onit. Itried several times to play with it, only to found that nothing can
solve this a+b problem. :)

Solve

I lost a lot of time during the game on this challenge. Actually | could do better since I've been really close.

The first thought is to try to find out which header is blocked by this online judge system. So I tried use some

dangerous functions like “system”, “socket” etc. And all it just reported “Wrong Answer”. This means we can try
to use socket to communicate, and get what is actually going on on that server.

On my server, | opened a nc.Like this:

-lvv -k

So when | open a socket, and connect it back to my own server, | can get info.

Use this technique, | got the file directories on the server, only to find that under /usr/bin/ we have only 6
bins. That means we were under chroot environment. So, my thought here, was to get out.

But the next thing coming was that when I tried something like chroot function, the socket communication was down.

| tried several other functions, chroot and system not working, but many other functions like read or write works.

So, blocked. Ilooked up on Internet a little, found out there were some similar situations. They blocked this

functions using some systemcall filter technique. To get through this, we used X32 ABI. This is a series of system calls
that has been brought out on linux 3.4. It’'s kinda like a series of system calls doing the same thing as the original

ones but with different system call numbers. Since the filter uses the system call numbers to block system calls, with

this X32 ABI, we are able to pass. Thus, we used X32 ABI to chroot. Using the very basic chroot breakage technique, we
were able to get out.

The breakage in short, is like this:
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And just to be clear, x32_chroot is like this:

After we got out, we were able to see things about this oj. After digging a little, we

found the binary of the online judge. There is a “sandbox’ binary and a “cr” binary.

And under root, there was a file named “flag”. But, unfortunately, we didn’t have the
permisson to read it.

Use read and socket, we were able to download these two binary. With IDA, we found that
in cr, it uses system to pass sandbox an argument. This argument is the name of out file.

Since we were able to use open system call, we can actually create a file with any name.

Now, if we inject shell commands in file name, the system function call in cr will

run our command.
Since cr is basically running all the time, and, cr is runned by the user who owns the file, this command can read the flag.
So, by inject a command to read the file, and nc it back to our own server, we were able to get flag.

I haven’t solve this challenge until last 5 minutes, and there was no time left for me
to make a right command. And the website now is down, | can’'t say if my exp is right.
Thus there is no exp here. :P

Some interesting thoughts

During the game, | havn't solved this challenge. This was a big mistake since | already found
the strange file name unser state/ directory. So, if you seek under state directory you
will get a huge hint.

And, aside of that, | managed to use apache process to try to read the flag. This is
kinda of misleading, the apache process had no permisson to read the flag but cost
me a lot of time.

Well, I think | just should try to understand what normall people should think next time.

)
&.45 (What I’'ve learned)
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