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o HraRFH?

o RBRTEHMFTHIMRENMR. ETERUT =B HHK:
o REPRZE: AE AR BT KRR 7 I URL DA K 204 38 32 21 Ak 55 45 B9 7 1%
o KRB WEFXAME. HHME. BITXHE. REHE. FIEME. THIEFEES
o REEH: BERK. Bk, HATREREEERRS S EREBBUERA.

o WBAST LMENTIBITHAES?
o NI/ EEW LMEEHTML/CSS, {EXHFJSEIA N AT LA F JS A 5] #3474k 2

o WebServerz s SES?
o BHHAK=Mz1EMITiIESASP. JSPHPHPHL ] Lk S ¥ .
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o ffiffinetstat —aptnBAHSOMm NIRRT G, RKIBKAAMKKS 0dm DR 5, T BAIEIX £ FY AN B0 ) 3078 Sekill

root@linruting: ~ O 9 @

LA(F) M3 (E) &HWN) &) #H(r) #ah(H)
:7# netstat -aptn
Active Internet connections (servers and established)
Proto Recv-0Q Send-Q Local Address Foreign Address State
PID/Program name

0 0 192.168.1.182:40927 0.0.0.0:" LISTEN
8/ rygel

0 0 127.0.0.1:36478 0.0.0.0:* LISTEN
8/ rygel

0 1] 0:5900 0.0.0.0:* LISTEN
7/vino-server

0 0 :::5900 i LISTEN
7/vino-server

#

o MEFWHMHapachectl startHdapache, REHRAnetstat —aptnAI LRI AOmACH 5T


https://blog.csdn.net/weixin_30526593
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https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=javascript&t=blog&o=vip&s=&l=&f=&viparticle=
https://www.iviewui.com/?ref=c100001
http://www.cnblogs.com/rafell/p/9045720.html

root@linruting: ~ O @ @
LA(F) RB(E) FHN) HF(5) #Hm(T) #84(H)
“# apachectl start
Invoking 'systemctl start apach

LISTEN

Apache2 Debian Default Page: It works - Mozilla Firefox o ® O

Apache? Debian Default--- % | +
€ (| 1ocalhost Search {]’ B 4+ A& O =

Hml Visited™V “{)I”I‘c*n&i\'v Security \K,{:]li Linux 'i,i{ali Docs \Kali Tools ™ Exploit-DB Ihﬁhi:'L‘.:'an‘.k—lﬂg £

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split int
several files optimized for interaction with Debian tools. The configuration system is fully documented
in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full documentation.
Documentation for the web server itself can be found by accessing the manual if the apacheZ-doc
package was installed on this server.

« I >

I S 4 72
o ffifcd /var/www/htmlfE/var/www/html BFE F4RELIrt5321.html

=form name="form" action="Login.php" method="post"=>
User:<input type="text" name="user"=>
Password:<input type="password" name="pw"=>

<input type="button" value="Submit" =

o FEfirefoxWIMEBHMAMALlocalhost/1rt5321 . htmlITFHFIZM R



© Firefox ESR =

Mozilla Firefox ° @ e

http://loca - rt5321 .html % | +
€ | (D | 1ocalhost/1rt5321 . html i Search ﬁ E 2 fir 2 =

H:)s;t Visited™V “{)I”I‘c*n&i\'v Security \Kali Linux 'i,i{ali Docs \Kali Tools ™ Exploit-DB \Ai:'c‘:'ark—ng £

User: FPassword: Submit

. ltl:E]‘SubmlthEJIS% 1EEEJE%E’JJ\EEﬁT§UE’J

w R AL -
404 Not Found - Mozilla Firefox e ® O
404 Not Found * .+
€ @|n ://1ocalhost/html rm action.ph b Search T} E . 2 fir L) =

Mt)ht Visitedw “{)I‘I”vnhi\'c* Security 'i,iiali Linux \Kali Docs 'i,i{ali Tools ™ Exploit-DB ‘Air:'rac‘k-ng Ees
Not Found

The requested UREL /html form action. php was not found on this server.

Apache/2.4.29 (Debian) Server at localhost Port 80

PHP3I i

o HEBHREE —APHPIRAHvi /var/www/html/Login.php
Login.php (/var/www/html) - VIM
LH(F) W3B(E) HHO) HE(S) #H(T) #eh(H)

.
© F|ranr.E‘~F‘v ; w [ &SmO~
Mozilla Firefox o ® O
http://loca--t/Login.php % _+

€ | (© | 1ocalhost/Login. ph Search wBA +$§ & O =
H:)s;t Visited™ “{)I”I‘c*n&i\'v Security \Kali Linux 'i,i{ali Docs \Kali Tools ™ Exploit-DB \Ai:'c‘:'ark—ng e

php page 5321!

javascipt

* fEMjavasciptBHZil1re5321MMRIE T, SEEForm&EE, MW THR




wro - | &) Lres021. biad | #io =/ 00 e

<html>
<head=>
<script language="javascript">
function check|(form){
if(form.user.value == ""){
alert({"please input name!"};
return false;

if(form.pw.value == ""){
alert("please input password!");
return false;
t
form.submit();
t
</script=
</head=>
=</br=
<body=>

<form name="form" action="Login.php" method="post"=>
User:<input type="text" name="user"=

Password:<input type="password" name="pw"=>

<input type="button" value="Submit" onclick="check({form)"=

</form=
</body=
<html>

xS, T EFR .
Mozilla Firefox ° @ °

[http:f/loca‘"rtﬁﬁ.?].htnl x\+
€ ) @ | 1ocalhost/1rt5321 html | & ||Q search B 3+ A& =
P

EMost Visited™ FMoffensive Security "™ Kali Linux % Kali Docs % Kali Tools ™ Exploit-DB WyAircrack-ng »

please input name!




Mozilla Firefox Q @' 0

| http://loca---rt5321 . html %X | 4+

€ | ® | 1ocalbost/1rt5321 . html C | |Q Search wBa ¥ @

EMost Visitedv M offensive Security " Kali Linux W Kali Docs "W Kali Tools ® Exploit-DB WyAircrack-ng »

please input password!

[ IPrevent this page from creating additional dialogs

MySQL

o MiANfi&/etc/init.d/mysql startF/EsqiRs

root@linruting: ~ Q @' 0
LH(F) HB/E) EHN) Hf(s) #Hm(n) Hahm

:# Jetc/init mysql start
| starting mysql (via systemctl): mysql. ice.

o AN mysqgl -u root -pfAKSroot&EFR

# mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with : or \g.
Your MariaDB connection id is 43

Server version: 10.1.28-MariaDB-6 Debian buildd-unstable

Copyright (c) 2000, 2017, Oracle, MariaDB Corporation Ab and others.

Type 'help:' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(no

3 rows in set (0.00 sec)

MariaDB [ (n

o RTEHELN LIE R T B R fT
o fluse mysql;, EFEmysqlHIEE




o Hselect user, password, host from user;, BEHREEHRER
o M AUPDATE user SET password=PASSWORD ("H#¥M") WHERE user='root'; BHE
e Fflflush privileges; #HTEH

MariaDB [ (none)|= use mysql

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [mysqll= select user,password.host from user:

1 row in set (0.01 sec)
MariaDB [mysqll= UPDATE user SET password=PASSWORD("20 ") WHERE user='root’

1 row affected (0.00 sec)
1 changed: 1 Warnings: 0

MariaDB [mysqll= flush privileges:
Query OK, 0 rows affected (0.00 sec)

MariaDB [mysqll= [

o MiANfi&create database lrt BM—AEIEE, WA Suse lrtfiHXAEIEE

information_schema |
1rt |
mysql |
performance_schema |

T |

5 rows in set (0.00 sec)
MariaDB [ (none)]= use 1lrt

Database changed
MariabB [1rt]= [

INTScreate table lrttable (username VARCHAR (20),password VARCHAR(ZO));Egﬁ:

—MNER, BRIAG4Sshow tablesTHLAIMEIER

MariaDB [1lrt]= create table lrttable (username VARCHARI( . word VARCHARI
A
Query 0K, 0 rows affected (0.01 sec)

1 row in set (0.00 sec)

2N

Bilinsert into lrttable('lrt','lrt20155321");mNEEEERNER

o EMySQLH I A, FHgrant select,insert,update,delete on HIEE.* to A %elocalhost



identified by "Hig"; B4R ELEENFERMselect, insert, update, delete U RBEFHEH,
ZJ5 B P 34T B S RO AT LT
:/var/www/html# mysql -u linruting -p:
Enter password:
Welcome to the MariaDB monitor. Commands end with : or \g.
Your MariaDB connection id is 116

server version: 10.1.29-MariaDB-6 Debian buildd-unstable

Copyright (c) 2000, 2017, Oracle, MariaDB Corporation Ab and others.

Type ‘help:' or ‘\h' for help. Type ‘\c¢' to clear the current input state

MariaDB [ (none) =

Web)5 i
o HKEM1rt5321 . .html X4, REBFEMNK



<html>
<body>
<table>
<form method ="POST" action="Login.php" name="Login" >
<tr>
<td>user</td>
<td><input type="text" name="username" size="100" maxlength="100" onfocus="if (this.value=='Your na
<td> </td>
<td> </td>
</tr>
<tr>
<td>password</td>
<td><input type="password" name="password" size="100" maxlength="100" onfocus="if (this.value=='Your pass
<td> </td>
<td> </td>
</tr>
<tr>
<td><input type="checkbox" value="1">auto login</td>
</tr>
<table>
<tr>
<td><input type="submit" value="Login" onClick="return validateLogin()"/></td>
<td><input type="reset" value="reset" /></td>
</tr>
</table>
</form>
</table>

<script language="javascript">
function validatelLogin(){
var sUserName = document.lLogin.username.value ;
var sPassword = document.lLogin.password.value ;
if ((sUserName =="") || (sUserName=="Your name")){
alert("user name");

return false ;

¥
if ((sPassword =="") || (sPassword=="Your password")){
alert("password!");
return false ;
}
}
</script>
</body>
</html>

o BEEHPHPXH, R



<?php

$uname=($_POST["username"]);

$pwd=($_POST["password"]);

$query_str="select * from lrttable where username='$uname' and password='$pwd';";
$mysqli = new mysqli("127.0.0.1", "linruting", "19970728", "lrtt");

if ($mysqli->connect_errno) {
printf("Connect failed: %s\n", $mysqli->connect_error);
exit();

}

echo "connection ok!";

if ($result = $mysqli->multi_query($query_str)) {
if ($result->num_rows > 0 ){

echo "<br> Welcome login Mr/Mrs:$uname <br> ";

} else {
echo "<br> login failed!!!! <br> " ;
}
$result->close();
}
$mysqli->close();
?>

o ENMBMANL27.0.0.1/1rt5321 . htnl B E CHBFAE
Mozilla Firefox o ® O

| http://loca'--t/Login.php % | 4+

e @ localhost_ﬁ::_l:}:ill.'_-:l'_- [ Search ﬁ g » E

FEiMost visitedv Joffensive Security W Kali Linux " Kali Docs W Kali Tools »

connection ok!
Welcome login Mrers:linruting

SQL#EA
FERPABMAMEFRA " or 1=1¢#, FHEERWA, XEMEKERENSQLERTERN

select * from lrttable where username='"' or 1=1#' and password=""

Mozilla Firefox o ® O
| http://loca'--t/Login.php %X | +

e @ localhost_ﬁ::_l:}:ill.'_-:l'_- [ Search ﬁ g » E

fEMost Visited™ Poffensive Security W Kali Linux " Kali Docs " Kali Tools »

connection ok!
Welcome login Mr/Mrs:’ or 1=1%

o 54, BWEISQLIENKA P 2 MEEAEFEEREES, HEEWKIf (Sresult = Smysqgli-
>query (Squery str))
BUif (Sresult = $mysgli->multi query($query str))BISEBABAT ZAsqliEf), BEEMAF LT H
AN';insert into zxtable values ('xx',6 '53212");#
WHREMZSELECT * FROM zxtable WHERE username='';. insert into zxtable



values ('"xx','5321',);, BEESR, SEREFRW, BEREEEREERN:

Mozilla Firefox = [m] ®
/ http://loca - t/Login.php % -]
€« @ localhost/Login.php XH(F) BI(E) HFFHO Hed(s) HHT) #8(

_ 3 rows in set (0.00 sec)
[EMost visitedv Jloffensive

MariaDB [1rtl= select * from lrttable:

connection ok!
login failed!!!!

| linruting |
| linruting |

linruting |
linruting |

rows in set (0.00 sec)

MariaDB [1lrt]=

RBEBATRATUBERRIN T - - .

XSSH

o XSSNMEEHMAR S, iR BEEEEEWeb T BHNBEhmIURED, HA MR ZT 2, HRAKFWebEH
HIhtm A ST, TTIE 2B B KRR 5K B 1
o ERPZFHN/var/www/htnl FHRIER, BEXNTEEREAF

€ | P | 1ocalhost/1ogin.php & | |Q Search ﬁ’ B »

FEiMost visitedv [Joffensive Security e Kali Linux " Kali Docs W Kali Tools




o BMAME, AAEKFHANEEEST, ERTM T ARKLY . BdAKEY, IEREFHEN T LAHMEZEmMERH
RKWA, BRELBIERET, BRI — 0T 17 8 DL R B ) — e R T, ERRZERBETH A
Wi R T, FEMR RS AE T WX T T RRA T SRR B, D NBREIE R A WIR .

#8, T https://www.cnblogs.comvrafell/p/9045720.html
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