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FWiresharkT F.pcap 3 14

R 1R poap [Wireshark 1.10L2 (SWN Rev 51934 fram /trunk-1.10)] = Ellﬂ
File Edit View Go Copture  fnshyee  Stebistics  Telephory Took  Inbernak  Helo |

couams BEXE Aev9TL(ER QA0 FEMK | |

Fitar: | j Expression.., Tear e [l EanE
IProtocol fength [irfo -
10, 000000 152.168.16%,130 152, 168, 40,42 TCR 535 [TCP segment of a reassemblad PDU] =l
2 0,004 BT 192,168, 40.42 192,168,169, 130 TCR 60 http » startron [AcK] Seq=1 Ack=486 win=64240 L
3 0.000562 192.1%8,169.130 1%2.168.40.42 HTTP 78 POST Awebchat/chat/getmes.php HTTRA.L dapplic
4 0,001168  192,.168,.40.472 192,168, 169, 130 TCR B0 http » startron [ack] Seq=l Ack=510 win=54240 |
5 0.005800 152.1468.40.42 192,168, 16%, 130 HTTP 312 HTTP/A.1 200 ok (text/html)

10 Ack=259 wWin=64240

168.40.42 TCR

G 1.016683 152.168.16%3.130 162.168.40.42 TCP 53% [TCP segment of a reassembled POU]

10 1, 016835 192,168,40.42 192,168, 16%, 130 TER 60 brtp » nim [ack] seq=1 Ack=486 win=64240 Len=0
11 1. 016856 152,168, 16%.130 152,168, 40,42 HTTR 78 POST Awebchat/chat/getmes. php HTTRAL.L  (applic
12 1.017016 192,168, 40.42 192,168, 16%, 130 TCR &0 http = nim [ack] seq=1 Ack=3510 win=64240 Len=0
13 1. 01%702  192.1468.40.42 192, 168, 16%, 130 HTTF 312 HTTP/1.1 200 ok  (texthtml)
J| * _I
¥ Frame 8: 110 bytes on wire (880 bivsd, 110 byres caprured (380 bits)
# Ethernet II, Src: whmware_d5:4e:21 (00:0c:if45:4e:21]), DEt: vmware_ed:zb:3bh (00:50:56:edrab:3ib)
# Imternet Protocel version 4, sro: 192,168,163, 130 (192.168.16%, 1300, pst: 192,168,169, 2 (132.166.160.20
# User Datagram Protocol, Sre Port: netbios-ns {137, Dst Port: nethios-ns (137)
# NELBIOS Name Service
0000 00 50 56 ed ab sb OO0 Oc 29 45 4& 21 OH OO0 45 00 .Pv..j.. JEM'..E. a
QULD 00 &0 02 b3 00 Q0 BO 11 64 (4 <0 2B a% 82 <0 ak L ..., [ j
Q020 af 02 OO B9 00 8% 00 4c bf Se 80 1= 40 00 00 01 ....... | I - T
QD0 00 Q0 0D 00 00 01 20 45 47 46 43 45 47 45 af 45 ..., E GFCEBEQE
Q040 4c 45 4d 45 43 £5 4F 44 42 44 43 449 42 44 41 43 LEMEJEDD BDI0I0AC
Q050 41 43 41 43 41 43 41 00 00 20 Od 01 <0 O 00 20 ACMCACH, . ... ;l
O 7 Rl EAM A BIERN . [Packets: 14295 - Displayec: 142965 (100,0%) - Laad bme: 000,353 Prafi=: Defauk

1. W4t : E3EE bk FEStatistics, 5 i%#EProtocol Hierarchy, HtFT LAZEit i Fr e S A B & BIIPHH . S E il

M Wireshark: Protacal Hierarchy Statistics o
Display filtar: none

Protocol % Packets Fackets % Bytes Bytes  Mbit/sEnd PacketsEnd Bytes End Mbit/s -

0.133 a 0
B477925 0133 ] 0 0.000
3 % B4R3646 0133 12580 BORE534 0.127
10,98 % 15?0] 4.36% 369700 0.006 1 267 0.000
1.68 % 526| 0.49 % 41473 0,001 526 41473 0.001 =

& Internet Pratocal Version 4
& Transmission Contral Protocal
£ Hypertext Transfer Protocol
HTML Form URL Encoded

Line-based text deta I 1.29% 1042 I 385 % 326762 0.005 1042 326762 0.00%
MIME Multipart Media Encapsulation | 0.01% 1 | 0.01% 1198 0.000 1 1198 0.000
Secure Sockets Layer [ oms 2[ ooow 182 0,000 2 18 000
E MNetBIOS Session Service l 0.20% 23[ 008 % 5230 0.000 2 1l3e 0.000
£ SME [Server Message Block Protocol) | 0.18 % 26| 0.06 % 5044 0.000 P 4342 0.000 |
£ SMB Pipe Protocol | om% 4 0m 702 0,000 o o 0000
Microsaft Windows Lanman Remate AP Pmmrull 0.03% 4 | 0.01% 702 0.000 4 02 0.000
= Wser Datagram Pratocol | 0.67 % Fl!’:| 0.17% 14131 0.000 ] 0 0.000
MNetBIOS Mame Service | 045% 65 | 0,08 % 7084 0,000 65 7084 0,000
£ MetBIOS Datagram Service | 0.02 % 3 | 0.071 % 754 0,000 0 0 0,000
£ &MB [Server Message Block Pratocel) | 0.02 % 3 | 0.01% 754 0.000 4] 0 0.000
£ SME MailSlot Protocol | 0.02 % 3 | 0.01 % 754 0,000 1] 0 0.000 ~

2. BARWIE: BTIEEEERRILBIEL, T LURYE T REFitersHEHE N\ dr & BEAT I8 . Fehtto BT I8 1K

M =358 peap [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)] = ]
File Edit View Go Capture Analyze 3Statistics Telephony Tools Internals Help

e Amd BREXE aerord(EEeaan @a0ng B

Filter: | http |E|Erpression... Clear Apply  Save

No. Time Saurce Destination Protocol Length  Info =
2954 389.216829 192.168.40.42 192.168.169.130
2957 390.097035 192.168.169.130 192.168.40.42 HTTP 78 POST /web
2960 390,104865 192.165.40.42 192.168.169.130 HTTP 312 HTTP/1.1
2065 391.122261 192_168.169.130 192_168.40.42 HTTP 7B POST /web
2967 391.128342 192_168.40.42 192.168.169.130 HTTP 312 HTTP/1.1
2972 392.188159 192.168.169.130 192.168.40.42 HTTP 78 POST /fweb

2974 392.193943 192.165.40.42 192.168.169.130 HTTP 312 HTTPR/1.1




2979 393.128503

F m

@ Frame 2954:
#© Ethernet II, Src:

= Internet Protecol Version 4, Src:

Version: 4

Header Length: 20 hytes

@ ifferentiated Services Field: Ox00 (DSCP O0x00: Default; ECN: Ox00: Not-ECT (Mot ECN-Cap

192.168.169.130

384 bytes on wire (3072 bits),
vmware ed:ab:3b (00:50:56:ed:ab:3b), Dst: Vmware 45:4e:21 (00:0c:29:45:4=

192.168.40.42 HTTP 78 POST /web -

¥
384 bytes captured (3072 bits) -

192.168.40.42 (192.168.40.42), Dst: 192.168.169.130 (19:

fotal Length: 370

Identification: OxBae7 (35353) -
4 | - i 3
0000 00 Oc 29 45 4e 21 00 50 356 ed ab 3b 08 00 45 00 LJENLLP V.. ;. E. -
0010 01 72 8a e7 00 00 80 06 5b al cO a8 28 Za cD a8 e [ (“ g
0020 a9 82 00 50 04 2¢ 3a 67 «7 56 ad 3c 25 35 50 18 ,..P.,:g V. {%59
0030 Ta T0 4c 19 00 00 48 54 54 50 27 31 2e 31 20 32 ..l HT TP,"l 12 -
O ® Flle: “F ENshimin b g, Packets: 14295 - Displayed: 1594 (11. 2%} + Load time:...  Profile: Default

M 33817348 pcap [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.12)]
File Edit View Go Capture
X2

—

ceecama B

Analyze Statistics Telephony Tools [nternals Help
QGesdTL QaAaM #BM %

Filter: http

m Ewmrs
| *

. Clear Apply Save

Nao. Time Destination Protocol Length« Info =
3 0.000562 192.168.169.130 192 168 4(}. 78 POST _."webcha
11 1.016856 - 168 3. 130 .168. 40. e
18 2.016679 192.168.169.130 192.168.40.42 HTTP 78 POST ,"webcha
32 3.034673 192.168.169.130 192.168.40.42 HTIP 78 POST /webcha
40 4.048629 192.168.169.130 192.168.40.42 HTTIP 78 POST /webcha
46 5.049796 192.168.169.130 192.168.40.42 HTIP 78 POST /webcha
35 6.065956 192.168.169.130 192.168.40.42 HTTIP 78 POST /webcha
63 7.079432 192.168.169.130 192.168.40.42 HTIP 78 POST /webcha
70 8.082316 192.168.169.130 192.168.40.42 HTTIP 78 POST /webcha
78 9.081427 192.168.169.130 192.168.40.42 HTTP 78 POST /webcha
86 10.084748 192.168.169.130 192.168.40.42 HTTP 78 POST /webcha
4 L]
Cidie . 1 1UdUl. U—404 403 UYLES
[Frame: 3, payload: 485-508 (24 bytes)] [E

[segment count: 2]

[Reassembled TCP Tlength:

509]

[Reassembled TCP Data: 504F5354202f776562636861742f636861742F6765746d65...]
- Hypertext Transfer Protoco‘l

= HTML Form UR N/ x-www-form-urlencoded
# Form item: |"sender" = "haiou"
% Form item: |"geter" = "haozi"

s AR AR B R iipHtu ik B ID .

‘H‘IMpcap [Wireshark 1.12.4 [v1.12 4-0-gbk4861da from master-1.12)]
File Edgit Miew Go Capture Analyze Statistics Tolephory Tools intornals Halp

S ARLY FPERR A a T HFacafl @#omx @
Filter: http al'_wplegglon._ Clear npply Save

heo. Tirme Infi

Frotocal m

185 23.140418 192.168.40.42 192.168.169. 13(HTTP 144 HTTP/1.1 200 0K C(text/html)

14145 488.473056  192.168.40.42 192,168,169, 13(HTTP 344 HTTP/L.1 200 0K Ctext/himl)

1732 231468320  192.168.40.42 192,168,169, 13(HTTP 346 HTTP/1.1 200 0K Ctext/htm1)

2685 354087073 192.168.40.42 192168160 13(HTTP 347 UTTP/1.1 200 OK  (text/html)

4 1]

® Frame 3408: 343 bytes on wire (2744 bits), 343 bytes captured (2744 bhits)

i Ethernet II, 5rc: Vnware ed:ab:3b (00:50:36:ed:ab:3b), DsT: Viware 45:4e:21 (00:0C:29:45:14e:21)

& Internet Protocol Version 4, Src: 102 168 4042 (192 168 40.42}, Dst: 192 168 169 130 (102 168 169.130)

& Transmission Contral Protocol, Src Port: 80 (800, Dst Port: 1070 (10700, seq: 10320, ack: 20956, Len: 289
1

Line-based text data: text/html
[{'content':"ok", 'stime’ :"15:43:44 31

(=0 s

OO O O 2 &% de 21 00 500 56 ed ab 3b UB 00 4% UU .~}ENI.F‘ \."H'..E.
oo 01 4% 8b df OO0 00 80 06 S5a d2 o0 ad 28 2a ol af T SEL
o020 a% B2 00 50 04 Ze 3b 6 82 id dl B8 61 1b 50 18 L= odlPl
0030 Ta 70 66 7o 00 00 48 54 33 50 2F 31 20 31 20 2 AT TP/ 2 -

7] File: "FS mshimind HEEER Packets: 14295 - Displaved: 1594 fll 2%] Load time: 0:00.322

1 HELengthi# 3 HEF 4328, midilength K 3430 AR RIHE F EHFWRILFR.

Profile: Daefault



3. ff F”Follow TCP Stream”#& & Tcpiii H I FLH B B3 . EERFERPEHE -, ARFEFEWireshark TR K H
f#)"Following TCP Streams” &I (83 F G5 R RAr A 81 L T 3CEHR). )5, Wiresharki 2@ &E M B iEss, HHh
—ANSHEAE R TCPIR BT A B . I P9 28 H BT [ A AT 1 7E X 4% o BRI — 8. MARIBRIE S Fric N, MBEHIA
iR EARICNES. EITEFRR SRR R .

WS CAD | VITESNAN L L2 (VL L2 -U- 0450108 TTOM Master-1.12)] e k|
fle Lot Vew Go Caplwe Analyze Statistics Telophony Tools Intemals Help

EE AN SRS NEsDTFL QAGHI@E T % H

Filter- | hetp IzlExpmssinn... Clear apply Save

I Tima Source Destination Pratecol Length Info

3408 448, 41025%  192.168.40.42 162.168.168. 13CHTTR 34IHTTP/L.1 200 OK  (text/ntml)
3409 A48 50E916 197 168 40_42 192 168_1R9_13CHTTE Wark Packet (toggle) -

185 23. 140438 192, 168,40 42 192, 168. 169, 13CHTTE
Ignare Packel Magoe)
14145 486.473076 192.168.40.42  192.168.160.13(HTTP | S T s (T
@ Time Shft..,
1732 231, 468320 197,168, 40.42 1972, 168. 169, 13CHTTE 1 Edit Packet
& Packet Cormment ..
2685 154.087073  192.168.40.42 182.168.169. 13(HTTR 1 Manualy Resaive Address
14277 490473229 197.168.40.42 192.168.169. 13CHTTE 3 Apply as Fiter

| 14003 200 573545 10 168 40 40 Jor 1R 100 13TiTie SRR

i Frame 3409: 343 bytes on wire (2744 bitsl, 343 bytes captured (2| Corwerzation Fiter

o Ethernet IT, Src: Vmeare_sd:ab:3b (00:50:56:ad:ab:3b), Dst: Ymwal  Colorize Conversation
o Internet Protocol Version 4, Src: 192.168.40.42 (192.168.40.42),] <op

)
#.169.130)
o Transmission Control Frotecol, src Port: 80 (801, Dst Port: 1070  ;oinw T0® Stroam 5G, Len: 288
. Hypertext Transfer Protocol |
s Line-based text data: text/html

[{'content®:'ok', 'stime';:"15:43:44" 1] rin

- o o o

Folow UDP Stream
Folow 551 Straam

Copy ¢
Fratocol Prefarances b
W Dacode As..,
| & Print...

000 00 0c 20 45 da 21 00 50 56 ed 3 30 08 00 45 00 JENL.P | Shaw FackstnHew Wiow
W0 01 A9 b e0 00 00 80 06 Sa dl oD a8 28 Ja D af  (T......
020 a9 82 00 50 04 2e 3b Gf 82 3d dl 88 61 1b 50 18 ...F.._:o = .L.F.
W0 fa f0 6a Je 00 00 48 54 5'1 50 A 91 2e 31 20 32 . f HT TRPJ1.1 2

WAN_ 3030 I AF Ak id 0o A8 TA_E5 31 W Ad &F En LU L T S T Y
}|*’| Flia: “F A& &'shimin F ik = 'Fl.lﬁ',q'_lﬁt!‘;mn%% Packets: 14295 - Dispiayed: 15%4 (11.2%) - Load tme: 0:00.335 Prafle: Defavit
M rollow TCP Stream (tcp.stream eq 1) ] el

Stream Cantent

Accept Enc0d1ng ?zip, deflate &
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1:

SV1; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; InfoPath.3)

Hosi‘: ]Q?.'IGE.-‘IU.A? L
Content-Length: 24

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: PHPSESSID=gsb2uf89kabhbh20hoi2s14fdl

sender=haioudgeter=haoziHTTP/1.1 200 DK

Date: Mon, 26 Oct 2015 07:36:39 GMT

Server: Apache/2. 4.7 (Win32) OpenSSL/1.0.1e PHP/5.5.6 I
X-Powered-By: PHP/5.5.6

Content-Length: 40

Keep-Alive: timeout=5, max=72

Connection: Keep- Mwe

Content-Type: text/htm];charset=utf-8

[{ content': "hi
Polstime":'15:36:39"}]

. h HTTP/1.1
Accept: ®/=® o
Arcant | anmiinoa s whooee
Entire conversation (64570 bytes) El
| find | saveas | print < Ascn  © EBCDIC ) Hex Dump CArrays @ Raw

Help Filter Out This Stream | | Close |

- i AEUH RIS



AR B A A R TR T AR HAT B B3R E RS 100" (X HI2HD , F1EE.

4. REBEF: FAWinHex 4
(1) ¥ TCPi 77 Atemp.bin

M Follow TCP Stream {tcp.stream eq 8)

Stream Content

W




I’ = =

'En'rire conversation (7182294 bytes) E|

_ Eind || Saveds | Prnt | ASCI CEBCDIC © HexDump © CAmays @ Raw

Filter Out This Stream | | Close |

(2> FIFWinHex A RAF A IR 46 SO AR5 _E A% B B A 38 R R
B R HItemp bin I WinHexdTJF, W UF B XCHHRBEHTTPERGRULRINNERER, EEXHERNERGEE. FEMH
R B SCHF IR G615 B FR, FF R ZRIED

Mavigation View Toob Specalist Gpfions Window Help

flcs. se@s MBEBR  KMARGY Ve Lz emSr @ A
h'mp.h'ml

| offssc 11 2 3 4 5 § 7 & 9 m B C D E F -
AAIMDED l'D DA EE T3 &5 T2 2D 41 &7 &5 EX 74 3A 30 40 EF Umar-AganL: Mo |'|
AIVVLUEL TROER 7 &0 €1 ZF M ZE 30 20 20 kD1 BF &0 TO 41 zillafd.0 {ccmEa
AADDRILB0 T4 BB RE A 65 30 20 An 53 49 &5 20 36 Fpe 30 39 Lible; MSIE 6.0
Q3200110 23 57 62 6E &4 EF 77 73 I0D 4E 54 20 35 ZE 31 33 Windsws HT 5.1y
29000120 20 53 56 31 38 20 2E 4B 45 54 3¢ 2E 30 4% 3B 20 svi: (WET4.0C:
ANIELE  2E 4K 45 B4 34 2% 30 4E 3R 20 2% 4K 45 Bd 20 43 LMETH.DE; JNET
ADUBULAE A0 L2 0 32 ZE WY OZE 1L B0 3V U2 WY OLE 045 LE LR 20.LDUVEV: Ia
AVIDBLEC EE EF B0 &1 T4 §3 2F 33 29 00 O& 48 BF 33 T4 3n foPath.3)  Hosts
A3330180 23 31 3 EZ ZE 31 36 FE ZE 24 30 IE 34 EE 0D AR 152.168E.40.42
QIIU0LTC 43 EF GE T4 &5 €2 74 20 AT &5 €2 €7 74 &€ 3A 20 Content-Ieonoth:
AADDVIRN 32 34 00 0A 43 f¥ FBE BE /R &3 TL ET BW AL 3A 20 24 onrweclinn:
AAVVULEC GE BL5 6L TO ZD 41 BC B2 Fe &% OD OR 42 6L &3 &3 Ieep-iliwe Cach
220001A0 65 2D 43 6F €2 T4 72 6F 60 3A 20 §E 6F 2D 63 §1 e-Control: no-ca
AAVANIED E3 EE ER 0D Ok L3 EF EF AR &% S 3R ID ED 48 50 cha  Cookle: BHE
AAVBULTE XD AL L1 L3 43 44 WD YL W 2 U2 VL bR LU 3E LB SEEEIDgQobiuilik
20010 €1 B2 AE &F &3 32 30 RE &F &9 32 73 31 34 &6 f& abEhbhI0hoif=140d
Q31001EC 31 OD OA OD Ok 73 ES 6E 64 &5 72 3D BE 61 &9 €F 1 sendarshaic
QAVV0LEE 75 26 €7 65 T4 €5 72 30 6B 61 €F TR 6% 4€ 54 5¢ usgeter-haozidTT
AAVAGE B AR F1 ER 31 XD 3R E0 E0 RO L¥ 40 0D NA 44 &1 FS1LT Z00 0K DA
AAUBELE M Bl 3A OO0 4D EF BE 22 30 32 e ZU AF &3 U4 20 to: Mom, @d Oct
Q2000220 32 30 3L 35 20 3D 37 A 34 33 3R 30 36 20 47 40 2015 07:45:04 EM
Q3700230 54 OD DA 53 &5 72 76 65 T2 3R 23 41 70 61 &3 €3 v : Apach
Q200020 ES 2F 32 2ZE 34 22 37 20 26 57 €3 EE 33 32 29 20 Powimdzy
AR Ly I AR A BR AR 4 e 31 Zx 30 2 31 AR O R0 g FEANN P T
AD0DL2E0 48 B IF 35 ZE 35 ZE 36 OD OR 53 2D B0 &F 7T &L HD/E.5.6  H-Towe
22000270 72 65 64 20 42 TP 3R 20 SO 48 50 2F 35 2E 35 2E red-By: PHESI.D.
AANDNZE0 IE 0D DA 43 &F EXY 74 BS AR T4 2D & BE AR AT T4 £ Contant-Langh
AUVDUZSL BY MR 0 38 0D OR 9B 6L 6L 70 2D 91 6T 69 U6 ©L AT % Esop-Adive
AVIRFZAL Fa 20 T4 &9 €0 &5 EF 5 T4 30 35 2¢ 20 A0 &1 TH : bimeous=5. max
Q337302E0 3D 31 30 30 OD JR 43 6F GE BE ES E3 74 &% &F €E =100 Conmectica =

[ 2|Wireshark s, <& BIBRATRIA KIEHER KT B A Bk .

Stream Content

Connection: Keep-Alive -
Cache-Control: no-cache =
Cookie: PHPSESSID-gsb2uf&lkabhbh?0hoiZs14fdl

———————————————————————————— -Tdt3eb4a0102

Content - Dupumtlun: form-data; name="Tile"; Tilename="C:%Documents and Settings
“administratory. ... \map.jpg"

Content-Iype: image/pipe

Entire conversation (7182294 bytes) |EI

| End | savess | Pt [T ASCH  CEBCDIC O HexDump O CAmays  ® Raw

Filter Cut This Stream l [ Close ]

7EContent-Type: image/pjpeg )& HIA B AN #AT R, 7EJE 46 UM 347 7 F 7Nt i R R 2 “0D 0A”, BNEHA, BrUlBRAER
Fr 4 Fmap.jpg ik 320D 0A 0D 0A”, JE I HI#B 2 B Em B A KIFF G

Offset 0 1 2 3 4 5 6 17 8 9 A B C D E F

0000CFS0 &6 69 6C 65 22 3B 20 66 €9 6C 65 6E 61 6D &5 3D file"; filename=
0000CFAD 22 43 3A 5C 44 6F 63 75 6D 65 6E 74 73 20 €1 6E "C:\Documents an
0000CFBO 64 20 53 65 74 74 €% 6E €7 73 5C 41 &4 6D €% 6E d Settings\Adpin
0000CFCO 69 73 74 72 61 74 6F 72 5C AE EO AD Bl 5C 6D 61 istrator\Ga-+
0000CFDO (70 2E 6A 70 €7 22 0D OA 43 6F 6E 74 €5 6E 74 2D p.jpg™ Content-




0000CFEQ 54 78 70 & 2 20 69 eD €1 €7 65 2F 70 eA 70 €5 Type: image/pipe
0000CFFO 67 F D8 FF EO 00 10 4& 46 49 46 00 g y@ya JFIF
0000DO0O0O 01 01 01 OO0 &0 00 €0 00 OO0 FF EC 00 11 44 75 &3 **  §i Duc
0000DO10 eB 79 00 01 OO0 04 00 OO0 00 3C 00 00 FF DB 00 43 Lky < ?ﬁ C
0000D0O20 00 02 01 01 02 01 01 02 02 02 02 02 02 02 02 03

0000DO30 05 03 03 03 03 03 06 04 04 03 05 07 0€e 07 07 07

ooo0DO40 Oe O7 07 OB 09 OB 0% OB 0B OAR 08 OT7 07 OA 0D OA h‘
0000DO50 OA OB OC OC OC OC 07 0% OE OF OD OC OE OB 0OC OC

0000D0OB0O OC FF DB 00 43 01 02 02 02 03 03 03 06 03 03 0O¢ }'ﬁ o]

0000D0O70 OC 08 07 08 OC OC OC OC OC OC OC OC OC OC OC OC

0000DOBO OC OC OC OC OC OCc OCc OC OcC OcC Oc OC OcC OC Oc OC

gooopo®0 OC OC OC OC OC OC OC OC OC OC OC OC OC OC 0OC OC

Qo00DORAD OC OC OC OC OC OC FF CO 00 11 0B OF E2 15 &C 03 yﬁ a1l
0000DOBO 01 22 00 02 11 01 03 11 01 FF c4 00 1Fr 00 00 01 " vA
Page 175 of 23,626 | Offset: CFCE| =109 Block:

FEXEE L ERMES . E00000000RBAL M dialt+1, RpERFFE.
FEZIH)°0D 0A 0D 0A™b 1% J5 —AN0AL K dalt+2 R R 45K -
XEHE, Bk T B Z RS RED

MNavigation View Tools Specialist Options Window Help
DS ey | " 2OERY  HAALY | - He T H®E OO0
temp.bin ]

Offset o 1 2 3 4 5 ¢ 7 B8 %8 A B C D E F

0000cECO 30 2E 34 32 0D 0OA 43 6F 6E 74 65 6E 74 2D 4Cc 65 0.42 Content-IL¢
0000CEDD 6E 67 74 68 3R 20 37 31 31 36 31 38 30 OD OA 43 ngth: 7116180 <«
OD0D0CEED 6F 6E 6E 65 63 74 69 6F 6E 3A 20 4B 65 65 70 2D ocnnection: Eeep-
O0DOCEFO 41 6C 69 76 €5 0D OA 43 €1 63 68 €5 2D 43 €F 6E Alive Cache-Cor
0000CFOO0 74 72 6F 6C 3R 20 6E 6F 2D 63 61 €3 €8 65 0D OA trol: no-cache
0000CF10 43 6F 6F 6B 69 65 3A 20 50 48 50 53 45 53 53 49 cookie: PHPSESS!
0000CFZ0 44 3D 71 73 62 32 75 66 3B 3% 6B 61 €2 68 62 €8 D=qsbZufBS%kabhht
0000CF30 32 30 68 6F 69 32 73 31 34 66 64 31 0D 0OA OD OA 20hoiZsl4fdl
0000CF40 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D ——————————————-
0000CE50 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 37 64 €66 ———————————-7d!
0000CF&0 33 65 62 34 30 31 30 32 0D OA 43 6F G6E 74 €5 6E 3eb40102 cConte:
0000CF70 74 2D 44 69 73 70 6F 73 69 74 69 6F 6E 3A 20 66 t-Disposition:
0000CF80 6F 72 6D 2D 64 61 74 61 3B 20 BE 61 6D 65 3D 22 orm-data; name='
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