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[0x66, ©xC2, OxF5, OxFD, Ox86, Ox82, Ox32, OXx7A, 0x04, 0x40, 0x94, OxCE, OxDC, Ox8A, OxEQ, Ox5D, OxOA, OXB
D, OxE4, OxA6, OxDC, OxAD, OxCA, 0x16, Ox0C, Ox6F, OxCD, 0x13, 0x36, OxD9, Ox75, Ox1A]
dword_80AFB60 [0x4050607, 0x10203, OxOCODOEOF, Ox8090A0B, OxOCD3FE81B, 0Ox0D7C45477, ©Ox9F3E9236, Ox107F187, 0x0O
F993CB81, Ox0BF74166C, Ox0ODA198427, Ox1AOQS5ABFF, Ox9307ES5E4, OxOCB8BOE45, 0Ox306DF7F5, Ox0AD300197, OxOAA86BO56, 0
X449263BA, Ox3FA4401B, Ox1E41F917, ©x0C6CB1lE7D, Ox18EBOD7A, OxOD4ECA800, OxOB486F92B, 0Ox8737F9F3, Ox765E3D25, Ox
©DB3D3537, OXOEE44552B, 0x11DOCS4C, Ox9B6O5BCB, Ox903B98B3, Ox24C2EEA3, Ox896E10A2, 0x2247F0CO, OxOB84ES5CAA, 0Ox8
D2CO4FO, Ox3BC7842C, Ox1A50D606, Ox49A1917C, Ox7E1CB50C, OxOFC27B826, OxS5FDDDFBC, OxODEOFC404, 0©x0B2B30907 ]
xtea_key [0x3020100,0x7060504 ,0x0b02a0908 , 0x0f0eddac |
rol lambda val, r_bits, max_bits: \
(val r_bits%max_bits) (2**max_bits-1) \
((val (2**max_bits-1)) (max_bits-(r_bits%max_bits)))
lambda val, r_bits, max_bits: \
((val (2**max_bits-1)) r_bits%max_bits) \
(val (max_bits-(r_bits%max_bits)) (2**max_bits-1))
xtea_encrypt(rounds, v, k):
v = v[0]
vl v[1]
X 0
delta 0x10325476
for i in (rounds):
(((v1 4) ~ (v 5))
vo OXFFFFFFFF
delta
X OXFFFFFFFF
(((ve 4) ~ (ve 5))
vl vl OXFFFFFFFF
v[o] vo
v[1] vl

return v
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v[1]
delta 0x10325476
X delta rounds
for i in (rounds):
(((ve 4) ~ (ve 5)) + ve) * (x
vl OXFFFFFFFF
delta
X OXEREERERE
(((v1 4) ~ (v1 5)) + vl) * (x
7 OXERERRERE
v[o] Vo
v[1] vl

return v

crypt(plain):
res
for ii in (4):
left .from_bytes(plain[ii*8:1i*8+4],
right .from_bytes(plain[ii*8+4:1i*8+8],
for i in (ex2c):
ebx rol(left,1,32) rol(left,8,32)
ebx rol(left,2,32)
ebx right
ebx dword_80AFB60O[1]
right = left
left = ebx
print( (left), (right))
left, right xtea_encrypt(2**(ii+l1), [right, left], xtea_key)
res left.to_bytes(4, )+right.to_bytes(4, )
return res

decrypt(cipher):
res
for ii in (4):
left .from_bytes(cipher[ii*8:1i*8+4],
right .from_bytes(cipher[ii*8+4:1i*8+8], )
right, left = xtea_decrypt(2**(ii+1),[left,right],xtea_key)
for i in (ox2b,-1,-1):
ebx rol(right,1,32) rol(right,8,32)
ebx rol(right,2,32)
ebx dword_80AFB60[1]
last_right ebx left
left right
right last_right
res left.to_bytes(4, )+right.to_bytes(4,
return res

print(decrypt(
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res = [ 3, 106, 109, 71, 110, 95, 61, 117, 97, 83, 90, 76, 118, 78, 52, 119, 70, 120, 69, 54, 82, 43
, 112, 2, 68, 50, 113, 86, 49, 67, 66, 84, 99, 107]
q res.copy()
t (res)
cur = g.index(2)
ans []
while q[cur]!=3:
nxt = t[cur]

ans.append(nxt)

cur = qg.index(nxt)

print( (ans))
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